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— Preface —

The headlong advance of Neurotechnology brings countless benefits to human-
ity across a wide range of areas. However, alongside with these benefits, the poten-
tial of Neurotechnology to violate human rights has also been growing. Harmonizing
techno-scientific development with respect for human dignity is a crucial challenge
nowadays, given that we are facing advances whose impacts may not only increase
inequality among human beings but may also be irreversible.

This challenge was the subject of academic debates at the III Seminar of the
International Network on Neurolaw and Human Rights (www.neurorights.com.br),
held at the University of Fortaleza (Brazil) on October 28, 29 and 30, 2024. The
Network, officially launched in October 2022, is composed of researchers from the
University of Fortaleza (UNIFOR), Austral University of Chile (UACH), The Ex-
ternado University of Colombia (UExternado) and Pontifical Catholic University
of Rio Grande do Sul (PUCRS). The Network’s activities are currently funded by
UNIFOR, through the Call for Proposals for the Support Program for Research
Teams n. 61/2023 of the Vice-Rectory of Research of the University of Fortaleza
(VRP/UNIFOR), as well as by the National Council for Scientific and Technological
Development (CNPq), a Brazilian federal agency for research promotion, through
the Call CNPq/MCTI/FNDCT n. 18/2021 and the Call for Support for International
Scientific, Technological and Innovation Research Projects n. 14/2022.

The III Seminar, held thanks to the financial support of Call n. 37/2023 (PAEP)
of the Coordination for the Improvement of Higher Education Personnel (CAPES),
another Brazilian federal agency for research promotion, is one of the Network’s
academic activities. The Network also conducts research and teaching activities in
the field of Neurolaw, in partnership with other Brazilian and international academic
institutions.

At the 2024 Seminar, the chosen theme was “Neurotechnology: the Future of
Humanity”, with the participation, both in person and virtually, of more than 30 re-
searchers from different countries, notably highlighting the participation of Professor
Nita Farahany, from Duke University (United States), who gave the keynote confer-
ence.

This book brings together some of the lectures given during the III Seminar as a
contribution to the academic debate and to support legislative initiatives and judicial
decisions that have been growing significantly. To make it easier to read, the book is
divided into five thematic parts.

The first part, entitled “Neuroethics: Perspectives of Neurotechnology Advan-
ces”, brings together five chapters. The first is by Professor Maria Pia Chirinos from



the University of Piura (UDEP) in Peru, entitled “The bodily dimension as the Achil-
les heel of neuroethics”. In this chapter, the author exposes the tenuous boundary be-
tween the corporeal and the rational, an essential theme for a neuroethical perspective
on advances in Neurotechnology. The second chapter, entitled “The belief in a just
world: neuroscientific perspectives and legal implications”, is by Professors Murilo
Karasinski, from the Pontifical Catholic University of Parand (PUCPR) in Brazil,
and Renato Cesar Cardoso, from the Federal University of Minas Gerais (UFMG) in
Brazil, in which they analyze how neuroscience has explored the structuring of ways
to interpret everyday events and the judge behaviors that shape perceptions of merit
and responsibility, based on the belief in a just world. The third chapter is by Profes-
sor José Octavio de Castro Melo from the State University of Piaui (UESPI) in Bra-
zil, and is entitled: “Paradoxes of Transhumanism: Impacts on Equality, Freedom,
and Human Dignity”, in which he seeks to answer to what extent transhumanism
can impact the principles of equality, freedom, and human dignity, considering the
challenges of accessibility and the risks of worsening social inequalities in a context
of rapid technological advancement. The fourth chapter is by Professor Monique
Pyrrho and master’s candidate Pedro Aratjo from the University of Brasilia (UNB)
in Brazil, entitled “Neurotechnology, ethics and human rights: Thinking about work,
mental health inequities and eugenics”, in which they aim to analyze the ethical chal-
lenges of neurotechnologies considering their risks, especially regarding relation to
increasing inequalities among human beings. In the fifth and final chapter of this first
part of the book, Professor Tamami Fukushi from Tokyo Online University (TOU)
in Japan, in her chapter entitled “The Future of Neurotechnology: Co-evolution
between Neuroethics and Neurotechnology™, analyzes the history of neuroethics, de-
scribes the development of Neurotechnology and discusses the future ethical con-
cerns that it raises.

In the Second Part of the book, “Politics and Economic Impacts of Neurotech-
nology”, there are two chapters. The first, entitled “Neurolaw in Non-Democratic
Countries”, is by Professor Tiago Gagliano Pinto Alberto and student Cecilia Santana
Figueiredo Pinto Alberto from the Pontifical Catholic University of Parana (PUCPR)
in Brazil. Theyseek to analyze the delicate balance between technological evolu-
tion and freedom of thought, aiming specifically to elucidate to what extent privacy
and mental integrity are guaranteed both internally and externally in non-democratic
regimes. Their analysis serves as a focal point for understanding the distinction be-
tween these regimes and democratic states, their peculiarities and their relationship
with freedom of thought. In the second chapter, “Abuse of economic power in the age
of neurotechnology”, the State Attorney of Sdo Paulo (PGE/SP) of Brazil, Camila
Pintarelli, aims to demonstrate the emergence of a new form of informational asym-
metry derived from access to neural data, highlighting the need to broaden the legal
understanding of the abuse of economic power, so that it can also encompass, even
hermeneutically, the violation of cognitive freedom and mental privacy.

The third part of the book, which revolves around the theme of “Legal Regu-
lation of Neurotechnology”, comprises five chapters. In the first, “Governing Neu-
rotechnology Globally: Between Norms Fragmentation and Coherence”, Professor
Tsung-Ling Lee at Taipei Medical University (TMU) in Taiwan, examines how the
fragmentation of norms on Neurotechnology occurs as several international organi-
zations with partially overlapping mandates introduce guidance documents and prin-



ciples motivated by varied concerns and interests. In the second chapter, entitled
“Emerging technologies and protection of human rights: applying the UNGPs in the
neurotechnology field”, the Federal Public Defender (DPU) of Brazil, Viviane Ceolin
Dallasta Del Grossi, aims to identify due diligence mechanisms used by techno-
logy companies to mitigate risks and prioritize human rights in practice, noting the
regulatory legislative vacuum that still prevails on the subject. The third chapter,
“The hardening of international soft law documents in the field of Neurolaw”, is by
Professor Ana Maria D’Avila Lopes of the University of Fortaleza (UNIFOR) in
Brazil, who proposes the strengthening of existing international soft law standards,
as a way to overcome the vacuum in national legal systems on Neurotechnology. The
fourth chapter is by Professor Sebastian Smart from Anglia Ruskin University (ARU)
in England, and lawyer Esteban Oyarzin Gémez, director of International Human
Rights Study Circle (CEDIDH) of Chile. In this chapter they analyze strategic litiga-
tion in human rights (across different fields), adapted to the field of Neurotechno-
logy and artificial intelligence. In the fifth and final chapter of this part of the book,
lawyer Natalia Leonor Monti from Foundation Kamanau, based in Argentina, aims to
demonstrate the need to protect democratic systems in the face of new challenges im-
posed by scientific advances in Neurotechnology and its convergence with Artificial
Intelligence and immersive technologies. She focuses on the Americas, highlighting
the region’s leadership in regulatory initiatives on the subject.

The fourth part of the book, “Neurotechnology and Minorities (De)protection”,
comprises four chapters. In the first, entitled “Neurotechnological advancements for
fairness: detecting and mitigating implicit racial bias in criminal sentencing”, Profes-
sor Janna da Nobrega Souza, from the University of Murcia (UM) in Spain, aims to
demonstrate the need to rigorously analyze the impact of neuroscientific advances on
the judicial process, in order to avoid racially discriminatory decisions. In the second
chapter, “Gender-based algorithmic discrimination and just transition in the frame-
work of the fourth industrial revolution and technological innovation”, by professors
Denise Almeida de Andrade, from the Christus University Center (UNICHRISTUS)
in Brazil, and Monica Sapucaia Machado, from the Institute of Education, Develop-
ment and Research (IDP) in Brazil, argue for the need critically examine algorithmic
discrimination, which is a present reality and disproportionately affects vulnerable
groups, exacerbating inequalities, particularly gender discrimination. The third chap-
ter, “Child Influencers and the Neuro Rights of Children and Adolescents: An Analy-
sis of Vulnerability in the Digital Environment” was written by Professor Patricia
Moura Monteiro Cruz of the University of Fortaleza (UNIFOR) in Brazil, the State
Attorney of Ceara (PGE/SP) of Brazil, Renato Vilardo de Mello Cruz, and Professor
Antonio Jorge Pereira Junior from the University of Fortaleza (UNIFOR) in Brazil.
This chapter aims to highlight the implications of children and adolescents’ roles
as digital influencers from the perspective of neurorights, investigating how these
can be applied to provide more effective protection in the digital environment. The
fourth chapter, “Veripol: legal and technical analysis of the tool for the detection of
false reports” by professors Maria Concepcién Rayon Ballesteros from the Com-
plutense University of Madrid (UCM) in Spain, and José Luis Gonzélez Avila from
the University of La Laguna (ULL) in Spain, conducts a technical and legal study of
VERIPOL, an artificial intelligence tool used by security forces in Spain to detect
false reports of crimes, mainly related to robberies and thefts.



The Fifth Part of the book “Updating Neurorights™ has three chapters. The first,
entitled, “The automation of the Judiciary: to what extent new technologies can put
fundamental and social rights at risk. The centrality of the person” is written by Pro-
fessor Francisco Luciano Lima Rodrigues from the University of Fortaleza (UNI-
FOR) in Brazil. He proposes a critical analysis of the automation of the Judiciary,
emphasizing the need for the use of technology to respect the centrality of the person
and not be solely focused on achieving institutional efficiency. In the second chap-
ter, “Neural data protection and the need to update the self-management model of
privacy”, Professor Felipe Paredes from the Austral University of Chile (UACH) in
Chile, argues for the need to update current privacy protection mechanisms in order
to adequately protect the cognitive processes of individuals, while avoiding the cre-
ation of a new right, specifically to protect brain privacy. In the third and final chap-
ter of this part, “The Commodification of Free Will: Neurotechnology and Ethical
Challenges in the Workplace,” Professor Aline Passos Maia from the University of
Fortaleza (UNIFOR) in Brazil, PhD candidate Raquel Passos Maia from the Univer-
sity of Lisbon (ULISBOA) in Portugal, and Professor Larissa Maciel do Amaral from
the University of Fortaleza (UNIFOR) in Brazil discuss how the commodification of
neural data introduces profound ethical dilemmas in the workplace, such as whether
employers can claim ownership over the cognitive processes of their employees’,
highlighting the emergence of a new standard for fundamental human rights..

Finally, Professor Keigo Komamura from Keio University (KEIO) in Japan
concludes the book with a brief perspective on the movement that gave rise to a new
legal branch called “Neurolaw.”

In this way, the book hopes to contribute to the necessary academic dialogue on
the ethical and legal limits of advances in Neurotechnology, aiming to safeguard the
future of humanity.

Ana Maria D’ Avila Lopes

Professor at the University of Fortaleza (Brazil)
CNPq Research Productivity Fellow
Coordinator of the International Network of Neurolaw and Human Rights
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1. The status of the body in modern philosophy

The word ‘dignity’ is clearly a modern concept. It first appeared in the treatise
De hominis dignitate, by Giovanni Pico della Mirandola (2016) in 1486. This work
was written in an explicitly Renaissance context, with a focus on a new anthropocen-
tric ideal of freedom and on the capacity for self-determination that places humans
far above all other nature.

Immanuel Kant (1988) espoused the notion of the inherent dignity of the in-
dividual, Gonzdlez, 2004) and non-living matter, that is, inorganic matter. Never-
theless it is imperative to comprehend Kant within the context of his historical and
philosophical era, particularly in contrast to the moral sense school, which posits that
feelings and empirical principles underpin moral law, a doctrine to which Kant had
formerly adhered.

Indeed, rationalism is concerned with reason and reason alone, whilst empiri-
cism focuses on sensibility. According to this bifurcation, Kantian reason is termed
“pure reason”, in the sense that it excludes any sensible or corporeal intervention.
An analysis of this condition of “purity” is therefore warranted. The first point to be
noted is that the concept of “pure reason” is not a totally modern invention. When
exploring the two most renowned definitions of the human being proposed by Aris-
totle — the ‘rational animal’ and the ‘political animal’ — philosophers have predomi-
nantly emphasized the most salient aspects of these definitions, namely, rationality

1T am grateful to the De Nicola Center for Ethics and Culture and the Jaques Maritain Center, both at the University
of Notre Dame, Indiana, for providing the facilities for this research.
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and politicity, disregarding the term ‘our animality’ (Maclntyre, 1999). The question
arises: why has this occurred? The reason for this is that our animality reflects our
corporeality, a concept that has been disregarded not only by rationalism, but also by
a philosopher who is not modern in his outlook, such as Plato. The body is the prison
of the soul and therefore does not appear to provide any essential plus to our huma-
nity; indeed, quite the contrary. Our animal condition would divert us from the purity
of our essence and make us resemble a realm plagued by changes. Modernity takes
up this Platonic definition of the human being as “soul” or reason, albeit with differ-
ent nuances. The Aristotelian body as living matter was forgotten or even denied.

2. Is it still persuasive the Modern vision of matter?

According to Descartes, the modern proposal has eliminated a significant por-
tion (if not the entirety) of the organic world in order to expand the inorganic and
reduce it to inert matter. This matter has been subjected to the typical necessity of
abstract space and time and, consequently, to strict mechanical functions (Descartes,
2010). The only living reality for Descartes was that of the human, in terms of a ra-
tional soul accidentally united to the body. The corporeal condition of living beings
began to be understood as a passive, external, and mechanical dimension, and thus
the corporeal was excluded from the definition of life and began to be overshadowed
by the definition of dignity. But is it an innocuous decision for philosophy or for law
to deny the status of life to the plant and animal kingdoms, that is, to reduce them to
the realm of inorganic material?

In order to gain a more profound understanding of this dilemma, it is helpful to
turn to the insights of Fernando Inciarte (1979). Inciarte’s work offers a critique of
the modern thesis that posits the absence of plant or animal life. However, the most
common experience of a living being — whether in the vegetable, animal or rational
kingdom — suggests that such a being is born, nourishes, grows, reproduces and dies.
This is to say, it is a being with life, as defined by Aristotle in terms of self-movement
(1995b, 402a 23-27).

It is important to recognize that, in addition to life’s inherent self-movement,
many of its corporeal manifestations are truly unique. Metabolism and reproduction
are functions of living things that cannot be copied by artifacts or technological mo-
dels. I am referring more precisely to the ability to recognize inorganic elements from
the environment and to assimilate or transform it into one’s own corporeal and living
substance, or to reproduce a being with the same essential characteristics as ours and
open to our own capacities.

This concept of life suggests that the manifestation of life in living beings is not
solely attributable to physical organs as such. Indeed, as Robert Spaemann asserts,
the satisfaction of bodily needs in living beings signifies transcendence over them,
thereby rendering the act of eating profoundly vegetal or animal (that is, according to
their specific acts of nutrition and their physical organs). Plants assimilate elements
of the earth continuously, and animals eat what they find or kill when they are hun-
gry, without any moral consideration: in an instinctively way. Human beings, on our
side, satisfy our corporeal needs freely and non-instinctive. Consequently, Spaemann
concludes that humans are neither purely spiritual beings nor disembodied subjec-
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tivity capable of disposing of their bodies as if they were mere instruments. In fact,
Spaemann asserts that “the human body is man himself (2000, p. 248).” This state-
ment can be referred to plants and animals, too, and it is at odds with the rationalist
approach espoused by Descartes, as well as Kant’s endeavor to ground dignity exclu-
sively in pure reason.

To illustrate this point related to our human body, we can continue with the ex-
ample of nutrition, of the seemingly quotidian act of eating. Despite our inherent nat-
ural necessity, human beings exceed significant constraints imposed by our physical
needs. Not only we transform food into our own organism, but in the act of nutrition,
we also introduce characteristics that are exclusive to our rationality. Specifically,
we are capable of in-corporate something basic and material like food and adding
elements that could be termed superfluous. While theoretically capable of subsisting
eating uncooked elements, human beings have opted to alter raw food with fire. In
addition, they infuse these materials with flavor, present food in a variety of ways,
and share it with others during social gatherings. Human beings humanize food and
the act of eating through education and manners, embellishing them with infinite va-
riety. Furthermore, human beings possess the capacity to retain information regard-
ing their dietary intake, to refine cooking techniques and eating habits, to innovate, to
create and to perpetuate traditions surrounding food, as well as in artistic and ceremo-
nial contexts. Food has the ability to serve as a medium for conveying emotions, his-
torical significance and even religiosity, as evidenced by numerous ritual practices.
The consumption of food and beverages can serve as a medium for reflecting on our
rationality, our capacity for social interaction and our sense of dignity.

At this point, however, we encounter other problems. The first concerns the
emergence of neuroethics and its postulates about the role of the brain in human be-
havior. Apparently taking a position contrary to that of modernity, neuroethics seems
to affirm the dependence of our actions (and our dignity) on the bodily dimension
and, more specifically, on the brain. However, and this would be a first question, are
we not faced again the separation of soul and body of the rationalists, only in favor of
matter? Can the debate on bodily life help us to answer this question?

3. Neuroscience and neuroethics:
another perspective on the value of the body

It is widely acknowledged that the field of neuroethics officially emerged in
2002, following the Neuroethics: Mapping the Field event in San Francisco. In that
same year, Adina Roskies outlined the distinction so widely accepted today between
the ethics of neuroscience, referring to the ethical framework of neuroscientific re-
search, and the neuroscience of ethics, which would deal with the neural basis of
moral agency (Roskies, 2002; Cortina, 2010). Adela Cortina has proposed what she
terms the topoi of neuroethics (Cortina, 2013), which are theses that have gained sig-
nificant traction among its primary scholars. These topoi represent the contribution
of neuroscience to the understanding of morality and will be discussed briefly and
concisely:

a) A correlation exists between specific brain regions and our moral reasoning,
as evidenced primarily through neuroimaging techniques.
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b) Due to evolution, we have “moral” codes imprinted in our brains, which

since the time of hunter-gatherers, prescribe the defense of the group, of those

close to us, etc.

c¢) Morality is an adaptive mechanism, a set of values, virtues and norms that

help us adapt and survive. Moral judgments are instinctive, and their formula-

tion is largely influenced by emotions.

d) Despite the common insistence on the notion that economic rationality, or

the maximization of profits, is an innate characteristic of the human species,

the field of neuroethics has revealed that all human beings possess a biological

predisposition towards cooperation.

e) Human beings are indisputably dependent on their social environment, and

to a lesser extent on their genes. The human brain is inherently social due to its

capacity for plasticity.

The first three topoi refer to the relationship between morality and the brain (ethics
and neurology). And the last two, the relationship between sociability and the brain.

It is conceivable that only a limited number of additional fopoi could be identi-
fied at present; however, these are already adequate to undertake an initial explora-
tion of the role of the body, and more specifically, that of the brain, in ethics. This
preliminary affirmation coincides with the relegation of purely rational positions to
a secondary status, a phenomenon that has been observed since the 19" century with
materialist philosophers like Feuerbach, Marx, etc. and the development of science.
Notable events such as the incident involving Phineas P. Gage in 1848 (Kotovicz,
2007) have facilitated substantial, albeit gradual, progress in the field of neurosci-
ence. These advancements have substantiated the correlation between the brain and,
most notably, the existence of emotions (which are derived from neuronal activity)
as a contributing factor to moral behavior. Indeed, this may be considered one of the
central tenets of neuroscience, namely, the identification of the cerebral underpin-
nings of emotions, thereby providing a definitive explanation of their existence and
influence on moral life, as has been asserted from Aristotle (1995a).

The hypothesis that moral codes are embedded within the brain, originating
from emotional responses that predate the development of reason, could substantiate
the notion that emotions are an integral component of the process of hominization.
This process signifies the evolutionary developments inherent to the human body.
Consequently, the notion that emotions are intrinsic to the human bodily condition
is corroborated, and the assertion that emotions are “the voice of the body” is rein-
forced. Aristotle would agree, too.

But can we reduce behavior to emotions and emotions to brain’s activities? In-
triguingly, scholars such as Rizzolatti (2008), the discoverer of mirror neurons, have
proposed the innatism of neurological processes as the foundation of ethical judg-
ments. This neuroethical proposal is thus subject to the Cartesian mind-body dichot-
omy. According to Rizzolatti, innate ideas are formed in the brain, while Descartes’
innate ideas pertain to the concept of the soul. Nevertheless, the notion that moral
codes are imprinted in the brain, seems not unequivocally substantiated, because the
question of the correlation between brain areas and behavior remains unresolved,
and the concept of ‘correlation’ itself is ambiguous. In this case, Aristotle would not
agree.
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When neuroscience discusses innate concepts, it also introduces a form of
determinism. However, as Cortina elucidates, “the evolution of our biological dis-
positions (...) does not coincide with moral progress at the cultural level” (2013,
p. 140). Moreover, the notion of indefinite or irreversible moral or cultural progress
is illusory, as recent and not-so-recent historical events demonstrate. At this juncture,
Cortina’s assertion is noteworthy and aligns with the aforementioned distinction: it
is crucial to discern between the cerebral underpinnings of moral behavior, that is, in
Inciarte’s terminology, the presence of an organ that is at the basis of a function, and
the activity in itself — the function — which necessitates the organ but is not reduc-
ible to matter. Aristotle’s philosophical framework distinguishes between the initial
act of a living being, defined as psyche or soul, and subsequent functions that depend
on this initial act, including nutrition, reproduction, and knowledge, among others.
But at the same time, all those functions do need organs to develop as secondary acts.
Organs are necessary conditions, but not sufficient ones.

This prompts further consideration of the human condition, wherein our ratio-
nal soul and its actions are supported by our body and organs, thus establishing a liv-
ing unity. As previously discussed, instinctive behavior is associated with univocal
responses. However, experience shows that neither our behavior nor our responses
are univocal. We can even suspend our moral judgements due to a need for additional
information, a preference for alternative approaches, or a desire for more time to con-
template the various aspects of a situation. It is challenging to assert that our judge-
ments are instinctive when their predictability is so problematic. Just as our responses
to bodily needs vary significantly, even when these needs are bodily needs, our moral
judgements demonstrate comparable variability, despite the emotions that influence
them within. Our body and our brain evade the mechanist model due to our freedom.
However, this freedom is not absolute, as we are contingent on our bodily condition
in numerous ways.

The human condition, in many of its most common yet significant manifesta-
tions, exhibits an inherent interconnectedness between our bodily condition and the
rational soul, a singularity that is particularly evident in the domain of morality. For
Aristotle, morality is the result of the “dialogue” between nature and reason, where
“nature” stands for the tendential and orectical dimension of human life. This dimen-
sion is not, for Aristotle, absolutely corporeal or without reference to reason (1995a).
As Gonzalez states, these tendencies have to be rationally integrated: it is precisely in
such integration that morality consists (2004).

Therefore, a mere comprehension of the neurological underpinnings of emo-
tions and their moral implications from a purely materialistic standpoint is insuffi-
cient to elucidate human behavior in its quotidian manifestations, a limitation that is
even more pronounced in circumstances where moral judgment pertains to matters
of greater import.

3. Corporeality and sociability

Another intriguing topic that emerges among the fopoi is that of sociability,
a concept that has been extensively researched by prominent authors such as Patri-
cia Churchland (2011). It is noteworthy that this relational dimension has already
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attained a significant position in the realm of neuroethics, and scientific findings
indicate that individualism cannot serve as a framework for interpreting our behav-
ior. Modern thought is once again confronted with a challenge, and it merits further
elaboration. The question arises: Are we social animals because we are corporeal?
Broadly speaking, the concept of “sociability” refers to the reciprocal relationships
between human beings and the subject-subject relationship. The Aristotelian concept
of the “political animal” is predicated on the premise of receiving the gift of speech
(logos) and the ability to share it with one’s equals (Aristotle 1995 c), book 2). How-
ever, communication can be not only verbal, but also corporal.

In his seminal work, Alasdair MacIntyre explores the concept of the human
body as a medium of expression, asserting that the essence of the human body is de-
fined by its social interconnections with other bodies (2006). Consequently, from the
moment of its visibility to others—be it birth or any preceding moment—the human
being does not manifest as a political animal that engages in verbal communication,
but rather, it does so through bodily expression. And these physical expressions, as
expressions for example of newborn babies, can only evoke caring responses from
adults, even if they are not their parents.

Neuroethics is a field that encompasses a series of neuroendocrinological and
evolutionary biology studies, which provide precise explanations for the presence
of reciprocal mutualistic care behaviors among animals. Specifically, Churchland
(2011) defends the moral status of animals on the basis of their capacity to care for
other animals of their species. In the case of humans, however, we observe not only
the capacity to care for our offspring, but also for the offspring of other humans, as
well as other species and nonliving beings. Furthermore, humans exhibit the capacity
for indirect cooperation (Cortina and Conill, 2019) as evidenced by their concern for
universal issues, such as those articulated in the 1947 Declaration of Human Rights
and the Sustainable Development Goals, which are similarly oriented towards human
rights.

A notable distinction between human and animal caregiving emerges in the fol-
lowing aspect. While certain caring behaviors related to one’s own species have been
observed among animals, as previously mentioned, a distinguishing feature of human
behavior is the presence of a rejection, absence, or abuse of caring acts among the
same human beings, which is not observed in animals. Within the human realm, such
occurrences are not uncommon.

The rise of environmentalism, with its profound influence on culture, politics,
and economics, is often rooted in an exaggerated sense of human capacity to domi-
nate, destroy, or mistreat nature. However, this is the modern meaning of domination
and power, which can be found, for example, in Galileo when he writes: “If nature
did not answer our questions voluntarily, but hid its secret from us, we would subject
it to torture and extract from it, in an agonizing inquisition, the answer that it would
not otherwise give” (quoted by Benedict XVI, 1995, p. 24). Technology has gone
deeper in this attempt, and the last century has witnessed terrible consequences not
only of domination, but also of destruction and human degradation, as notable voices,
such as Martin Heidegger (1977) or Hans Jonas (1984), have denounced.

This perspective undergoes a transformation when the right place and relevance
of living beings is accurately discerned, encompassing their materiality. This mate-
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riality is not merely reduced to pure matter but rather endowed with its own unique
function (secondary act) and self-movement. Hence the importance of recognizing
that plants and animals, as well as the human body, are living material realities, or-
ganic, with their own movement and acts that require organs to live. This transforma-
tion is particularly salient in the context of human beings, given our moral and free
behavior.

It is important to note that social relationships are not predetermined; individu-
als have the capacity to establish or disrupt connections. In our case, emotions are
imbued with rationality, too, as we have already seen. And this means that, although
it is true that emotions can have their origin in the brain and that we, as a free beings,
can accept them and direct them towards a specific end, we can also reject them, and
even let ourselves be totally carried away by them. In this last case, human being
manifest behaviors that are often not typical of the political and rational animal. We
are unique animals that can go against our natural inclinations because we can use our
freedom even in that sense. And this is also true in the case of our behavior towards
other human beings. The social dimension of human beings is a complex and mal-
leable topic, capable of enhancement or deterioration.

4. Final thoughts

The primary challenge confronting neuroscience is to traverse the tenuous
boundary between the corporeal and the rational/free. This endeavor can be facilitated
by exploring fundamental philosophical concepts such as “life” and its components,
including “living matter” and “living brain.” In this regard, the German distinction
between “Leib” and “Korper” offers a fruitful approach to comprehending the self-
movement of the “Leib” that is alive and finalized and not predetermined (as “Kor-
per” is). The advent of the primary act—the act of the soul—in matter, or the living
body, has the potential to profoundly impact themes of considerable anthropological
significance. In this sense, neuroethics aspires to universal ethics, yet it reduces our
moral conduct to its cerebral foundations. This calls into question deeply human is-
sues such as freedom, responsibility, rationality, and the mind-body relationship.

In essence, these theses and related concepts pertaining to neuroethics, the un-
derpinnings of our moral or social behavior, and other related subjects could be col-
lectively referred to as “great challenges.” To elucidate its principles and place them
in a more human and realistic perspective, it is necessary to invoke external concepts
or frameworks, because as has been demonstrated in numerous studies, neuroethics is
a discipline that lacks a comprehensive explanatory framework of its own.

Addressing these great challenges necessitates a multifaceted approach, encom-
passing diverse perspectives, scientific disciplines, and methodological frameworks.
lain McGilchrist’s work (2021) defends that ancient spiritual truths, neuroscience,
physics and the best philosophy, all lead us towards a world that makes sense as a
whole. It is dangerous to drive them apart into their separate silos again. Science, ac-
cording to McGilchrist, should give up its monopoly claims.

A multidisciplinary dialogue is imperative to facilitate the exchange of empiri-

cal, humanistic, and sapiential insights, grounded in a genuine pursuit of truth. It is
crucial to recognize that such an endeavor is inherently limited in its scope and does
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not claim to exhaust the subject matter. To continue thinking of body as a mecha-
nistic being or of brain as the sufficient condition for our moral acts or for our social
condition, shows an Achilles heel that neuroethics should explain with more detail.
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Introduction

The human brain doesn’t cope well with unpredictability, finding it difficult to
accept that something can happen for no reason other than chance. Taleb (2019) ar-
gues, for example, that the success of free trade is not based on rewards or incentives
for those with the best techniques but rather on its ability to create an environment
favorable to luck, especially in contexts marked by trial and error. Despite this, the
idea of luck is often overshadowed by notions of merit and effort. As Botton (2021)
suggests, this led to the development, particularly in the 19th and 20th centuries, es-
pecially in Europe and the United States, of the belief that there is a correlation be-
tween wealth and virtue. Thus, if the successful deserve their achievements, the other
side of the coin implies that the unsuccessful must equally deserve their failure.

This difficulty in acknowledging unpredictability results in a tendency to at-
tribute reasons to events, often interpreted as “fate”. Simply labeling someone as un-
lucky does not satisfy a brain eager for explanations. As Burnett (2018) observes, the
aversion to uncertainty leads to extreme conclusions, even when supported by weak
reasoning. This helps explain why superstitions and conspiracy theories continue to
thrive in the 21st century. It also clarifies the phenomenon of self-deception and the
search for seemingly reasonable explanations for events — often after they occur — to
impose order and causality on reality. Part of this is related to the availability heuristic,
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which Kahneman (2012) defines as the process of judging frequency based on the
‘ease with which occurrences come to mind. Essentially, the availability heuristic,
like other judgment heuristics, substitutes one question for another.

According to Kahneman (2012), it is easier to overestimate the number of di-
vorces among celebrities or the number of sex scandals involving politicians simply
because such events receive greater media attention — for obvious reasons — than
similar cases involving non-famous individuals. Likewise, airplane safety is often
underestimated after high-profile crashes, leading to the false belief that cars are saf-
er. What connects all these cases is that rare events attract disproportionate attention.
As Kahneman (2012) explains, our expectations about the frequency of events are
distorted by the prominence and emotional intensity of the messages we are exposed
to. By distorting how we perceive the past, the availability heuristic also contributes
to the creation of false narratives, generating, as Taleb (2019) states, an illusion of
understanding — namely, the fantasy that everyone thinks they know what is happen-
ing in a world that is more complex (and random) than they realize.

This distortion in how we interpret reality not only fuels misconceptions about
frequency and risk but also reinforces broader beliefs about the justice of the world. If
striking and widely publicized events become reference points for assessing normal-
ity, it is natural that events associated with success or failure follow the same logic.
People who become symbols of prosperity are remembered for their achievements,
while individuals who face misfortune often have their trajectories reduced to aspects
that seem to justify their condition. In this way, the availability heuristic reinforces
the tendency to perceive the world as an orderly and morally structured place, where
people receive what they deserve. Thus, the need to minimize chance and random-
ness in the world gives rise to the central belief explored in this chapter: the Belief
in a Just World (BJW). Its foundations and repercussions will be presented below. In
essence, the Belief in a Just World reflects the effort to attribute purpose to reality,
assuming that actions hold meaning and that, ultimately, virtuous behavior will be
rewarded, while improper conduct will be punished.

The belief that the world operates in a just and predictable manner is not merely
a psychological phenomenon but also a deeply ingrained element in cultural and
religious systems. Since antiquity, narratives have been created to explain the rela-
tionship between conduct and consequence, often linking suffering and reward to a
higher moral order. One of the most emblematic examples illustrating the Belief in a
Just World can be found in the narrative of the Book of Job in the Old Testament. The
story recounts how Satan challenges God to test the faith of an upright, just, and God-
fearing man who had seven sons, three daughters, vast herds, and many servants. To
prove Job’s loyalty, God allows (Job 1:12) him to endure a series of tragedies: his
children are killed, his property is destroyed, and his body is afflicted with sores from
the soles of his feet to the top of his head (Job 2:7). Job’s friends suspect that he must
have committed some hidden sin, believing that divine wrath has turned against him
for a just reason. They insist that Job, in some way, must deserve the suffering he
faces, despite his repeated declarations of innocence.

In philosophy, the idea that everything happens for a reason is associated with
the concept of theodicy, a term introduced in the work Essays on Theodicy: On the
Goodness of God, the Freedom of Man, and the Origin of Evil by Leibniz (2023),
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originally published in 1710. Theodicy seeks to resolve Epicurus’ paradox, which
challenges three attributes of the Judeo-Christian God: omnipotence, omniscience,
and omnibenevolence. If God is omnipotent and omniscient, He knows all evil and
has the power to eliminate it but does not do so, which would compromise His om-
nibenevolence. If He is omnipotent and omnibenevolent, He would have the power
and the desire to eradicate evil, but by not knowing its full extent, He would cease to
be omniscient. Finally, if He is omniscient and omnibenevolent, He knows all evil
and wishes to eliminate it, but the inability to do so would compromise His omnipo-
tence, challenging the logic of the existence of a God who simultaneously possesses
all three attributes.

Whether in religious or secular contexts, we invoke the problem of evil when-
ever we protest against something we perceive as unjust or believe should exist in a
fairer manner. Similarly, we resort to a kind of theodicy when justifying that a given
situation, despite its apparent flaws, represents “the best possible” within a broader
context, as in the thought of Leibniz, later satirized in Candide, or Optimism by Vol-
taire (2012). This reasoning connects to the core of the Belief in a Just World, which
leads to the idea that people who have faced terrible misfortunes must, in some way,
have done something to deserve them, as seen in the suspicions of Job’s friends. This
chapter aims to investigate this belief from a neuroscientific perspective, exploring
some of its legal implications.

1. Belief in a just world: from the construction
of the concept to victim blaming

The conceptual foundations of the Belief in a Just World can be traced to the
work of Melvin Lerner (1980), who coined the term based on his observations while
working in a hospital. Lerner (1980) noticed that a significant number of healthcare
professionals attributed the blame for the condition of mentally ill patients to the pa-
tients themselves, reinforcing the idea that the world is inherently just. These findings
extended to other contexts as well. For example, in the early 1960s, at the University
of Kentucky, Lerner (1980) conducted an experiment designed to investigate how
people adjust their perceptions to justify outcomes perceived as arbitrary. The study
involved groups of approximately five female university students, who participated
as observers in a controlled experimental setting. The experiment was structured as
follows: the participants observed two individuals performing an intellectual task of
“word formation”. Both demonstrated similar performance levels, with no significant
differences in the quality or quantity of their results. However, the distribution of re-
wards was entirely random, unrelated to merit or performance. One of the individuals
received a reward, while the other received nothing.

After witnessing the task and the allocation of rewards, the participants were
asked to evaluate the performance of the two individuals. The objective was to ex-
plore how they would interpret the scenario considering the evident injustice. The
results revealed that the observers frequently reinterpreted the situation to justify the
favoritism. Many began to believe that the rewarded worker was more competent or
deserving than the other, even when confronted with objective evidence that their
performance was identical.
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In another case, Lerner (1980) investigated how people reacted when witness-
ing the suffering of a perceived innocent victim. During the experiment, participants
watched a recording in which a woman appeared to be taking part in a learning test.
In this simulated scenario, the woman received electric shocks as punishment for
incorrect answers. The victim, an individual trained by the experimenters, exhibited
intense signs of pain, such as groans and abrupt physical reactions, creating a real-
istic impression of suffering. After observing the scenario, participants were asked
to evaluate the victim, considering attributes such as likability, competence, and re-
sponsibility for her suffering. The results revealed an intriguing pattern: rather than
expressing empathy or outrage at the injustice suffered by the victim, many observers
devalued her. Comments such as “weak,” “unprepared,” or “incompetent” frequently
appeared in descriptions of the woman (victim).

Another interesting study conducted by Lerner (1980) exposed participants to
two distinct situations involving a new victim. In the first scenario, the victim was
presented as someone who accepted suffering as a moral or academic necessity. She
appeared to endure the situation with resignation, indicating that she believed she
was contributing to a greater good. In the second scenario, the victim’s suffering was
portrayed as purposeless and unjustified, highlighting an arbitrary and meaningless
condition. Participants were then asked to describe their impressions of the victim
and her situation. In the case of the “martyr”, who faced suffering with an apparent
altruistic or academic motivation, observers tended to show more respect or sympa-
thy. However, even in this context, it was not uncommon for some participants to
devalue the victim, perceiving her as naive or overly idealistic. In contrast, in the case
of the victim who suffered without apparent purpose, participants responded more
harshly and with less compassion. The victim was described as responsible for her
own condition, receiving judgments that sought to attribute blame or personal flaws
to justify her suffering.

Unfortunately, the Belief in a Just World is not limited to controlled experi-
ments in university settings. A study conducted by the Brazilian Public Security Fo-
rum (2016) revealed concerning data: one in three Brazilians believes that, in cases
of rape, the victim is to blame. Among men, this belief is even more prevalent: 42%
agree with the statement that “women who respect themselves are not raped”. This
victim-blaming logic is not exclusive to men. Among women — who are the primary
victims of this crime — 32% also agree with this idea. Additionally, 30% of men be-
lieve that a woman who wears provocative clothing has no right to complain if she
is raped.

In another context, analyzing teenagers’ perceptions of the causes of bullying
in Sweden, Thornberg and Knutsen (2011) found that many young people explain
bullying because of the victim’s own characteristics or behaviors — a perspective that
reflects the idea that people get what they deserve. Approximately 42% of adoles-
cents attributed blame to the victim, justifying bullying based on supposed deviations
or perceived differences, such as physical, social, or behavioral traits that made the
victim a target. This suggests that young people internalize the notion that victims are
responsible for their suffering, whether due to failing to conform to social norms or
exhibiting behaviors that attract hostility. This narrative also provides moral justifi-
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cation for aggressors, who, by blaming the victim, minimize their own responsibility
and reinforce the idea that their actions are inevitable or justified.

The notion that the world is unjust, where bad things happen to good people
without any apparent explanation — such as traffic accidents or the diagnosis of ma-
lignant tumors — is uncomfortable and distressing. Nevertheless, this is an everyday
reality. Therefore, to gain a deeper understanding of the Belief in a Just World, it is
essential to explore how the phenomenon of cognitive dissonance operates, a topic
that will be addressed in the next section of this chapter.

2. The role of cognitive dissonance

According to Dobelli (2014), the fable by the Greek poet Aesop illustrates one
of the most famous thinking errors: A fox, drawn to a vine, fixed its gaze on robust,
ripe, purple grapes. Resting its front paws on the trunk, it stretched its neck and tried
to reach the fruit, but they were out of its grasp. Frustrated, it made another attempt,
this time jumping, but again, it only touched the air. On the third try, it gathered all its
strength for an even bigger leap but ended up falling on its back. The grapes remained
untouched, still hanging from the vine. Faced with failure, the fox wrinkled its nose
and said, “They are not ripe enough for me anyway; I don’t like sour grapes”. With
its head held high, it returned to the forest, proud.

In this case, the fox’s pretentious attitude and the frustrating outcome of its
action are in conflict. To deal with this uncomfortable discrepancy, it could choose
among three alternatives: (a) keep trying to reach the grapes in some way; (b) ac-
knowledge its inability to reach them; or (c¢) reinterpret the situation. This last alterna-
tive, according to Dobelli (2014), exemplified in the fox’s questionable justification
about the taste of the grapes, is what characterizes cognitive dissonance.

To test cognitive dissonance, a fundamental question is what happens to people
with unwavering faith when their convictions are challenged by reality. In the book
When Prophecy Fails (1956), psychologists Leon Festinger, a pioneer in cognitive
dissonance studies, Henry Riecken, and Stanley Schachter narrated the story of Doro-
thy Martin, a woman who claimed to communicate with a group of aliens called the
Guardians. According to Dorothy, these Guardians had warned that the world would
be destroyed by a great flood on December 21, 1954. However, she and her follow-
ers would be saved by a spaceship that would land in her backyard a few days before
the cataclysm.

Preparing for the rescue, Dorothy’s followers made drastic decisions, such as
quitting their jobs, abandoning their families, and donating all their belongings. With
full confidence in the prophecy, they gathered at Dorothy’s house in Chicago to await
the arrival of the spaceship. Initially, Dorothy announced that the ship would land at
4:00 PM on December 17, marking the beginning of their salvation.

But the aliens did not come. At midnight on the 17th, Dorothy claimed to have
received a new message: the ship was on its way. However, the leader then com-
municated that the aliens had provided a new date — midnight on December 21, just
before the apocalypse. Once again, the Guardians gathered in Dorothy’s living room
to wait. For Festinger ef al. (1956), it was evident that the prophecy would not come
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true. Still, a group of people remained committed to the prophecy, treating it as an
unquestionable reality.

As the clock showed only one minute remaining until the arrival of the flying
saucer, the Guardians remained still, showing no visible reaction. Midnight passed,
and still, nothing happened. Despite this, no one in the room moved or spoke; their
faces were frozen, expressionless. Hours passed until, little by little, they accepted
that no visitors from outer space would come to rescue them. Did this “disconfirma-
tion” shake their beliefs? No. At 4:45 AM that morning, Dorothy announced another
message. This time, she stated that, due to the unwavering faith of the Guardians,
God had canceled the destruction of the world.

The story of Dorothy Martin illustrates how cognitive dissonance can lead in-
dividuals to reinterpret reality to preserve their prior beliefs, even in the face of con-
tradictory evidence. This same mechanism is present in the Belief in a Just World.
When confronted with situations that challenge the idea that people get what they
deserve, many individuals prefer to reframe their interpretation of the facts rather
than accept that the world can be chaotic and unpredictable. As a result, they justify
others’ suffering by attributing it to some moral or personal cause, thereby reducing
the dissonance between their worldview and reality. This process, though often un-
conscious, strengthens the tendency to blame victims and reinforces punitive beliefs
that impact social and legal judgments, as will be discussed later in this chapter.

For Festinger et al. (1956), we have all experienced the futility of trying to
change a strong conviction, especially when the person holding it has some kind
of investment in the belief. We are familiar with the variety of ingenious defenses
people use to protect their convictions, keeping them intact even in the face of the
most devastating challenges. However, human ingenuity goes beyond simply pro-
tecting a belief. According to Festinger et al. (1956), suppose an individual believes
in something with all their heart; suppose, furthermore, that they have committed to
this belief, taking irreversible actions because of it; and finally, suppose they are con-
fronted with unequivocal and undeniable evidence that their belief is wrong — what
will happen? In many cases, the individual does not emerge shaken but even more
convinced of the truth of their beliefs than ever before. In fact, they may even display
newfound zeal in trying to convince and convert others to their view. In other words,
the more someone invests in a set of beliefs: the greater the sacrifice made in their
name, the more resistant that person becomes to contrary evidence. Instead of giving
up, they redouble their bet.

Unfortunately, as Pinker (2013) explains, refuting someone’s belief often
threatens their dignity, status, and sense of power. When that belief is based solely
on faith, it becomes fragile. According to Pinker (2013), no one feels threatened by
believing that stones fall downward, as any mentally sound person can verify this fact
with their own eyes. The same, however, does not apply to beliefs such as the idea
that babies are born with original sin, that God exists as three persons, or that Ali is
the second most divinely inspired man after Muhammad. When individuals structure
their lives around such beliefs and discover that others seem to live perfectly well
without them — or worse, credibly refute them — Pinker (2013) argues that they feel
threatened by the possibility of being perceived as naive or mistaken. Since it is im-
possible to defend a belief based solely on faith by convincing skeptics of its truth,
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disbelief often provokes reactions of anger. Many believers, when confronted with a
challenge to what gives meaning to their lives, choose to try to silence or eliminate
the voices that threaten their convictions.

This type of behavior is uniquely exemplified in George Orwell’s 1984 (1949),
where the control of reality was referred to as doublethink. The three slogans of the
Ministry of Truth — “war is peace,” “freedom is slavery,” “ignorance is strength” — re-
inforced the ability to simultaneously hold two contradictory beliefs and accept both
as true. This process had to be conscious enough to be executed with precision, yet
unconscious enough to prevent the contradiction from triggering a sense of falsehood
and, consequently, a feeling of guilt. Cognitive dissonance becomes evident in this
reflection by the main character:

Winston sank his arms to his sides and slowly refilled his lungs with air. His mind slid away into the laby-
rinthine world of doublethink. To know and not to know, to be conscious of complete truthfulness while
telling carefully constructed lies, to hold simultaneously two opinions which cancelled out, knowing them to
be contradictory and believing in both of them, to use logic against logic, to repudiate morality while laying
claim to it, to believe that democracy was impossible and that the Party was the guardian of democracy, to
forget whatever it was necessary to forget, then to draw it back into memory again at the moment when it
was needed, and then promptly to forget it again: and above all, to apply the same process to the process
itself. That was the ultimate subtlety: consciously to induce unconsciousness, and then, once again, to
become unconscious of the act of hypnosis you had just performed. Even to understand the word ‘double-

think’ involved the use of doublethink. (ORWELL, 1949)

According to Wegner (2002), the most intense dissonance occurs when some-
one performs an action that contradicts a previously established attitude or desire.
Buying a house with an old and deteriorated boiler, for example, can generate cogni-
tive dissonance. Despite knowing the problem they will face with the heating system,
the person decides to proceed with the purchase. Dissonance suggests that, in such
situations, individuals adjust their attitude to align it with their behavior. The attitude
(in this case, neutrality toward the house) is easier to change since it exists in pri-
vate thoughts, whereas the act of purchasing the house (with its problematic heating
system) is public and more difficult to reverse. Interestingly, according to Wegner
(2002), the person ends up liking the house precisely because of the problem with
the boiler.

As Burnett (2018) explains, when we witness someone suffering something ter-
rible and undeserved, dissonance arises: we believe the world is just, but the event
contradicts this view. Faced with this conflict, the brain seeks to resolve it in two
ways: (a) accepting that the world can be cruel and meaningless, or (b) concluding
that the victim, in some way, brought misfortune upon themselves. Although the sec-
ond alternative is harsher, it preserves the (misguided) belief that the world is essen-
tially good and welcoming. As a result, we tend to blame victims for their tragedies,
shifting the responsibility for suffering onto them.

3. Neuroscientific findings and legal implications

From a neuroscientific perspective, Denke et al. (2014) explored the neural ba-
sis of individual differences in the Belief in a Just World when observing norm viola-
tions. Using fMRI, research participants analyzed scenarios involving behaviors that
either violated or confirmed norms and provided moral evaluations of the described
actions. The main hypothesis was that this belief would be related to neural activity
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in regions associated with the perception of justice and morality. According to Denke
et al. (2014), activity in the insula and somatosensory cortices showed a significant
correlation with the Belief in a Just World. This finding suggests that these regions
not only process social norm violations but also reflect individual differences in how
people perceive and react to such violations, depending on their beliefs. While the
insula is known for integrating negative emotions and moral perceptions, the somato-
sensory cortices appear to contribute to the somatic dimension of empathy, mean-
ing the ability to feel other people’s experiences as one’s own. Denke et al. (2014)
argue that the relationship between Belief in a Just World and neural activity can be
explained by the hypothesis that individuals with a stronger belief in this idea tend
to exhibit more intense responses when witnessing injustices, which is reflected in
greater activation of the insula.

Regarding brain function, Hafer et al. (2022) examined how Belief in a Just
World relates to neural processing of information about deservedness, using event-
related potentials (ERPs). Participants read stories where outcomes were deserved,
undeserved, or neutral, while their ERPs were recorded. The goal was to identify
whether individual differences in Belief in a Just World influenced the rapid pro-
cessing of these types of information. According to Hafer e al. (2022), the results
revealed that Belief in a Just World is associated with automatic processing of de-
servedness-related information. Participants with a stronger belief in this idea dis-
played distinct neural responses, particularly in the early stages of processing (less
than 300 ms after the stimulus) when confronted with undeserved outcomes com-
pared to deserved or neutral ones. This pattern suggests that, for these individuals,
outcomes that contradict their expectations of social justice attract greater attention,
indicating higher salience for these events. Thus, Hafer ef al. (2022) argue that Be-
lief in a Just World directly influences automatic attention processes at very early
stages of the central nervous system, occurring before individuals can consciously
deliberate on the stimuli. More specifically, the results showed that, in people with a
stronger Belief in a Just World, perceived “undeserved” outcomes generated distinct
neural responses in extremely fast time windows, such as 96 ms after the stimulus.
This timeframe is associated with automatic attention processes, indicating that their
brains not only detect but also react in a way consistent with the expectation that the
world is orderly and predictable.

A meta-analysis conducted by Nudelman (2013) investigated the relationship
between BJW and personality traits within the five-factor model. The study syn-
thesized data from twelve independent studies, providing a comprehensive view of
the correlations between BJW and neuroticism, extraversion, and agreeableness. The
results indicated that BJW negatively correlates with neuroticism and positively cor-
relates with extraversion and agreeableness. According to Nudelman (2013), the neg-
ative correlation between BJW and neuroticism suggests that Belief in a Just World
may function as a psychological resource, promoting emotional stability and reduc-
ing anxiety and depression. This relationship can be explained by BJW’s role as a
coping mechanism, helping individuals deal with adversity by interpreting events in
a more predictable and orderly manner. However, causality cannot be established, as
it is possible that individuals with greater emotional stability develop a stronger BJW
over time.
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According to Nudelman (2013), the positive association between BJW and ex-
traversion suggests that individuals who perceive the world as a just place tend to be
more sociable and confident in their interpersonal interactions. The belief that people
get what they deserve may reduce perceived risk and, consequently, encourage more
expansive and proactive behaviors. One possible explanation for this relationship is
that BJW provides a basis for psychological security, allowing greater openness to
social contact. Another hypothesis suggests that extroverted individuals, by inter-
acting with a socially responsive environment, reinforce their belief in the world’s
justice. Nudelman (2013) also confirmed the relationship between BJW and agree-
ableness, possibly due to interpersonal trust and respect for social order, traits com-
mon to both characteristics.

For Butler and Moran (2007), Belief in a Just World directly influences legal
decisions, particularly in the context of capital punishment trials. Their research dem-
onstrated that jurors who support the death penalty tend to have a higher BJW, which
may compromise the impartiality of the process, affecting the final sentencing deci-
sion. According to Butler and Moran (2007), BJW is associated with a juror profile
that believes in the inherent justice of the legal system and, consequently, shows a
greater tendency to accept prosecution arguments and trust prosecutors’ testimony.
This phenomenon is related to a form of authoritarianism that emphasizes submis-
sion to norms and state authority. Individuals with high scores in this trait are more
inclined to recommend the death penalty and less receptive to arguments emphasiz-
ing rehabilitation or the social context of the crime.

According to Butler and Moran (2007), the exclusion of jurors who do not qual-
ify for a capital punishment trial results in a more homogeneous jury pool that is
predisposed to conviction. This systematic selection favors a punitive view of the
law, reducing the diversity of perspectives that could lead to a more balanced trial.
Additionally, high BJW can lead jurors to disregard systemic errors, reinforcing their
belief in the infallibility of the criminal process. Butler and Moran (2007) argue that
the impact of BJW on legal decisions raises questions about the fairness of the jury
system in capital punishment cases. The tendency of jurors to justify severe punish-
ments based on the idea that the world operates justly compromises their ability to
evaluate the defendant’s individual circumstances.

For Scherr and Franks (2015), Belief in a Just World has a significant impact
on how innocent and guilty suspects make decisions during the pre-interrogation
phase. Their meta-analysis demonstrated that BJW influences the decision to waive
or invoke interrogation rights, a determining factor in the legal unfolding of cases.
Innocent individuals, trusting that justice will prevail, are more likely to waive their
rights, making them vulnerable to pressures that can lead to wrongful convictions.

According to Scherr and Franks (2015), BJW affects innocent and guilty sus-
pects differently. Innocents with a strong belief in the world’s justice show less sus-
ceptibility to social pressures encouraging them to waive their rights, as they assume
that the truth will protect them. In contrast, innocents with low BJW are more sus-
ceptible to external influences, leading them to decisions that may compromise their
defense. This dynamic reinforces the vulnerability of suspects who, trusting in the
system’s impartiality, ultimately undermine their legal position.
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Among guilty suspects, BJW operates inversely. Guilty individuals with high
BJW experience higher stress levels when accused, as they believe their transgres-
sions will inevitably lead to punishment. This emotional state makes them more vul-
nerable to social influence strategies used to obtain confessions. On the other hand,
guilty individuals with low BJW show less emotional impact when accused and
greater resistance to coercion tactics, possibly because they perceive the system as
flawed or manipulable.

Scherr and Franks (2015) argue that the legal implications of these findings are
significant. Innocents’ tendency to overtrust justice can lead to premature waivers
of their rights, reducing their ability to defend themselves effectively. From a proce-
dural perspective, this behavior can be exploited by interrogation techniques aimed
at extracting self-incriminating statements. At the same time, the fact that guilty in-
dividuals with high BJW are more susceptible to stress and social influence suggests
that the legal system itself may reinforce inequalities in the administration of justice,
making certain individuals more likely to accept plea deals or confessions without
resistance. According to Scherr and Franks (2015), the implementation of standard-
ized protocols and awareness of BJW’s impacts could help mitigate judicial errors
and protect individuals from wrongful convictions.

Conclusions

The Belief in a Just World structures ways of interpreting events and judging
behaviors, shaping perceptions of merit and responsibility. Assigning meaning to re-
ality allows for organizing expectations and providing a sense of predictability, but it
also conditions individual and collective responses to situations perceived as unjust.
Neuroscience has explored how this belief manifests in the brain, identifying correla-
tions between cognitive processes and the tendency to justify occurrences based on
the idea of immanent justice.

In the legal field, the Belief in a Just World influences decisions regarding cul-
pability and sentencing, shaping how individuals assess mitigating or aggravating
circumstances. The way suspects, victims, and adjudicators interpret reality is perme-
ated by this belief structure, which can compromise the impartiality of evaluations
and reinforce biases that impact decision-making processes.

The studies analyzed indicate that this belief influences cognition at early pro-
cessing levels, suggesting that its foundations are not merely social but also neuro-
biological. The tendency to perceive the world as orderly and governed by principles
of reward and punishment is not limited to cultural or philosophical constructions but
emerges as a mechanism that guides social interactions and moral perceptions.

The debate on the Belief in a Just World remains open. The relationships be-
tween cognition, morality, and justice continue to be a subject of investigation, espe-
cially considering social transformations that challenge traditional models of merit
and responsibility. The connections between brain processes and normative struc-
tures suggest that further research could deepen the understanding of how these be-
liefs are established and evolve throughout life.

Job’s friends, unable to conceive that a just person could suffer without cause,
insisted that he must have committed some hidden wrongdoing to deserve such suf-
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fering. This perspective reflects the tendency to associate misfortune with individual
blame, a bias that neuroscience has helped to elucidate. By identifying the cognitive
and emotional mechanisms that sustain this belief, neuroscientific research paves the
way for a better understanding of how we judge others and, perhaps, for mitigating
the impact of this tendency, especially in the legal field.
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Introduction

The limitations imposed by nature reflect humanity’s desire to transcend, mark-
ing human history as a constant pursuit of immortality and mental and physical en-
hancement. With advances in science and technology, this aspiration has become
tangible through tools such as genetic editing, bionic prosthetics, nanotechnology,
and artificial intelligence. These innovations not only enable interventions in human
DNA and the recovery of lost functions but also significantly increase life expec-
tancy. However, they raise ethical and social dilemmas that challenge the principles
of freedom, equality, and dignity.

Genetic editing enables the correction of hereditary diseases and the develop-
ment of personalized treatments, whereas bionic prosthetics and neural implants re-
store functions in individuals with severe disabilities. Nevertheless, the excessive
costs of these technologies restrict accessibility to an economic elite, exacerbating
social inequalities. This scenario highlights the risk of more profound biological and
social divisions, with implications that extend beyond the field of health.

The boundaries of human existence raise philosophical and practical ques-
tions about the pursuit of immortality and physical and mental enhancement. While
appealing, the indefinite extension of life could strain natural resources, intensify
inequalities, and devalue the human experience, which is inherently defined by its
finitude. In this context, it is essential to establish ethical regulations that promote the
equitable distribution of technological benefits, preserving fundamental values such
as freedom, equality, and human dignity.

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 37



Transhumanism, with its promise of human enhancement through advanced
technologies, exposes the paradox between innovation and social justice. The inac-
cessibility of technologies such as genetic editing and bionic prosthetics reinforces
inequalities, creating the risk of “biological castes” where only an elite has access to
advancements that enhance longevity and human performance.

This article aims to analyze the impacts of transhumanism on equality, free-
dom, and human dignity in light of advanced human enhancement technologies. The
specific objectives are a) to identify the paradox of equality in access to human en-
hancement technologies; b) to evaluate individual freedom of choice in the face of
transhumanist technology; and c) to understand human dignity in the context of neu-
rotechnological advancements.

The research question posed is: to what extent can transhumanism impact the
principles of equality, freedom, and human dignity, considering the challenges of
accessibility and the risks of exacerbating social inequalities in a context of rapid
technological advancement?

Reports from international organizations, such as the United Nations (UN) and
the Organization for Economic Co-operation and Development (OECD), emphasize
the urgency of addressing these disparities. The OECD warns of the dangers of a
biotech market that exclusively helps the wealthy, exacerbating social inequalities.
The research will employ a qualitative approach based on bibliographic review and
document analysis.

The study is expected to identify evidence that transhumanist technologies,
while promising, may exacerbate social inequalities by being predominantly acces-
sible to economic elites. The research aims to propose ethical and regulatory guide-
lines to ensure that the benefits of these technologies are widely distributed. Potential
solutions include implementing government subsidies for universal access, fostering
public-private partnerships to reduce costs, and establishing international regulatory
frameworks that promote equity.

1. The paradox of equality:
a privilege for the few or innovation for all?

Transhumanism carries the promise of democratizing opportunities and im-
proving quality of life, yet its advanced technologies often exacerbate social and
economic inequalities. Innovations such as genetic editing and neural implants, due
to their excessive costs, remain accessible only to a privileged elite, leaving much of
the population excluded from these advancements. This raises the question: are these
innovations truly fostering inclusion, or are they deepening existing social divides?

Greek mythology offers clear metaphors for the dilemmas of transhumanism.
Prometheus, who stole fire from the gods to give it to humanity, symbolizes the trans-
formative power of technological innovations. However, much like the “fire” in the
myth, modern technological advancements are not distributed equitably, benefiting
only an elite while excluding the majority (Aeschylus, 2013). Similarly, Icarus em-
bodies the risks of unchecked ambition and the lack of ethical boundaries. By ignor-
ing Daedalus’ warnings and flying too close to the sun, he met his downfall (Ovid,
2008).
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Plato proposed the idea of ethical and intellectual enhancement as a means to
achieve justice and wisdom. In The Republic, he suggested that the soul could be
refined through reason, transcending basic instincts, and contributing to a more just
society (Plato, 2006). These ideas laid the foundation for the pursuit of not only
physical but also moral enhancement.

The Renaissance marked a renewed interest in human potential. Leonardo da
Vinci’s Vitruvian Man exemplifies the Renaissance ideal of harmony between body
and mind, inspired by mathematical proportions and portraying the human body as a
work of art worthy of scientific study and improvement (Kemp, 2019). In literature,
Frankenstein' addressed the dangers of overstepping ethical boundaries in the pursuit
of perfection. Victor Frankenstein’s creation of artificial life raises questions about
the implications of “playing God” and the responsibilities accompanying scientific
advancements (Shelley, 1818).

The discovery of penicillin by Alexander Fleming in 1928 revolutionized medi-
cine by saving millions of lives. More recently, technologies such as the CRISPR?
genetic editing tool have promised precise alterations to human DNA, paving the
way for the elimination of hereditary diseases (Doudna & Sternberg, 2017). While
technologies like genetic editing and bionic prosthetics offer significant advance-
ments, their excessive costs often reinforce inequalities. Tools like CRISPR, which
can correct genetic disorders, remain inaccessible to most, raising concerns about the
emergence of a “genetically enhanced race” with significant biological advantages
(Fukuyama, 2002).

Genetic enhancement risks compromising individual autonomy by turning
people into designed artifacts, fundamentally unequal in essence (Habermas, 2003).
Similarly, neural implants like Neuralink® promise to enhance cognitive capacities
but remain prohibitively expensive, limiting their accessibility to economic elites
(Musk, 2020).

In the field of bionics, nerve-controlled prosthetics and cochlear implants have
transformed the lives of people with physical disabilities. Modernity is marked by sci-
entific and technological advances that have profoundly altered the human condition.
Innovations such as modern medicine, artificial intelligence (AI), and human-ma-
chine integration have expanded human capabilities, overcoming natural limitations.
Life expectancy has increased, fatal diseases have become treatable, and human-ma-
chine integration is now a reality.

Beyond socioeconomic disparities, these technologies may also compromise
individual freedom. The United Nations emphasizes that autonomy and freedom of
choice are fundamental principles that may be threatened by social pressures to adopt

! This work has become a landmark in the discussion of dilemmas associated with human transformation. With the
advent of the Industrial Revolution and, later, biotechnological advancements, human enhancement moved beyond
the realm of ideas to become a concrete objective.

2 The CRISPR-Cas9 system (Clustered Regularly Interspaced Short Palindromic Repeats) is a revolutionary gene-ed-
iting technique that allows for precise and efficient modification of DNA sequences. Originally identified as an adap-
tive defense mechanism in bacteria against invading viruses, CRISPR-Cas9 was adapted for biotechnology, enabling
gene editing in various organisms. Its applications range from correcting genetic mutations to enhancing agricultural
traits, making it a fundamental tool in contemporary genetic research (Hupffer & Berwig, 2020).

3 Neuralink, a neural implant technology, is designed to enhance cognitive capabilities but remains inaccessible to
most due to its high initial cost, benefiting only a privileged minority (Musk, 2020).
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enhancement technologies (UN, 2023). In competitive labor markets, implicit coer-
cion to use neural implants or physical enhancements could undermine individual
autonomy.

Internationally, the Oviedo Convention, promoted by the Council of Europe,
prohibits non-therapeutic genetic interventions on the human genome, establishing
an ethical regulatory framework (Council of Europe, 1997). Radical interventions,
such as genetic modifications in embryos, could have disastrous consequences for
humanity, including the loss of individual autonomy and deepened social inequalities
(Habermas, 2003).

Inequalities are also evident in the practical application of these technologies. In
sports, the use of advanced prosthetics raises debates about unfair advantages, while
in education, tools such as virtual reality widen the gap between developed and de-
veloping countries (Morgan, 2018; World Bank, 2021). Al algorithms, when poorly
trained, perpetuate historical biases, harming already marginalized groups (O’Neil,
2016).

Kurzweil celebrates advances that promise to overcome biological limitations,
arguing that technologies such as nanotechnology and Al can enable humanity to
transcend physical and mental constraints, approaching a technological singularity
(Kurzweil, 2005). Transhumanism extends humanity’s desire for self-improvement,
fostering advancements in health, cognition, and longevity (Bostrom, 2003). Despite
these advances, human enhancement raises ethical dilemmas. Habermas criticizes
interventions that instrumentalize genetics, warning of the risks of dehumanization
and inequality (Habermas, 2003). Sandel also questions the pursuit of perfection, as-
serting that it may undermine the acceptance of human imperfections, a fundamental
basis for equality (Sandel, 2007).

Transhumanism, a movement that advocates the use of advanced technologies to
enhance human capabilities, raises significant ethical questions, particularly regard-
ing the principles of equality, freedom, and human dignity. Both the United Nations
(UN) and the Organization for Economic Co-operation and Development (OECD)
have expressed concerns about the implications of these technological innovations.

The UN, through the Universal Declaration of Human Rights, states that “all
human beings are born free and equal in dignity and rights” (UN, 1948). However,
unequal access to transhumanist technologies may exacerbate existing social dispari-
ties, contradicting this fundamental principle. For example, if only individuals from
higher socioeconomic classes have access to enhancement technologies, inequalities
may deepen, creating a more divided society.

The OECD warns of the risks of a biotech market that exclusively benefits
the wealthy, potentially amplifying social inequalities (OECD, 2024). This evidence
underscores the need for public policies to ensure equitable access to technological
innovations, preventing the formation of an “enhanced elite” and ensuring that the
benefits of transhumanism are shared across society.

Regarding freedom, the UN highlights the importance of individual autonomy
and protection against manipulations that may compromise freedom of choice (UN,
2023). While transhumanist technologies offer potential enhancements, they may
also introduce social pressures for adoption, limiting true individual freedom. For
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instance, in highly competitive work environments, individuals may face implicit
pressure to adopt certain enhancement technologies to maintain employability, un-
dermining their autonomy.

In the United States, the Food and Drug Administration (FDA) regulates genet-
ic therapies, while in the European Union, the European Medicines Agency (EMA)
performs a similar role. Both organizations permit therapeutic research but prohibit
heritable genetic modifications. In China, where regulations are less stringent, the
case of scientist He Jiankui, who genetically altered embryos in 2018, resulted in le-
gal condemnation and reinforced existing norms (Cave, 2020).

Fukuyama criticizes transhumanism for undermining fundamental human
equality. He argues that genetic modification and other enhancements could create a
caste-like society, where genetically enhanced individuals enjoy better opportunities
and quality of life (Fukuyama, 2002). This biological dystopia is amplified by the
fact that enhancement choices often fall on parents, introducing biases and inequali-
ties from birth. Habermas similarly warns that genetic enhancement could compro-
mise individual autonomy, transforming people into designed artifacts and making
them fundamentally unequal (Habermas, 2003). He argues that human equality is
rooted in natural unpredictability and diversity, both of which are threatened by en-
hancement technologies.

The paradox between enhancement and equality becomes evident in the con-
text of limited resources. Technologies like bionic prosthetics and genetic editing,
initially costly and exclusive, primarily benefit developed countries and privileged
populations, exacerbating the exclusion of those who need them most, such as indi-
viduals with disabilities or rare genetic conditions in poorer nations. While promis-
ing liberation, these innovations also pose risks of inequality. Ensuring that progress
benefits everyone requires collective efforts to preserve the principles of equality.
As in the myth of Prometheus, knowledge must be shared equitably, illuminating
humanity as a whole.

There is also the risk that technological advancements could become tools of
exclusion rather than inclusion. An example is the use of Al algorithms in job re-
cruitment processes, which have already demonstrated the potential to reproduce
existing biases in historical data, such as racial and gender discrimination (O’Neil,
2016). The same technology that promises enhancement can, paradoxically, per-
petuate inequalities.

The integration between humans and machines raises questions about identity
and freedom. Neural implants, such as Neuralink proposed by Elon Musk, promise
to enhance cognitive capabilities but also carry risks of external control or mental
manipulation (Musk, 2020). Who will ensure that these devices are used ethically
and safely?

2. The paradox of freedom: expanded autonomy or covert control?

Human freedom, widely promoted by modern technologies, also faces signifi-
cant threats. Neural implants, which promise to enhance cognition or treat disor-
ders, may introduce forms of external control and manipulation, representing risks of
abuse by governments or corporations. Social pressure to adopt these advancements
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can transform personal choices into obligations, limiting individual autonomy. Con-
versely, refusing to adopt certain technologies may lead to social or economic exclu-
sion, raising the question of whether these innovations truly expand freedom or create
new forms of dependency and inequality.

Transhumanism posits that technologies such as bionic prosthetics, brain-ma-
chine interfaces, and genetic editing can liberate humans from biological limitations.
The integration of humans and machines is expected to enable unprecedented cog-
nitive freedom, allowing individuals to access and process information at superior
levels (Kurzweil, 2005). Technologies like Neuralink promise to enhance cognitive
capacities and treat conditions such as paralysis, restoring autonomy for millions of
individuals (Musk, 2020).

Additionally, CRISPR genetic editing offers the possibility of eradicating he-
reditary diseases, freeing individuals, and families from the burden of debilitating
genetic conditions (Doudna & Sternberg, 2017). This technology could ensure that
individuals are born with a “fair starting point,” reducing health inequalities and pro-
moting greater autonomy.

Despite these promises, the growing integration of humans and technology may
limit freedom in unprecedented ways. The use of genetic enhancement technologies
risks compromising autonomy by transforming individuals into designed products,
whose capabilities are predetermined by external choices. Human freedom relies on
the inherent unpredictability of nature, which would be lost in a world of planned
enhancements (Habermas, 2003).

The dependency on technological devices like neural implants, while theoreti-
cally increasing cognitive autonomy, also introduces risks of external control, such
as manipulation of thoughts or actions by governmental or corporate entities. The
dangers posed by opaque algorithms in areas such as education, work, and health-
care highlight how automated decisions can restrict freedom rather than expand it
(O’Neil, 2016).

Advances in neural implants, driven by progress in neuroscience, biomedical
engineering, and artificial intelligence, have revolutionized fields like prosthetic con-
trol and the treatment of neurological disorders. Technologies such as deep brain
stimulation (DBS) have demonstrated significant efficacy, while neuro prosthetics
combined with artificial intelligence promise more sophisticated neural decoding
systems. However, these developments raise critical ethical questions, particularly
regarding their impact on freedom of thought and choice (Garcia-Rairdn & Clavijo-
Montoya, 2021).

Neuro implants may create significant inequalities, not only in access to these
technologies but also in the ability to resist their imposition. In contexts of social or
economic pressure, individuals might be coerced into adopting neural devices, com-
promising their freedom of choice (Fukuyama, 2002). Moreover, the introduction
of brain-machine interfaces raises questions about who controls neural data. If this
information is hacked or used without consent, individuals could lose not only their
privacy but also their autonomy over their own thoughts.

The ability of brain-machine interfaces to interpret neural signals and interact
directly with the human brain raises concerns about the integrity of mental autonomy.
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If such devices are used to influence or manipulate thoughts, individual freedom
could be severely compromised. The use of technologies to modify or control brain
functions risks turning individuals into designed artifacts, violating their authenticity
and autonomy (Habermas, 2003).

The mass collection of neural data, essential for the functioning of many neuro
technologies, also presents risks to freedom of thought. Intimate information about
individuals’ neural patterns could be used to influence behaviors or decisions, cre-
ating an environment conducive to manipulation and external control. Surveillance
technologies that collect and analyze personal data may undermine privacy and self-
determination (Zuboff, 2019).

Another crucial issue is the vulnerability of neural devices to invasions or mis-
use by third parties. While implants promise to enhance cognitive capacities, they
also create the possibility of “brain hacking,” where neural information could be
accessed or altered without consent. This direct threat to mental sovereignty raises
concerns about ensuring freedom of choice in an environment where thoughts can be
externally influenced (Musk, 2020).

The use of these technologies in corporate or governmental settings may in-
troduce new forms of coercion. Companies might require employees to adopt neu-
ral implants to boost productivity, thereby limiting individual autonomy. Potential
interference with freedom of thought goes beyond direct control. Neural interfaces
that offer suggestions or automatically complete actions could subtly shape users’
thought patterns and decisions. This “automated assistance” might reduce critical
reflection, making individuals increasingly dependent on technology for complex
decision-making (O’Neil, 2016).

Given these challenges, it is essential that the development of neuro technol-
ogies be accompanied by rigorous regulations. Protecting freedom of thought and
choice must be a priority in any ethical debate on the implementation of these tech-
nologies. The European Union, for example, with its General Data Protection Regu-
lation (GDPR), has taken a step in the right direction by imposing restrictions on the
collection and use of sensitive data (Zuboff, 2019).

Health monitoring devices, such as smartwatches, promise greater control over
physical well-being but store sensitive data that could be used for surveillance or dis-
crimination. An example is the use of COVID-19 tracking apps during the pandemic,
which sparked debates about the fine line between public protection and invasion of
privacy (Zuboff, 2019).

Enhancement technologies also create a paradox of choice: as enhancement
options multiply, individuals may face social pressure to adopt technologies, even
against their will. Fukuyama argues that freedom can be undermined when enhance-
ment choices become normative, creating a society were refusing to enhance oneself
leads to social or economic exclusion (Fukuyama, 2002). This pressure is evident in
educational and professional contexts. The use of cognitive enhancement drugs is
increasingly common among students and high-performance professionals. While
these drugs promote performance freedom, they also create inequalities between
those who have access to them and those who opt not to use them, perpetuating a
cycle of artificial competition.

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 43



The pursuit of enhancement also impacts collective freedom. The introduction
of autonomous weapons controlled by artificial intelligence illustrates how innova-
tive technologies can be used for control and repression rather than liberation. The
use of drones for mass surveillance by governments exemplifies how technologies
developed to enhance security can restrict civil liberties (Zuboff, 2019). Additionally,
the development of “smart cities” equipped with sensors and cameras to monitor hu-
man behavior raises concerns about a dystopian future where individual freedom is
sacrificed for efficiency and order.

In light of these challenges, adopting an ethical approach to the use of enhance-
ment technologies is crucial. Habermas suggests that the debate on transhumanism
should be conducted within the framework of a social contract, where the limits of
technological intervention are collectively defined (Habermas, 2003). This perspec-
tive seeks to preserve freedom while promoting advancements. Regulations are also
necessary to protect privacy and autonomy. Organizations such as the European
Union have already implemented guidelines like the General Data Protection Regu-
lation (GDPR) to ensure that data-based technologies respect individual rights.

The paradox of enhancement and freedom reflects the inherent ambiguity of
technological progress. While innovations promise to liberate humanity from physi-
cal and cognitive limitations, they also introduce new forms of dependency, control,
and surveillance, threatening individual autonomy. This scenario leads to an equally
critical question: how do these technological advancements impact the intrinsic value
and dignity of human beings? Ultimately, enhancement not only challenges freedom
but also calls into question what it means to be human in a world increasingly shaped
by technology.

3. The paradox of human dignity:
technological enhancement or dehumanization?

The quest for human enhancement, while promising in terms of evolution and
progress, brings to light the paradox of how to preserve dignity while utilizing tech-
nologies that challenge the boundaries of nature. Dignity, understood as the intrinsic
value of each individual, can be threatened by the instrumentalization of the body
and mind, transforming humans into objects of enhancement and exploitation. This
issue not only resonates with contemporary debates but also echoes philosophical and
mythological traditions.

The United Nations emphasizes that human dignity is an inalienable value that
must be preserved under all circumstances (UN, 2024). However, transhumanist
technologies that aim to modify human essence may be seen as an affront to this prin-
ciple. Genetic modifications to improve physical or cognitive traits raise questions
about what it means to be human and the extent to which such interventions respect
the ethical boundaries of science.

The myth of Pygmalion, as narrated by Ovid, reflects these dilemmas. The story
of the sculptor who idealizes a perfect statue and sees its perfection compromised
when it is brought to life by divine intervention symbolizes the risks of interfering
with the natural aspects of humanity. This myth anticipates contemporary debates
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about authenticity and the potential impacts of human enhancement on dignity (Ovid,
2008).

Conversely, proponents of transhumanism argue that advanced technologies can
strengthen human dignity by overcoming physical and cognitive limitations. Bostrom
(2003) asserts that human enhancement can eradicate conditions that undermine dig-
nity, such as incapacitating diseases. Genetic editing, exemplified by CRISPR, offers
opportunities to correct hereditary diseases and improve quality of life, enabling mil-
lions to live with greater autonomy (Doudna & Sternberg, 2017).

Bionic prosthetics and exoskeletons exemplify how enhancement can restore
dignity by returning mobility and autonomy to individuals with disabilities (Herr,
2014). These technologies demonstrate that progress can indeed align with dignity by
promoting greater freedom and control over one’s life. However, these advancements
also bring risks that cannot be ignored.

One such risk is the instrumentalization of the human being. Genetic interven-
tions aimed at enhancement can compromise autonomy and dignity by shaping hu-
man characteristics according to external preferences. Dignity is closely tied to the
unpredictability and authenticity of human development, qualities that could be lost
in a scenario of deliberate and commodified choices (Habermas, 2003).

The practice of creating genetically modified babies is a clear example of in-
strumentalization. By selecting genetic traits to meet social or economic expectations,
individuals are reduced to designed products, compromising their intrinsic value (Fu-
kuyama, 2002). Moreover, inequality in access to these technologies could lead to a
caste-like society where the enhanced enjoy privileges while the “unenhanced” face
discrimination (Hughes, 2004).

Another significant challenge is the impact of transhumanist technologies on
privacy. The mass collection of data by technological devices can transform indi-
viduals into sources of profit, dehumanizing them by reducing them to numbers in
surveillance systems. Zuboff (2019) points out that this loss of privacy undermines
dignity by subjecting individuals to constant monitoring.

Technologies such as facial recognition, while promoting security, have also
been associated with discriminatory practices. These systems can reinforce racial
or political stereotypes, violating the freedom and dignity of marginalized groups
(O’Neil, 2016). In sports, the use of bionic prosthetics, such as running blades, gen-
erates debates about merit and equality, questioning what it means to compete fairly
(Morgan, 2018).

In education, learning tools based on artificial intelligence promise to personal-
ize students’ experiences but may overlook their human particularities. The reduction
of education to a mechanistic logic threatens dignity and individuality, devaluing the
complexity of human learning.

Furthermore, the impact of technology on the human mind raises significant
concerns. Neural implants, such as Neuralink, promise to treat diseases like Alzheim-
er’s and paralysis but may also create dependency and pave the way for external ma-
nipulation. Musk (2020) warns of the risks that governments or corporations might
use these technologies to control thoughts and actions, compromising freedom of
choice.
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The pursuit of biotechnological perfection reflects unchecked pride that disre-
gards the value of human imperfections. Sandel (2007) argues that dignity lies in ac-
cepting natural limitations, which promote connection and humility. Technological
interventions should be guided by a species-wide ethic that preserves human dignity
and autonomy (Habermas, 2003).

Another worrying aspect is the dependency on technological devices. In addi-
tion to compromising privacy, these innovations may be vulnerable to cyberattacks,
exposing individuals to physical and psychological risks. This reinforces the need for
stringent regulations to protect users’ rights.

Inclusive public policies are crucial to democratizing access to transhuman-
ist technologies. Government subsidies and public research can ensure that progress
benefits society as a whole, reducing inequalities. International initiatives, such as the
Oviedo Convention, highlight the importance of establishing ethical standards for the
responsible use of innovations.

Global collaboration is essential in this context. Regulations like the General
Data Protection Regulation (GDPR) demonstrate that technological advancement
can occur without compromising fundamental rights. However, a collective effort
is needed to balance innovation with social responsibility. Ethical debates on hu-
man enhancement must involve scientists, policymakers, and society at large. Only
through comprehensive discussions will it be possible to ensure that advancements
uphold fundamental values such as dignity, freedom, and equality.

The paradox of human enhancement reflects the ethical dilemmas of moder-
nity. Transhumanist technologies promise to expand capacities and overcome limi-
tations, but they also pose risks of exclusion and manipulation. From the myths of
Prometheus and Pygmalion to discussions on CRISPR and artificial intelligence, the
central challenge is to balance progress and dignity. Therefore, technological ad-
vancement must be guided by solid ethical values that ensure inclusion and preserve
human essence. Only in this way can progress become an ally of dignity, ensuring it
benefits all humanity without compromising the principles that define us.

Conclusions

Transhumanism presents itself as a promising frontier for overcoming human
limitations, proposing technological advancements capable of eradicating diseases,
restoring lost functions, and enhancing physical and cognitive capacities. However,
the pursuit of human enhancement raises profound ethical dilemmas and significant
social challenges. Technologies such as genetic editing and neural implants offer po-
tential benefits but also carry the risk of deepening social inequalities, transforming
choices into obligations, and compromising fundamental values such as dignity and
freedom.

One of the main challenges of transhumanism is accessibility. Innovative tech-
nological innovations, such as bionic prosthetics and brain-machine interfaces, are
often prohibitively expensive, restricting access to the most privileged populations.
This scenario creates deep divisions between an elite able to benefit from these in-
novations and the majority who remain excluded. As a result, technological progress,
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rather than promoting equality, risks reinforcing and amplifying existing social and
economic disparities.

Beyond economic concerns, transhumanism raises ethical questions about free-
dom of choice. In competitive markets such as employment, enhancement technolo-
gies may shift from being optional to becoming implicit requirements. Individuals
could feel pressured to adopt these innovations to maintain relevance, transforming
what should be a free choice into an obligation imposed by social or professional
contexts.

Another critical issue is the impact of these technologies on individual autono-
my. Neural implants and other cognitive devices have the potential to enhance cog-
nition and treat neurological diseases, but they also open the door to subtle forms
of external control. Governments or corporations could exploit these innovations to
manipulate behavior, compromise privacy, and reduce the human mind to an object
of technological oversight. Such a scenario threatens one of the pillars of human dig-
nity: sovereignty over one’s own thoughts and decisions.

Inequality in access to transhumanist technologies also raises the possibility
of a society stratified by artificial capacities. Individuals who can afford these ad-
vancements will enjoy disproportionate advantages compared to those who cannot,
consolidating a “biological caste” system. This stratification could exacerbate social
divisions, undermine principles of equality, and make overcoming economic and cul-
tural barriers even more difficult.

Privacy also becomes a central concern in this context. Many transhumanist
devices rely on neural and personal data to function, fostering an environment con-
ducive to the mass collection of intimate information. This data can be exploited for
commercial or political purposes, exposing individuals to manipulation and cyberat-
tacks. The lack of robust regulations to protect privacy could turn technological in-
novations into tools of surveillance and control.

In light of these challenges, it is essential that the development of transhuman-
ist technologies be accompanied by ethical regulations and inclusive public poli-
cies. Government subsidies, public research, and international agreements can help
democratize access to these innovations. Initiatives such as the Oviedo Convention
and the General Data Protection Regulation (GDPR) demonstrate that it is possible
to establish global standards that limit abuses and promote the responsible use of
technologies.

Finally, technological progress must be guided by fundamental ethical values,
such as dignity, freedom, and equality. The pursuit of human enhancement should
prioritize inclusion and respect for diversity, avoiding the instrumentalization of the
body and mind. A collective effort is indispensable to balance innovation with social
responsibility, ensuring that transhumanism’s advancements benefit all of humanity
and uphold the principles that define our essence.
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Introduction

Neurotechnologies are blurring the boundaries between research and clinical
practice, as well as between therapeutics and improvement. In a close exchange with
clinical practice, neurotechnology research has been heavily dedicated to finding
therapies for patients suffering from stroke and diseases such as Alzheimer’s and
Parkinson’s (Cometa et al., 2022; Micera et al., 2020).

Neurotechnological developments can help guarantee human rights for people
with disabilities and loss of sensory and motor functions. However, for this to hap-
pen it is necessary to think critically about what it means for technologies to ensure
human rights. It is necessary to analyze technologies in their assumptions and pur-
poses.

Neurotechnologies are convergence technologies. This means that they cannot
be fully understood outside the context of interaction with other recent techno-scien-
tific branches such as nanotechnology, biotechnology, information technology, and
cognitive science (NBIC).

It is not only the boundaries between clinical practice and research that are be-
ing revised. Following a trend towards expanding health promotion as well-being,
the distinction between therapy and enhancement is also increasingly challenged. In
2002, it was already announced that the NBIC convergence aimed to increase human
performance and the productivity of nations. The fight against aging, the increase in
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physical and cognitive capacities, human-machine and brain-to-brain interfaces were
already facets of the promised revolution (Roco, Bainbridge, 2002).

The aim is to understand and intervene in brain functioning and/or Nervous
System activities. The new technologies can be used for research or diagnostic pur-
poses, or to interfere with and/or influence brain and/or nervous processes in thera-
peutic and improvement contexts (IEEE Brain, 2024).

A neural interface can be used to read and write information to and from the
Nervous System. Electrodes or other sensors pick up electrical impulses that neurons
send. Devices in direct dialogue with Al and data science decode those impulses and
collect data, therefore reading minds. If they stop there, they are called open-loop
devices. In addition to reading our neural activities, other kinds of neurotechnology
can also send stimuli to affect brain and neural system functioning. In this sense they
act in encoding, writing thoughts and behavior. These bidirectional devices are called
closed-loop, and after decoding neural function they can automatically operate and
alter brain function.

Devices and techniques are often classified into dichotomies described as open
X closed loop, read X write, and monitoring X modulation of neural functions, and
can be understood according to two possibilities of relating to nervous system func-
tioning: collecting neural data and interfering in nervous processes (IEEE Brain,
20204).

Neurotechnologies which act by altering neural activities can be classified as:
neuromodulation technologies, such as neural stimulation to reduce Parkinson’s trem-
ors or treat chronic pain; neuroprosthetics, which replace or restore motor or sensory
functions, such as cochlear implants; and brain-machine interfaces, which would pro-
vide the ability to control devices by directly reading neural activities (IEEE Brain,
20204).

In addition to restoring functions or abilities, neurotechnologies aim to improve
cognition and physical constitution, with applications that promise to revolutionize
education, work, national defense, sports, leisure, and consumption (IEEE Brain,
20204).

Neurotechnologies can offer new paths for understanding and treating Ner-
vous System disorders as a whole, but it cannot be ignored that these interventions
are based on the interaction between devices and the neural tissue of individuals.
Even when successful, this interference in neural tissue and its functions can result
in changes in the personality and self-perception of individuals, as has already been
reported in patients with Parkinson’s Disease treated with Deep Brain Stimulation
(Miiller, Rotter, 2017).

Private companies are currently collecting indirect data on our neural activ-
ity through biometric data with the aim of analyzing reactions to stimuli related to
advertisements, products or brands. Data provides information on emotional states,
attention levels, preferences and mental conditions, and often in ways which are not
perceptible to individuals. Obtaining this information enables companies to create
more targeted and efficient strategies, improving the consumer experience and in-
creasing assertiveness in decision-making processes (Farahany, 2023).
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1. Ethics and neurotechnology

Discussing the ethics of neurotechnologies from the perspective of their risks
is challenging. It is difficult to imagine a risk that has not been associated with these
technologies. They include (but are not limited to) tissue damage due to implant-
ing devices in neuronal tissue; risks to privacy due to increased invasiveness and
pervasiveness of surveillance mechanisms; risks to the autonomy of subjects whose
perceptions, feelings and behaviors are mediated by devices; risks of increased in-
justice, related to both access to technologies and to the distribution of their benefits
and risks.

1.1. Neurotechnologies and work

Neurotechnologies are already a reality in the workplace, and certainly a dis-
turbing one. The advantage initially touted was that of using vigilance monitoring
mechanisms only in cases where the workers themselves could be at risk. But how
can we not imagine that what will be monitored is not the workers themselves in
their rhythms and efficiency? And that other data, unrelated to the most immediate
interests of the work, are not additionally being obtained? The issue with the use of
data is that we are often not even aware of the data we produce... Data can generate
other data when combined and aggregated. How can we ensure that data collection
is limited in time and space, but also in scope, strictly to that which is related to the
work context?

The competitiveness for job openings, which constitutes coercion on individu-
als who need a means of subsistence, the opacity regarding the data obtained, but also
regarding the destination of the information collected in the workplace, irrevocably
harms the autonomy and concrete capacity of workers to consent (ICO, 2023).

Neurodiscrimination in the workplace is also emerging as a growing ethical
concern as neuroscientific technologies become more accessible and used by orga-
nizations. The use of neural data or other biometric data to infer mental states can be
used to justify decisions related to performance, leadership capacity or stress resis-
tance, often without considering contextual factors, resulting in marginalizing and ex-
clusionary discriminatory practices. This type of discrimination becomes even more
problematic when such information is used to guide decisions regarding selection, or
given that brain data can be manipulated or misinterpreted, reinforcing stigmas and
stereotypes about groups of individuals (Dastin, 2018).

These are the concerns about obtaining data from workers. What if their behav-
iors can be programmed? There is increasing interest not only in collecting neurodata
from employees, but also on stimulation and direct intervention in their neural func-
tions, capabilities and perceptions in work environments. Will our imagination be
able to come up with ways to prevent this from being harmful to the subjects? And
to social life?

The purpose of neurotechnology is to modulate behaviors through surveillance,
but also through direct interference in neural activity. Interference in the workplace is
always announced with the dual objective of promoting quality of life while increas-
ing performance in work activities. However, constant monitoring and an increased
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expectation of greater productivity are the main causes of mental health problems in
workers.

Psychological disorders in the workplace develop insidiously, causing progres-
sive damage that is often overlooked. In addition to having difficulty proving that
labor is the cause of their illness, workers end up having their work capacity and pro-
ductivity affected, which often results in dismissal (Dejours, 2018).

Adopting neurotechnological devices as a selection criterion may also imply a
violation of candidates’ autonomy, since their use would not be optional, and would
end up being a mandatory condition for recruitment. Employee data collection and
storage may harm workers’ future careers, since this information may be commer-
cialized and/or accessed by multiple employers or for purposes other than well-being
in the workplace. It is possible that neurodata collected in this way may generate new
forms of discriminatory practices, pressuring workers to conform to tiring standards,
damaging their dignity and quality of life at work.

Autonomy seems to be at stake in a way that is perhaps unprecedented. While
it is true that people can be coerced into using these devices due to competition for
jobs, the use of these devices may result in invading individuals’ thoughts and emo-
tions, thereby not only violating their right to privacy, but also resulting in intrusions
into their thoughts that will most likely not be perceived as external (Muhl, Adorno,
2023).

Therefore, continuous monitoring imposes a burden of a similar nature and in-
creased power to the psychological workload, in which the constant pressure for pro-
ductivity and submission compromises workers’ quality of life and dignity. This type
of surveillance brings to light the need to rethink the ethical limits on the use of con-
trol technologies in the workplace, considering the impact of these practices on work-
ers’ mental health and autonomy. It is essential to guarantee clear and respectable
parameters for using these technologies in order to balance the interests of companies
with the rights of workers, ensuring that the workplace does not become a space of
surveillance and domination.

Neurotechnologies seem to emerge as potential responses to contexts as de-
scribed by Dejours (2018), in which the ever-increasing demand for productivity has
generated enormous costs for the mental health of the world’s population. In this sce-
nario, would neurotechnology be the best of both worlds by offering the possibility of
simultaneously increasing productivity and well-being? Or, on the contrary, is it just
a disguise to extract even more value from minds that are already reaching their lim-
its in face of the growing corporate appetite for efficiency and productivity? Whose
interests does the neurotechnological solution respond to?

Even if biometric data is not obtained by devices implanted in invasive surgical
techniques, it can already generate a feeling of violation of the right to privacy. For
example, a supermarket chain in the United Kingdom implemented a surveillance
system using armbands to monitor workers’ productivity in its warehouses in Ireland
and the United Kingdom in 2013. The devices recorded descriptive gestures of stock
handling and breaks, such as those intended for using the bathroom. Some facilities
announced by the employer, such as eliminating the need for manual records, did not
avoid strong rejection by workers who denounced the measure as a form of oppres-
sive surveillance. Continuous and pervasive surveillance, coupled with the constant
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fear of punishment for possible dips in performance, were described as causing men-
tal suffering by some employees (Rawlinson, 2013).

The situation becomes even more complex when one considers that neurodata
is highly sensitive, as it comes from the electrical activity of the nervous system. This
data provides information about internal mental activity, something that is intrinsi-
cally linked to the essence of the human personality. The lack of control over such
information can therefore put privacy and individual rights at risk (Cornejo-Plaza et
al., 2024).

Although we are subject to the possibility that value extraction and privacy vio-
lations are increasingly undetected, it is important not to limit the ethical discussion
to our justified concern about privacy. The ethical acceptability of a technoscientific
proposal involves the intentions of an intervention, its assumptions, the power dy-
namics involved, but also the final results of the phenomenon for justice.

1.2. Mental health and inequity

Happiness, productivity, long life promises versus the risk of loss of identity,
autonomy and intimacy. Would there be something else to discuss regarding the in-
terface between neurotechnology, ethics and human rights?

To go beyond wonder and fear, the first aspect to be considered from an ethical
standpoint of an emerging technology is whether the potential benefits outweigh the
risks. To do so, it is necessary to ask whether scientific and technological strategies
are effectively based on concern for the specific distribution of the population’s mal-
aise, nervous system diseases and mental disorders. In other words, do neurotechnol-
ogy promises respond to the reality of our health problems?

The answer: apparently not. The report presented to the UN General Assembly
in July of last year highlights the inseparable relationship between extreme poverty
and mental health. According to the data presented, the association between extreme
poverty and job insecurity is the main cause of mental suffering in the world and
triples the chances of mental disorders such as depression and anxiety. Women are
the most affected: they are 3 times more likely to suffer from these disorders when
compared to men. The report concludes that the obsession with economic growth, in
addition to having led to an increase in inequality and income accumulation, has sev-
eral circular effects: the highest prevalence of mental disorders is among poor people
and people with mental disorders have a reduced chance of escaping poverty. In other
words, the obsession with economic growth in countries reduces labor productivity.
It is counterproductive. The recommendation is that Member States improve income
distribution and safeguard workers’ rights (UN, 2024).

In a pioneering study, Khan and fellows (2017) demonstrate that multifactorial
discrimination (meaning discrimination related to the intersectionality between mul-
tiple social categorizations, such as race, gender, sexual orientation and class), acts
as a determinant of mental health. The intersectionality between stigmatized social
statuses acted as a predictor of an increased number of stressful events during life,
chronic stress, high depression scores, substance abuse, suicidal ideation and suicide
attempts. According to the authors, the greatest morbidity due to mental disorders
is concentrated in non-white and poor LGBTQ+ populations; these same people are
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those who have less access to protective factors for mental health, such as social pro-
tection networks and access to health services.

Public policies and clinical approaches need to incorporate intersectional per-
spectives to understand mental health inequities. It is not possible to develop effec-
tive strategies to promote well-being and health without focusing on the mechanisms
that cause mental distress, disorder and illness.

1.3. Neurotechnology, eugenics and colonialism

The third aspect of ethical relevance is the increased risk that neurotechnology
will bring eugenic consequences if directed towards human enhancement. Identify-
ing the eugenic nature of supposed human improvements, which at first seems like
a serious accusation, has nevertheless been loudly affirmed and defended. Follow-
ing a trend to mitigate first the moral controversy regarding enhancement, and more
recently regarding liberal eugenics itself, defenders of the ethics of human enhance-
ment and/or improvement have emerged from the shadows.

The public defense of techno-scientific interventions for human improve-
ment purposes inaugurates a new phase with the report “Converging Technologies
for Improving Human Performance: Nanotechnology, Biotechnology, Information
Technology and Cognitive Science”. According to the document, the convergence
between technologies and their dual uses, meaning therapy and improvement, is the
path to follow for scientific and technological development policies (Roco, Bain-
bridge, 2002).

Nevertheless, there was widespread rejection of the proposal at the time. Among
the documents that can be understood as a reaction to this perspective is “Beyond ther-
apy: Biotechnology and the pursuit of happiness” (President’s Council on Bioethics,
2003). The search for the best for children, or for better children, carries risks:

We must consider the meaning of the ends themselves: better children, superior performance, ageless
bodies, and happy souls. Would their attainment in fact improve or perfect our lives as human beings? Are
they-always or ever-reasonable and attainable goals? (...) When asked what they wish for their children,
most parents say: “We want them to be happy,” or “We want them to live good lives” - in other words, to be
better and to do better. The desire is a fitting one for any loving parent. The danger lies in misconceiving
what “better children” really means, and thus coming to pursue this worthy goal in a misguided way, or with

a false idea of what makes for a good or happy child (President’s Council on Bioethics, 2003, p. 293).

In Europe, “Converging technologies: Shaping the future of European Societ-
ies” (Nordmann, 2004) is also a reaction to the proposal of technological conver-
gence as a way to overcome the human condition. The ideas of enhancement and
transhumanism are rejected in this document in the name of many science fields that
together collaborate towards a knowledge society guided by social and humanistic
values of European tradition.

Criticism of technological enhancement of humans seems to be losing trac-
tion, though. Two decades later, important organizations such as UNESCO (2024)
and IEEE (2024) are now stating: neurotechnology isn’t just about treatment; in-
creased performance and efficiency at work, increased learning performance, com-
bating aging, neurally stimulated intelligence and happiness are the goals. These are
the promising technical possibilities for promoting human flourishing through neu-
rotechnology. The problem is that identifying the search for the most beautiful, most
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intelligent and most efficient as ways to make humanity flourish and attributing these
objectives to science poses a risk to human rights.

However, the idea is not to explore imagination and identify which rights are
threatened. The guiding ethical concern that we intend to highlight here is the un-
derstanding that the proposal for human improvement engenders a split in our un-
derstanding of common and equally shared humanity. Scientifically sanctioning the
discourse on what are the supposedly universal ideals of intelligence, beauty and
biological functioning with the aim of improving society involves choosing which
human characteristics are desirable. Humans are hierarchized in terms of their bio-
logical attributes.

Furthermore, thinking that the answer to social problems is a society that is or-
ganized and ranked by biological parameters is a central part of the historical plot of
eugenics. It is the supposed scientific validation of these value hierarchies of human
attributes that supported eugenic discursive and political practices aimed at eliminat-
ing inferior attributes in humans (and also humans considered inferior). Nothing new
under the sun. What is surprising is the growing acceptability of the notion of eugen-
ics, which in its “liberal” form is currently described as a softened and acceptable
version of eliminating undesirable traits.

Proponents of liberal eugenics intend to describe it as an exercise of democratic
freedom, because it is not perpetrated by the State, but rather by individuals who aim
to improve themselves or their offspring. Liberal eugenics is thus sold as a manifesta-
tion of autonomy (Agar, 2019). The idea that this manifestation, because it is not co-
ercive, would be democratic in itself is obviously quite problematic. Practices which
reinforce prejudices and give a scientific veneer to racist beliefs that violate human
rights cannot be considered democratic simply because individuals express a suppos-
edly autonomous desire to perpetuate them.

The fact is that this eugenic trend is expanding rapidly. A survey in the US in
2008 showed that 80% of those interviewed were against genetic engineering of hu-
mans. At the same time, Richard Hayes, then executive director of the Center for Ge-
netics and Society, denounced that genetic interventions aimed at human enhancement
pointed to a neo-eugenic future in which inequities and prejudices would be exacerbat-
ed and that even parents opposed to gene editing would feel compelled to participate
in a techno-eugenic race so as not to leave their children behind (Pray, 2008).

After more than a decade later, tolerance to eugenics is much higher. A study
conducted in the US in 2023 showed that 57% would genetically select embryos for
both medical and non-medical purposes. Of those interviewed, 41% would geneti-
cally edit their children (Meyer et al., 2023). Whether this trend is inevitable (as some
claim) (Dias, 2025), is another question. Although eugenics has never completely
disappeared, the movement, which covered the globe between the end of the 19th
century and the first half of the 20th century, was at some point perceived in its hor-
rendous reality, and acted to contain itself. The hope is that this limit, highlighted by
World War 11, will be perceived sooner rather than later in this century.

The problem is that eugenics is difficult and controversial to identify. First, it
is often discursively equated to its authoritarian and Nazi manifestation. It is dis-
missed and relegated to a now-outdated moment in history, even intentionally by
those who wish to promote it without receiving criticism. Additionally, each country
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imprints specific aspects of its history on its eugenic narratives. In some ways, and
in general terms, eugenics corresponds to the idea that there are superior biological
attributes which should be promoted and inferior attributes that should be eliminated
from population contingents. What this race is, what these attributes are, how the
country understands itself in this dynamic and how it pursues such ideals is the topic
under dispute.

Brazil enters the history of eugenics as a mixed-race country. Thus, some ele-
ments stand out from the start. First, the mixed-race identity replaces its real multi-
ethnic composition. In addition to giving rise to the myth of racial democracy, this
narrative makes the existence of indigenous and black people a restricted part of an
origin myth and not a reality of the present. In the eugenic hierarchy, Brazilians are
the people who do not want to coincide with themselves, they want to be another and
pursue this through miscegenation. They are concretely multi-ethnic, but discursively
they become mixed-race, and through migration and reproductive policies, they proj-
ect a future altered by increasing miscegenation until they become completely whit-
ened (Souza, 2016).

The clearly undemocratic goals of whitening the population did not end with
the end of state eugenics in Brazil. A 2018 Wall Street Journal article points to an
explosion in demand for American semen in Brazil, which multiplied more than 30
times in the 5 years between 2011 and 2016. Single wealthy women (26%), but also
homosexual female couples (36%) and heterosexual couples (41%) import frozen
semen from the US, and they mostly choose (95%) semen from white men, 52% of
whom are blue-eyed (Pearson, 2018).

It is worth remembering that the first article of the Universal Declaration of Hu-
man Rights (UN, 1948), which began as a response to the terrors of eugenics, does not
state that we have the right to equality. It more strongly states: we are equal. We have
human rights because we are all considered equally human. To be even more repeti-
tive, the humanity equally shared among us is the very foundation of Human Rights.

The UNESCO recommendation draft on the ethics of neurotechnology assumes
that human enhancement, and the use of neurotechnologies in children to increase
academic performance, are ethically acceptable, if certain conditions are observed. In
other words, there are conditions in which the existence of humans who are better than
others, or children who are better than others, is acceptable from an ethical and human
rights point of view (UNESCO, 2024). But... what conditions would these be?

In short, that technologies be accessible and used only with consent. In other
words, autonomy and justice. The benefit of enhancement seems so evident that it
does not need to be weighed.

The issue is that the ethical defense of new technologies has been built on ex-
pectations which are known to be unattainable. It does not take much investigation to
find out. It is already known that such conditions are nothing more than enunciating
appeasing expectations. In fact, it is not expected that security and justice criteria will
be observed. This tendency to enunciate conditions that will not be safeguarded has
also been observed in relation to Big Data and artificial intelligence; more specifi-
cally, it is known that guaranteeing privacy and autonomy, understood as a conscious
and free decision, are impossible from the outset due to the way in which these tech-
nologies are developed (Pyrrho et al., 2022).
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There can be no coercion, but neurotechnologies can be used for work pur-
poses. The use of neurotechnologies must be an autonomous decision, but it can
occur in children of any age. What real space is there for autonomous choices in a
world obsessed with economic growth? What is the possibility of a child, student or
worker not feeling coerced into using these enhancing technologies in increasingly
competitive environments? More than anything, neurotechnologies are convergence
technologies between neuroscience and information sciences in which big techs in-
vest millions, if not already billions, but the answer to it seems to be that “countries
must make efforts to make technologies accessible” (Unesco, 2024). The fact is that
the conditions for the ethics of these neurotechnologies all seem unachievable in the
settings in which they are outlined. The same thing that happens with Artificial Intel-
ligence, for example.

Neurotechnology-based enhancement involves defining rationality, mental
health, functional minds, productive minds, and enhanced minds, as well as healthy
bodies, normal bodies, and enhanced bodies. All of these are defined based on cul-
turally defined expectations and desires, but which come to be taken as true because
they are scientifically sanctioned. These perceptions are not neutral, much less uni-
versal. These conceptions have historically been used to rank people, making certain
forms of suffering valid and becoming the object of scientific attention and invest-
ment, while other conditions are silenced, marginalized, oppressed, and penalized
(Rivera-Segarra et al., 2022; Kiwan, 2022)

Convergent technologies, as we call those disruptive and yet combined big
technoscientific endeavors (as exemplified by neurotechnology, genetics and Al),
are presented as universalist paths to realize supposedly universal desires about the
future of technology and humanity. Is what informs these projects universal? Are the
dreams of humanity’s future that these technologies outline in the form of improved
bodies, or conversely disembodied minds, in fact universal utopias? What are the
values and intentions that lie behind these enhancements that we are seeking? What
informs the purposes of the technologies we promote?

The risk in mental health is especially great. Colonial dynamics categorize what
is superior, desirable, civilized, rational, and on the other hand, what is inferior, ar-
chaic, and natural. Rationality is superior in this hierarchy. Consequently, the natural
is available and at its service. This same classification guided, explained, and justi-
fied colonial practices, embodying the civilizing mission. On one side, the developed,
conquering, rational, modern world, with its technologies, expanding rationality, tak-
ing science throughout the world, and on the other an environment and a human in a
natural state, all to be occupied, landscaped, educated, and civilized.

This worldview is not something of the past, but is continually recycled in prac-
tices which gain scale with expanding convergent technologies. What does neuro-
technology enhancement mean in this context? It means that some mental states and
capacities are superior and desirable, others less so. There is great danger here...

There is another dimension related to colonialism, human rights and neuro-
technology, still focusing on peripheral, traditional and original populations. These
bodies are often exoticized, and were and are still seen as targets of scientific curios-
ity. It is notable to briefly recall the case of the Karitiana indigenous people who had
blood samples and other biological materials collected in the 1990s, and with the ex-
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panded idea of a global human genome collection, discovered that some biotechnol-
ogy companies were selling these samples. All of this was denounced by Santos and
Coimbra (1996), and the subject of a parliamentary commission of inquiry into the
issue of biopiracy in 2004... But it came to nothing. The companies claim that they
do not sell the material, they only pass on the costs. This seems to be enough for the
widespread availability of this material without consent to continue with more than a
little impunity to this days; it is still based on these materials and derived information
that ancestries have become something to be measured by DNA percentages (Santos,
Maio, 2008; Santos, 2002; Reardon, TallBear, 2012).

Neurotechnologies are divided into Reading/Writing interventions. In other
words, it is about reading the mind, but also writing in it. What does it mean to read
the minds of indigenous people, quilombolas, and riverside dwellers? Will we as-
sume that they are diverse, and will we once again create a neurodata bank of human
diversity, a showcase of brains like the Soviet eugenicists did at the beginning of
the 20th century? Or, in a more refined manner, are we interested in obtaining their
knowledge? Their mental health processes? Or even, will we read and write in their
minds based on the parameters of what we consider pathological/normal/improved
in our ways of life?

Conclusion

Neurotechnologies can be useful for people with disabilities, but we need to lis-
ten to them. Otherwise, the solutions may increase already historic inequities instead
of helping to promote their rights. If people have reduced mobility, is our technologi-
cal dream that there will no longer be bodies with reduced mobility? Or will we think
that disability is something that exists in bodies in society? Can we dream of a society
that considers the movement of diverse bodies? (Shew, 2023).

Should we imagine that we should all use technologies to become increasingly
independent, functional, productive, and cognitively enhanced? Or will we be al-
lowed to desire more inclusive and collective ways of life capable of understanding
that economic independence is a patriarchal model of explaining the world, as Me-
linda Hall teaches us in “The Bioethics of Enhancement: Transhumanism, Disabil-
ity, and Biopolitics” (Hall, 2016)? Do these perfectly independent bodies and minds
that we stubbornly pursue really exist? Or, to give the appearance of independence,
do many male, white, cis-heterosexual, Western bodies outsource and transfer all
the burden and necessary work to other bodies? Aren’t these bodies, the basis of all
productive processes, the ones normally described as economically dependent and
underdeveloped? But then, who depends on whom?

In hers “Imagination: A Manifesto”, Benjamin (2024) reveals that these power
dynamics that produce technology also structure what we dream about. The utopia
for some of a technological world with improved humans replicates a very concrete
dystopia for others. While we dream of superior bodies and minds because they are
supposedly more independent, rational and productive, bodies and minds are then
inferiorized according to these same valuations. People and their minds are hierar-
chized. This is not the future, it is the present and the past. But it can get worse...
much worse.
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Finally, what can be done so that these technologies can contribute to a better
future? A good start is to recognize that people dream different dreams. And that the
utopia of the oppressor is the nightmare of the oppressed... For technologies to reflect
the dreams of a society that respects human rights and our diversity, it is necessary to
ensure that this same diversity can dream and take the reins of technologies too, from
the very beginning.
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Introduction

Neuro-law is a field that began to gain recognition within the legal community,
largely during the 21st century, due to the rapid technological advancements that
were previously unimaginable. It is evident that numerous individuals around the
world benefit from the development of technologies aimed at understanding and en-
hancing the human mind, with the potential to even reverse chronic biological condi-
tions, such as Parkinson’s disease, through Deep Brain Stimulation (DBS). However,
the issue addressed in this article concerns the delicate balance between technologi-
cal evolution and freedom of thought, specifically, to what extent mental privacy and
integrity are guaranteed both internally and externally as this new way of thinking
takes hold. Formal regulation is currently almost non-existent in countries with a
democratic ideal, exacerbating the situation even further in cases where democracy is
not the primary system of government. Non-democratic regimes are the focus of this
research, serving as a focal point to understand their distinction in relation to democ-
racy, their peculiarities, and their relationship with freedom of thought.

1. The evolution of democracy:
theoretical perspectives and definitions

To specifically understand what a non-democratic regime is, it is first necessary
to comprehend all the facets that have accompanied the development of democracy
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and its particularities since antiquity. It is important to emphasize that democracy
does not have a fixed definition, evolving in accordance with the historical context
and theoretical framework adopted.

In the past, Plato, in his works The Republic (Pangle, 1988) and The Laws
(Adam et al., 1907), said that democracy was a corrupted government, only above
tyranny, as the demos (greek word to common people of an ancient Greek state)
itself was hierarchically divided and not democratically, and a good orator in the
dgora could convince anyone. In modernity, this conception was used by Voltaire
and Hume (Rasmussen, 2014) to justify their dominant ideology. For Rousseau, in
The Social Contract, democracy was where the common good corresponded not to
the sum of individual wills, but to each one’s renunciation of their particular interests
in the name of the common good (Rousseau, 2017). It is worth noting that Rousseau
saw Plato as a theorist concerned with the education and freedom of the citizen.

In the twentieth century, John Rawls, in his book A Theory of Justice, talks
about “deliberative democracy” as a model of justice that seeks to protect individual
freedoms and conditions of social equality, reconciling liberal values with popular
sovereignty, almost like a relationship between techniques of individualization and
the totalization procedures of Pastoral Power (Rawls, 2017). In direct opposition to
these ideas, Chantal Mouffe, in her article Democracy, Citizenship, and the Question
of Pluralism, defends “radical democracy,” also known as the “agonistic pluralism
model,” which ensures that the primary task of democracy is not to eliminate multiple
passions or relegate them to the private sphere, but to guarantee rational consensus
by mobilizing these passions for the development of the democratic design (Mouffe,
1992).

Currently, for Pietro Costa in his book Few, Many, and All: Lessons from
Democracy, with the war in the 1930s, democracy was placed at the center of a
“philosophy of war” adopted by the powers against Nazism, socialism, and fascism
(Costa, 2012). However, over the years, and from the Universal Declaration of Hu-
man Rights in December 1948, the multiple fundamental rights and freedoms (known
in the twentieth century as social) founded, under the ashes of totalitarianism in Italy,
Germany, and France, the new “constitutional democracy.” Political theorist Arend
Lijphart concurs with the definition of democracy as “government by the people and
for the people,” yet he introduces a significant perspective concerning governance
in the face of public disagreement. The conceivable solutions entail either rule by
the majority (majoritarian democracy) or governance that strives for the broadest
possible consensus (consensual democracy) when such disputes arise. The directly
related difference is that the “majoritarian democracy” model is extremely exclusive,
competitive, and combative, while “negotiated democracy” is characterized by inclu-
sion, negotiation, and compromise (Lijphart, 2003).

Finally, Professor Marina Slhessarenko comprehends that Linz’s democracy
was inspired by Joseph Schumpeter’s conception and Robert Dahl’s polyarchies
(Slhessarenko, 2021). For him, democracy is a system that develops the “free formu-
lation of political preferences through the exercise of basic freedoms of association,
information, and communication, with the aim of enabling fair competition among
leaders to validate their claims to govern at regular intervals by non-violent means.”
(Linz, 2000). There can be no doubt in asserting that the aforementioned is a reflec-
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tion and distillation of the most significant fundamental rights present within the
framework of the Democratic Rule of Law. The republican principle encompasses
not only popular sovereignty and citizenship, but also political pluralism and individ-
ual rights in the face of any internal or external threats. It affirms the contemporary
understanding of the establishment of moral and principled objectives to be adhered
to, ensuring the construction of a free and just society, while simultaneously provid-
ing robust protection in the realms of liberty, equality, and human dignity.

The essential attributes of fundamental rights define their existence both in the
political and legal domains, serving as the cornerstone of the entire modern demo-
cratic edifice. Their progressive development throughout history has been geared
towards countering instances where the human person was subjugated, thus safe-
guarding the inalienability and universal non-renunciability of such rights. However,
one may assert without hesitation that discrimination and distinction continue to yield
pernicious effects in the present day, relegating the universality of these guarantees to
a secondary status. Freedoms that were once considered inherent, with their protec-
tive mechanisms sidelined, now open the door to the ineffective safeguarding of fun-
damental rights such as freedom of thought. The right to form, maintain, and express
opinions without interference loses its essential character and begins to coexist with
regimes where the democratic status is either weakened or, in certain cases, entirely
absent.

2. Types of Non-Democratic Regimes: A Comparative Analysis

Having examined the characteristics of democratic systems, it is imperative
to now focus on the defining features of non-democratic regimes. Among the most
widely recognized traits of such systems are the concentration of power, the absence
of free and fair elections, the repression of political opposition, the systematic viola-
tion of civil liberties and human rights, the pervasive control of the media, a lack of
transparency and accountability, the utilization of security forces to suppress dissent,
and the cultivation of a personality cult around the leader. These elements funda-
mentally differentiate non-democratic systems from democratic governance, where
individual freedoms, public participation, and political pluralism are essential prin-
ciples.

From a theoretical standpoint, Plato criticizes democracy, characterizing it as
an ineffective system, merely a grand oratory exercise. However, he concedes that
it permits deliberation on what is advantageous or detrimental to the public, irre-
spective of the variances among individuals. This viewpoint emphasizes the intrinsic
complexities of democratic governance, wherein open dialogue and the negotiation
of diverse perspectives are fundamental, yet it also underscores the challenges in-
herent in reconciling conflicting interests within such a system. The fact is that it
would never accept any kind of repression of the opposition present in non-demo-
cratic regimes. Furthermore, John Rawls believes in defending individual freedoms
and conditions of social equality within his “deliberative democracy”, not existing a
possibility that this theorist would accept the lack of freedom of expression or free
elections. The fundamental rights brought to light with constitutional democracy do
not match in any way with the brute use of security forces or the lack of privacy with
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obsolete media control. Therefore, everything that regardless of the divergences of
the concept of democracy developed above would never be accepted, hence the im-
portance of understanding how democracy differs from non-democracy.

The superficial characteristics of non-democratic movements are detailed, but
the existence of different types of these regimes with their respective characteris-
tics are likewise weighty. It is clear that there are many around the world that have
formed or disappeared throughout history, some with similar characteristics and oth-
ers completely different (Kaiser, 1997). Currently, it’s possible to define 6 distinct
types, being: totalitarian, authoritarian, fascist, sultanist, and dictatorial, considering
also the existence of consolidated dictatorships in emergency situations. The relation
of neurolaw mostly concerns totalitarian and authoritarian regimes, thereupon their
specifications will be developed.

Authors like Adam Przeworski use “authoritarianism” and “dictatorship” syn-
onymously (Przeworski, 2019), even though there are certain characteristics that dif-
ferentiate them, such as:

a) Authoritarianism usually maintains a facade of controlling legality, while

dictatorship tends to annul any constitutional precept;

b) Authoritarian regimes usually allow a small and specific popular participa-

tion, while dictatorships completely censor it;

c¢) Authoritarianism can have the concentration of power by a leader or a small

group, while in a dictatorship the power is entirely exercised by a dictator or

military junta.

On the other hand, authors like Brooker and Té6th defend exactly the lack of
conceptual precision on the term authoritarianism, using, therefore, equivalent terms
like “non-democratic,” “arbitrary,” or “illegitimate” (Brooker, 2014; T6th 2017). Re-
garding their main characteristics, sociologist Juan Linz defines three central ele-
ments for the development of an authoritarian movement (Linz, 2000):

a) Maintenance of forms of divergence, even if authorized in its political ex-

pression channel.

b) Low popular mobilization or controlled mobilization of citizens, generated
by the absence of an ideology responsible for popular identification and adher-
ence.

c) Existence of a leader or small group exercising limiting power.

The birth, development, and repercussion of totalitarianism resemble differ-
ent branches encompassing different parts of the phenomenal world. Eric Voegelin
found it more convenient to use gnosis (a Greek word meaning wisdom) to represent
intellectual movements in the modern and contemporary world of the twentieth cen-
tury. In correspondence to Alfred Schutz (Eccel, 2016) a great philosopher of the
mind, the author guarantees that religious experiences assume a great dimension in
political life, that is, he understands totalitarian movements as political religions. In
ancient Gnosticism, Christian and Jewish religious symbols were the basis for the
relationship between God and man. In contrast, modern Gnosticism, summarized in
Feuerbach’s theses, God became just a projection of what men make of themselves:
the reported “murder of God.” In his work The New Science of Politics, the author
comments on the literal and restricted analysis of the individual, abandoning any
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trace of individuality and spirituality so embraced in Ancient and Medieval Ages. By
way of example, he cites: Condorcet’s progressive man, Comte’s positivist, Marx’s
communist, and Nietzsche’s Dionysian, proving that spiritual benefits have become
institutional freedoms advancing towards different political regimes led by intellectu-
als (Eccel, 2016).

Contrary to Voegelin’s ideals, Hannah Arendt, in her work The Origins of To-
talitarianism, believes that totalitarianism cannot be studied based on any other sys-
tem, always seeking uprooting from all kinds of tradition (Arendt, 2007). Norberto
Bobbio in his book Dictionary of Politics, Vol I comments: “According to Hannah
Arendt, Totalitarianism is a radically new form of domination because it does not
limit itself to destroying man’s political capacities, isolating him in relation to public
life, as the old tyrannies and despotisms did, but tends to destroy the very groups and
institutions that form the fabric of man’s private relations, making him a stranger to
the world and depriving him even of his own self.” (Bobbio, 2007). Thus, its accep-
tance and permanence essentially reside in its ability to absorb and mobilize every-
thing around it, as the inserted subjects come to allow and understand as necessary all
kinds of crimes against humanity, convinced by various artifacts. Hence, the author
defines the three main characteristics of this regime as:

a) Ideology full of dogmatisms with no room for any kind of criticism, en-

suring the mass movement of the population in search of a specific end to be

achieved.

b) Terror is applied to guarantee a state of generalized insecurity, with control

of the opposition and destruction of the differentiation between the public and

private.

c) Extensive propaganda to spread messages, increasing fear among opponents

and ensuring forced participation in government-controlled organizations.

It is worth noting that each of these characteristics can be found individually in
non-totalitarian regimes (Slhessarenko, 2021); however, their association effectively
characterizes this type of system. Additionally, the first recognized totalitarian re-
gime was that of Benito Mussolini in Italy in 1922.

3. Case studies of thought suppression:
the struggle for freedom in authoritarian regimes

Regardless of the type of regime, its specific characteristics, or its historical de-
velopment, the freedoms provided for in neurolaw and it’s byproducts are not guar-
anteed. The most effective approach to examine this relation would be through the
presentation and analysis of real cases where these provisions are nullified.

During Nazi Germany, there was a resistance group known as the “White Rose,”
founded by Hans Scholl, a professor at the University of Munich, with the help of
his sister Sophie Scholl, and Christoph Probst and his students. Between June 1942
and February 1943, the group distributed anonymous pamphlets and graffitied public
walls with anti-Nazi slogans, such as “Freedom” and “Down with Hitler,” denounc-
ing crimes, political repression, and the persecution of Jews. After being reported by
a university janitor who claimed to be loyal to the regime, the Scholl siblings and
Christoph Probst were tried by the infamous judge Roland Freisler of the People’s
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Court and sentenced to death for treason on February 22, 1943, being guillotined
on the same day. Although the execution of the “White Rose” members was widely
publicized by the Nazi regime as a warning to potential dissidents, the courage of the
students and professors has become a lasting symbol of moral and intellectual resis-
tance against tyranny, embraced to this day.

In the Dominican Republic, during Rafael Trujillo’s regime, the Mirabal sisters
(Patria, Minerva, and Maria Teresa) were among the most important political ac-
tivists opposing Trujillo’s brutal regime, participating in a clandestine organization
known as the “14th of June Movement.” Minerva and Maria Teresa Mirabal, in par-
ticular, were imprisoned and persecuted numerous times for their active participation
in opposing Trujillo’s brutal force against any expression of thought different from
the regime. On November 25, 1960, Trujillo ordered the assassination of the sisters,
along with their driver Rufino de la Cruz, who were brutally beaten to death, and their
bodies thrown off a cliff to simulate a car accident. The death of the Mirabal sisters
is widely seen as a turning point in the struggle against Trujillo’s regime; Less than
a year later, on May 30, 1961, Trujillo was assassinated in an ambush). Interestingly,
in 1999, the United Nations General Assembly designated November 25 as the Inter-
national Day for the Elimination of Violence against Women in honor of the Mirabal
sisters.

In Egypt, during Hosni Mubarak’s rule (Arab Spring), there were various mass
popular protests demanding political, social, and economic reforms. In response to
the protests, primarily organized through social media, the Egyptian government or-
dered a nationwide internet shutdown on January 28, 2011. This occurred after Vo-
dafone and other telecommunications operators received government instructions to
suspend internet and text messaging services to opposers. The company claimed that
it was operating under a legal and national security obligation imposed by the Egyp-
tian authorities at the time. However, it was criticized by the international community
and human rights advocates for collaborating with an attempt to suppress freedom of
expression and the free flow of information, raising ethical questions about the role
of telecommunications companies in situations of government censorship and human
rights violations.

In Saudi Arabia, blogger and human rights activist Raif Badawi, founder of
the “Free Saudi Liberals” website, advocated and promoted debates on religion and
politics, as well as supporting social and political reforms. In 2012, Badawi was ar-
rested and accused of “insulting Islam” and “disobedience to his father.” In 2013, he
was imprisoned and sentenced to 7 years in prison and 600 lashes, later increased in
2014 to 10 years in prison, 1,000 lashes, and a substantial fine. Raif Badawi’s impris-
onment and conviction highlight the severe restrictions on freedom of expression in
Saudi Arabia, where any criticism of the government or religious authorities leads to
extreme punishments. The case underscored the lack of separation between religion
and state in Saudi Arabia and how it affects citizens’ lives.

In Hungary, the Central European University (CEU) was founded in 1991 by
George Soros to promote open and democratic society through education and re-
search, offering high-quality programs in social sciences, humanities, law, and pub-
lic policy. However, during Viktor Orbdn’s government, the university came under
attack as part of a broader campaign against philanthropist George Soros. In April
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2017, the Hungarian Parliament passed a new higher education law (“Lex CEU”) that
imposed conditions making the university’s continued operation in Hungary impos-
sible. In 2018, due to the inability to meet all the criteria, the university moved most
of its operations to Vienna, Austria. International academic organizations, foreign
governments, and the European Union criticized the measure, arguing that the law
violated academic freedom and democratic principles.

The Taliban, since returning to Afghanistan in 2011, have imposed various re-
strictions on women’s rights, particularly regarding education. In March 2022, the
Taliban announced that girls’ secondary schools would remain closed until further
notice and that women were banned from attending public and private universities.
The basis for this decision, presented to the international community, was a strict and
literal interpretation of Islamic law. The restrictions had demoralizing impacts on the
lives of Afghan girls and women, facing a future with limited opportunities in vari-
ous spheres.

Senegal cut off internet access in the country following protests against the
conviction of opposition leader Ousmane Sonko in February 2024. The Ministry of
Communications, Telecommunications, and Digital Economy issued a statement ex-
plaining that the measure was due to the dissemination of subversive hate messages
in a context of public order disturbance, with telecommunications operators obliged
to comply with all government-imposed requirements. The measure was quickly crit-
icized by organizations such as Amnesty International and Reporters Without Bor-
ders, reaffirming that authorities must stop using the repressive machinery to silence
any dissenting voices and ensure freedom of expression for those detained (Samira
Daoud). The paradigm of freedom and privacy was completely disregarded.

4. The intersection of thought control,
neurolaw and non-democratic regimes

It can be observed that the absence of defense for the freedom of thought and its
corollaries is not confined to a specific moment in history, a particular continent, reli-
gion, theme, or group of individuals. On the contrary, the sole commonality observed
across all practical instances is their divergence from democratic principles. Any no-
tion of democracy was thoroughly disregarded upon the establishment of these totali-
tarian and authoritarian regimes. It is crucial to emphasize that many tend to perceive
the atrocities committed by non-democratic leaders as being directed solely at natural
persons; however, this is not the case.

Preventing the emergence of critical thinking and stifling intellectual develop-
ment has become one of the primary objectives of these leaders, as evidenced in Nazi
Germany, Hungary, and under the Taliban regime. Moreover, with the advancement
of technology, these regimes were forced to adapt by blocking any form of intellec-
tual dissemination through the internet, as seen in the cases of Egypt and Senegal.
Additionally, it is worth noting that, in numerous instances, social media platforms
serve as one of the most effective means for individuals to connect with the global
community, as seen in Saudi Arabia. These platforms also provide leaders with an
opportunity to implement their policies within the international sphere, utilizing what
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has been termed “Neurovisual Law” (Brodovskaya and Dombrovskaya, 2020) to ex-
ercise a high degree of persuasive influence.

Neurolaw is the field of investigation that unifies knowledge from neuroscience
with topics that may be relevant to law, or rather, which rights cannot be effectively
guaranteed in such systems. In some cases, the population agrees with or even likes
the repressive regime applied. According to Hannah Arendt (Arendt, 2007), the po-
litical capacity of human beings is abandoned, and hyper-individuality is embraced.
The term “mass of people” comes from the fragmentation of social bonds, lack of
belonging, which is then compensated for by the connection with the system. Thus, a
new hierarchical construction is developed through repressive education with hostile
impulses and the insertion of false memories, one of the main reasons for generalized
conformity. This is the specific aspect in which neurolaw plays a role in studying
non-democratic regimes from their inception to their respective end.

5. The erosion of freedoms in times of crisis:
case studies from U.S. history

The foundation of democracy, as previously discussed, has always been the
individual and social liberties of citizens, as well as the guarantee of consensus in
political matters. However, this priority tends to shift when the state faces moments
of intra or extraterritorial crisis. At this point, one of the most significant criticisms
of the democratic model of protection throughout its historical development arises. A
prime example to illustrate this is the development of conflicts in the United States of
America over the centuries.

On April 30, 1789, George Washington, the first president of the United States,
was democratically elected, followed by his re-election in 1792. Despite facing no
constitutional restrictions and being the first in U.S. history, George Washington
chose not to seek a third term, demonstrating the viability of a peaceful transition and
the avoidance of power monopolization. Thus, on March 4, 1797, his vice president,
John Adams, was elected and assumed office. It is no coincidence that the United
States is still referred to as “the greatest democracy in the world.” Even though it was
one of the first countries to adopt modern democracy with its Constitution of 1789,
its history of inclusion and stable institutions still falters in defending liberties during
times of crisis.

The years from 1789 to 1801 were critical in American history, marked by
uncertainty over the survival of the new Constitution and the bitter political clash
between the Federalists in power and the Republicans, who were immensely sym-
pathetic to the French Revolution. In response, the Federalists enacted the Sedition
Act of 1798, which essentially prohibited the publication of any “false, scandalous,
or malicious writing” against the government of the United States. This action drew
significant criticism against John Adams’ administration, as any matter opposing the
Federalists was erroneously deemed an ““act against the United States government.”
In this case, the state’s defense was not even related to national sovereignty but to the
defense and security of a political party. It was not until the case of New York Times
v. Sullivan in 1964 that the Supreme Court finally declared the Sedition Act uncon-
stitutional.
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After the United States began actively participating in World War I in April
1917, strong opposition among American citizens intensified. President Woodrow
Wilson then declared that “any form of disloyalty must disappear,” and with the sup-
port of Congress, enacted the Espionage Act of 1917. This act made it a crime for any
person to “cause or attempt to cause insubordination, disloyalty, or refusal of duty in
the military forces of the United States or willfully obstruct the recruiting or enlist-
ment service of the United States.” It is important to note that it becomes nearly im-
possible to criticize any form of hostility without first highlighting military actions,
thus becoming an intelligent way to once again obstruct any opposition to freedom of
thought, discussion, and criticism of how the government was directing its efforts.

Decades later, the Supreme Court finally began to provide some security for
freedom of expression, until the Cold War began. Restrictions to ensure national
security were implemented, including widespread loyalty programs, attempts to out-
law the Communist Party, and extensive state and federal legislative investigations
of suspected “subversives”. Additionally, the Smith Act made it “unlawful for any
person to knowingly or willfully advocate, abet, advise, or teach the duty, necessity,
desirability, or propriety of overthrowing or destroying any government in the United
States by force or violence.” In 1951, the Court ruled that these restrictions did not
violate the First Amendment in any way.

Authors Geoffrey R. Stone and David A. Strauss categorize this phenomenon
into three rhetorical effects: pretext effect, chilling effect, and crisis effect. First, the
“pretext effect” occurs when representatives create restrictions based on something
that indirectly helps them silence any criticism that displeases them. Second, the
“chilling effect” is based on the premise that individuals are fully aware they will
face sanctions if they do not adhere to the established restrictions. Third, the “crisis
effect” refers to the tendency of the population and the government to panic during
times of crisis, developing a demonization of anything deemed dangerous, subver-
sive, disloyal, or unpatriotic.

Today, there are international regulations that make it more difficult to imple-
ment such measures as those applied throughout American history, such as Article
19 of the UDHR and Articles 19 and 20 of the ICCPR, which pertain to Freedom of
Expression. While these international protections cannot entirely prevent such gov-
ernmental actions, they significantly reduce their occurrence.

Conclusion

In conclusion, it is understood that neurolaw as a field of knowledge does in-
deed encompass non-democratic regimes, trying to understand their peculiarities and
similarities. However, its ultimate goal, which includes freedom of thought and its
secondary effects (privacy, freedom of expression), is completely disregarded, since
the central objective of any authoritarian or totalitarian leader is order as the center,
regardless of how it is achieved. Furthermore, despite the emphasis that democracy
places on both individual and collective liberty, it is evident that, particularly in times
of crisis, this principle is often entirely disregarded in favor of safeguarding national
sovereignty. Consequently, the teleological convergence between democratic and
non-democratic states has emerged as a primary focus of contemporary neurolaw,
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along with the various means, technological or otherwise, that have facilitated the
attainment of this objective.
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Introduction

Power is inherent to any political community and stems from the human capac-
ity to act collectively, which, in turn, requires the consensus of many regarding a spe-
cific line of thought, externalized into a common course of action (Lafer, 2018).!

In fact, power sustains the existence of the public sphere, the potential space of
the world of appearances among individuals who act and speak, as seen in the Greek
expression dynamis or the German match, which highlight the term’s potentiality,
always a potential for power—a dynamic, not an immutable, measurable, or reliable
entity like strength or vigor (Arendt, 2007, p. 212). The notion of power arises from
the interplay of potency, possibility, and realization, and the force necessary for this
to happen. In discussing power, we are reflecting on a dynamic that moves from con-
centrated possibility to full realization, driven by an element of energetic force (Fer-
raz Junior, 2009, p. 19).

As something dynamic, power is a process of constant renewal and rebirth,
transforming it into a true means of communication. Therefore, the only indispens-
able material factor for the generation of power is human coexistence (Arendt, 2007,
p- 213). Power does not rely on the concrete submission of its recipient nor, imme-

! Ainda a esse respeito: “Nenhum povo resiste a0 seu proprio processo de geracio e  competi¢io com outros povos
se ndo conseguir manter em funcionamento seu processo de autoinspiragdo. O que aqui se designa como inspiracio
autdgena significa, em breves palavras, o continuo de técnicas climdticas etnosféricas. Por meio de etnotécnicas que
se estendem por geragdes, dezenas, centenas de milhares, talvez milhdes de individuos, afinam-se a espiritos comuns
superiores e a ritmos, melodias, projetos, rituais e cheiros peculiares. Por for¢a de tais jogos formais, que engendram
uma sensibilidade comum e prética, os muitos homens reunidos encontram sem cessar, mesmo em circunstancias ad-
versas, as provas de que devem permanecer juntos; quando essas provas perdem sua forca, os povos desencorajados
se dissolvem no interior de culturas mais fortes ou se decompdem em bandos desordeiros e grupos remanescentes
estéreis”. (Sloterdijk, 2016, p. 55).
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diately, on the effect achieved by its holder.? Instead, it is a process of transmitting
selected actions between the holder and the recipient, constructed and existing based
on the premise of the other’s potential to act. Even if this action aligns with the selec-
tivity exercised by the holder, the recipient retains the ability to think and externalize
these thoughts through words, transforming them into action, albeit within a reduced
horizon of appearances.

Thus, holding power in a communication relationship does not equate to subju-
gating the other; rather, it neutralizes the other, the recipient. The recipient continues
to have various possibilities for action, but these possibilities are neutralized to such
an extent that only one or a few options appear available, even though others have not
disappeared (Santos, 1985, p. 153).

As power relationships — like any communication relationship - are shaped by
social systems, they acquire more refined nuances depending on the social system
and the value system in which they operate.

These initial observations are relevant to understanding the dynamics of power
in the economic context, where its manifestation occurs through what is called eco-
nomic power. This is one of the most significant components of the globalized econ-
omy, constitutionally protected in Brazil, and stems from the combined interpretation
of the principles set forth in the constitutional framework of the Brazilian economic
order, enshrined in Article 170 of the Federal Constitution.

Because it can neutralize actions, the exercise of economic power requires cali-
bration in both practice and legal frameworks to ensure that economic agents - es-
pecially consumers - continue to exercise their freedom of initiative and will. This
hermeneutic and operational adjustment of economic power occurs through protec-
tive elements for the agents involved in a given transaction, such as safeguarding
free enterprise, protecting labor values, and ensuring freedom of competition. These
elements simultaneously embody the characteristics of principles, rights, and duties,
working to protect consumers, guarantee equal opportunities for all agents, and, more
importantly, decentralize power.

Furthermore, historically, these elements have ensured - factually or legally - a
degree of informational symmetry among the actors in the economic process. This
allows, as previously mentioned, freedom of choice to remain unneutralized amid
layers of decision-making possibilities. In other words, they are fundamental ele-
ments for containing abuse of economic power, understood as the exercise of this
constitutionally recognized right in a manner that clearly exceeds the limits imposed
by its economic or social purpose, good faith, or accepted customs.

2 «[...] Estamos, pois, diante de uma situagdo em que o poder é meio para a transmissdo de selecdes de agdes para

outra selecd@o de acdes (e ndo selecdo de motivos de agdes para acdes), no qual ambos os comunicadores sao sistemas
aos quais se imputam selecdes como suas agdes. Assim, o submetido (sujeito “passivo” do poder) € alguém de quem
se espera que escolha sua prépria a¢@o, donde a possibilidade de auto-determinag@o. S6 que neste pressuposto € que
sdo dirigidos contra ele elementos de poder, como ameagas, no sentido de reguld-lo nesta escolha por ele realizada.
Do mesmo modo o detentor do poder se auto-determina. Com isso, na relagdo de ambos fica postulada a possibilida-
de de uma previsivel e “localizada” divergéncia. A transmissao de complexidade reduzida ocorre quando a seleg@o
da ac@o de um é co-determinada pela sele¢ao da a¢@o de outro. O sucesso de uma ordem de poder depende assim do
aumento nas diferenciacdes de seletividades ainda relaciondveis. Ou seja, uma determinada ordem de poder que ndo
consegue aumentar as diferenciagdes, que insiste em limitd-las a poucas possibilidades, (...), terd que ver diminuida
sua cota de poder e aumentada a quota de violéncia, para sustentar — artificialmente — a situacao, substituindo poder
por coacdo”. (Santos, 1985, p. 153).
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Informational asymmetry is one of the most classic examples of abuse of eco-
nomic power. It constitutes a market failure that occurs when one economic agent
possesses a greater quantity or better quality of information than others, leading to
inefficient, irregular, or even undesirable economic decisions. That is to say, in such
circumstances, one economic agent, due to the information they hold, can neutralize
the possibilities for action and decision-making of other involved actors.

To date, the study of economic power and the concept of abuse of economic
power has been centered on a social reality that overlooked the existence of technolo-
gies capable of interacting directly with the human brain. As a result, legal and social
constructions on the subject have not considered the need to protect the rights of eco-
nomic agents at a stage prior to the external manifestation of human will.

Currently, however, we are witnessing a novel aspect of technological expan-
sionism - techno-cerebral expansionism through neurotechnology. Neurotechnology
is capable of surpassing the boundaries of the human psyche and, in an unprecedent-
ed way, unveiling the human mind, ushering in a new and perhaps irreversible stage
in the revolution of social communication.

Between 2010 and 2020, private-sector investments in the development of neu-
rotechnology increased twenty-two times, from $331 million to $7.3 billion, with
global funding for neurotechnology companies totaling $33.2 billion in 2020. More-
over, projections indicate that the neurotechnology device market will grow expo-
nentially, with economic values rising from $11.3 billion in 2021 to $24.2 billion in
2027 (UNESCO, 2023).

The intense development of neurotechnology, with advancements in connec-
tome-based interfaces between the brain and machines, is genuinely expanding the
boundaries of human action.

It should not be overlooked that this evolution brings with it hope and expecta-
tions regarding its positive impacts on humanity, offering countless possibilities for
healing and improving human life. This was exemplified in 2014, during the FIFA
World Cup in Brazil, when a paraplegic youth performed the opening kick-off with
the aid of the BRA-Santos Dumont 1 exoskeleton - a robotic suit controlled by the
patient’s brain activity, captured through a sensor-equipped cap.

However, the improvement and establishment of these technologies, along with
their increasing commercial availability, highlight the often-invisible or unpredict-
able impact they may have on life assets, whose legal interpretation has so far been
inspired by the analog life rather than the neurotechnological life.

Considering these issues in conjunction with the economic considerations in-
troduced earlier, UNESCO recently reported that consumers’ emotional responses,
associated with personal preferences, can now be tracked through neurotechnology
devices such as neuroimaging tools. These tools are being used to predict market out-
comes, create digital phenotypes, enhance video game tools, and advance “neuromar-
keting” — the use of neural data for advertising and promotional purposes (UNESCO,
2023).

It is also worth noting that a significant portion of today’s personalized adver-
tising operates through what is known as real-time bidding. This is an automated
mechanism for auctioning advertising spaces on websites and other platforms, which,
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within seconds, shares personal data with numerous companies. This enables the ad
displayed in that specific space to be the one most aligned with the user’s previously
collected information. According to a recent report by the Irish Council for Civil
Liberties, this industry generated over $115 billion as of May 2022. It exposes an
individual’s activity and location, on average, 747 times per day in the United States
and 376 times per day in Europe (ICCL, 2022; O’Callaghan et al, 2024). Moreover,
this is an industry that will likely begin to leverage neurotechnology, giving a new
dimension to this form of advertising and opening unprecedented fields of impact on
consumer decision-making and other economic agents.

This unprecedented context calls for a reevaluation of the concept of abuse of
economic power within the neurotechnology landscape, especially given the scarcity
of academic reflections on the legal and economic consequences that the dissemina-
tion of such technological tools may bring.

This will be the focus of our analysis, starting with the legal remodeling of the
concepts of freedom and privacy in light of the unavoidable advances of neurotech-
nology. We will demonstrate the emergence of a new form of informational asymme-
try, namely, the asymmetry caused by access to neural data. Finally, we will argue for
the need to broaden the legal understanding of abuse of economic power today, such
that it encompasses, even hermeneutically, the idea that such abuse may be character-
ized under circumstances that infringe cognitive freedom and mental privacy.

To achieve the objectives of our study, we will avoid delving into conceptu-
al and metaphysical discussions about neurotechnology and its legal consequences.
This is because we believe we are living in a historical moment where the impacts
of neurotechnological devices on human rights are already understood by significant
segments of our society. Our task, therefore, is to initiate the indispensable in-depth
analysis of the myriad legal scenarios already being and yet to be affected by the
consolidation and commercial use of neurotechnology, among which is the abuse of
€Conomic power.

2. Cognitive liberty

Freedom is the result of a human process that presupposes the social context
in the taxonomy of elements shaping its exercise and realization in the world of ap-
pearances; when the context changes, so does the way freedom manifests itself. In
this sense, and considering the historical movements that have colored the notion of
freedom over the past centuries, we can currently perceive it as a configuration of
complementary values, in which subjectivity mirrors the social sphere, and the social
sphere finds in subjectivity the foundational root of its manifestations (Reale, 1976).
This aligns with the perspective of Amartya Sen, for whom freedom and develop-
ment are interdependent and complementary notions.

The requirements for the realization of freedom are, therefore, dynamic and -
beyond being interdependent with the world of appearances - also depend on the be-
havior of others. The autonomy and agency of others can infringe on an individual’s
freedom (Sen, 1992), either by obstructing their possibilities for action or by interfer-
ing with their will. This interference can compel the individual to act according to
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someone else’s intentions or subvert their will through clandestine methods (Setra;
Mills, 2022).

Informational transparency plays a crucial role in shaping the exercise of free-
dom. A deficiency in the provision of information— whether through its absence, an
excess that generates confusion, a failure to convey its idea correctly to the recipient,
or the falsity of its content—deprives individuals of access to all alternative courses
of action they could adopt in a given circumstance. This can lead to behavior that,
even if not coerced physically or morally, does not reflect the purest exercise of free-
dom.

Today, with the rise and consolidation of neurotechnology, new layers of hu-
man susceptibility emerge regarding the exercise of freedom, bringing it into a new
dimension: cognitive freedom. This is understood as the right to self-determination
over our brains and mental experiences, encompassing the freedom to think, access
one’s own brain, and preserve the thoughts and memories it contains (Farahany,
2019).

Ienca and Andorno (2017) argue that cognitive freedom is multidimensional,
presenting itself simultaneously as both negative and positive freedom. It is negative
freedom in the sense of referring to choices and the exercise of cognitive control and
mental integrity by the individual themselves, ensuring the absence of obstacles, pro-
hibitions, or violations by public or private actors. Conversely, it is positive freedom
in the sense of having the ability to act and take control of one’s mental life.

Cognitive freedom, as positive freedom, is closely related to the sense of agen-
cy. Often described as the feeling of being in control of a specific event, the sense of
agency arises in situations where an individual intends to produce a specific outcome,
and their body moves through voluntary brain activity to achieve the intended result
in the world of appearances. In other words, it is the experience that connects internal
intentions with their external outcomes, positioning the individual as the protagonist
of their actions and their influence on the surrounding reality, thus creating a sense of
control over the given circumstances (Cornelio et al., 2022).

A fundamental characteristic of the sense of agency, which distinguishes us as
humans (Farahany, 2012), is what Harry Frankfurt (1971) called “second-order de-
sires”. Beyond intending to produce an outcome and moving toward it, individuals
may simultaneously harbor other desires or wish for circumstances to unfold differ-
ently. No other animal possesses this self-reflective capacity to form second-order
thoughts, enabling us to hierarchize our neural activity processes to classify what is
desirable and what is not (Taylor, 1985).

Although cognitive freedom, in its aspect of freedom of thought, is enshrined in
Article 18 of the International Covenant on Civil and Political Rights (ONU, 1966)
and Article 9 of the European Convention on Human Rights (European Council,
1951), its doctrinal and jurisprudential development remains rare. Only recently has
it begun to receive greater attention and scientific accuracy —perhaps due to the per-
sistent skepticism regarding the technological possibilities of interfering with, ma-
nipulating, or modifying human thought.

In jurisprudence, the two primary paradigms of cognitive freedom emanate
from the U.S. Supreme Court.
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In 1927, in a dissenting opinion in the landmark case Olmstead v. United States
(277 U.S. 438) — a precursor to interpreting the Fourth Amendment to the U.S. Con-
stitution — Justice Brandeis arguably made the first jurisprudential reference to what
we now call the right to cognitive freedom. In his visionary and bold position, he
foresaw, even then, that advances in psychiatry and related sciences might one day
enable the exploration of unexpressed feelings, thoughts, and emotions.?

In 1968, in the case Stanley v. Georgia (394 U.S. 557), Justice Marshall (1968)
asserted that the entire legacy of the U.S. Constitution would rebel against granting
the Government the power to control individuals’ minds and thoughts.

In more recent scientific literature, the renowned Harvard University Professor
Laurence H. Tribe (1978)* makes explicit reference to the prohibition of domination
through the control of mental processes in his analysis of the Stanley v. Georgia case
(394 U.S. 557).

A significant contribution to this topic came from the groundbreaking study of
Richard Glen Boire, Executive Director of the Center for Cognitive Liberty and Eth-
ics in Davis, California, titled On Cognitive Liberty. Boire examined the historical
background, feasibility, and implications of discussing cognitive freedom consider-
ing the amendments to the U.S. Constitution. He emphasized that the invisibility of
mental processes makes identifying potential violations a particularly challenging
endeavor, although such violations exist in a manner comparable to violations of an
individual’s physical freedom (Boire, 1999). These concerns were revitalized in an
article by Wrye Sententia, who argued that the freedom to control our own conscious-
ness is the foundation for any other human freedom. According to Sententia, dis-
cussing cognitive freedom equates to updating the guarantee of freedom of thought
considering neurotechnological evolution (Sententia, 1968).

While our brain activity can support significant clinical advancements and other
possibilities for social inclusion, it is increasingly subject to technological influences
capable of accessing, inferring, manipulating, processing, and emulating our neural
data.

Since the success of neurotechnological tools relies on the simultaneous use of
artificial intelligence and machine learning processes, we cannot ignore the impacts
of algorithmic interaction on informational dissemination and its resulting conse-
quences.

3 «[...] Advances in the psychic and related sciences may bring means of exploring unexpressed beliefs, thoughts

and emotions. “That places the liberty of every man in the hands of every petty officer” was said by James Otis of
much lesser intrusions than these. To Lord Camden, a far slighter intrusion seemed “subversive of all the comforts
of society.” 2 Can it be that the Constitution affords no protection against such invasions of individual security? (...)
The protection guaranteed by the Amendments is much broader in scope. The makers of our Constitution undertook
to secure conditions favorable to the pursuit of happiness. They recognized the significance of man’s spiritual nature,
of his feelings and of his intellect. They knew that only a part of the pain, pleasure and satisfactions of life are to be
found in material things. They sought to protect Americans in their beliefs, their thoughts, their emotions and their
sensations. They conferred, as against the Government, the right to be let alone-the most comprehensive of rights and
the right most valued by civilized men. To protect that right, every unjustifiable intrusion by the Government upon
the privacy of the individual, whatever the means employed, must be deemed a violation of the Fourth Amendment.”
(TAFT, 1927).

4 «[...] In a society whose ‘whole constitutional heritage rebels at the thought of giving government the power to

control men’s own minds,’ the governing institutions, and especially the courts, must not only reject direct attempts
to exercise forbidden domination over mental processes; they must strictly examine as well oblique intrusions likely
to produce or designed to produce, the same result (Tribe, 1968, p. 889).
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In this context, Setra and Mills (2022) recall that the degrees of sensitivity and
accessibility to freedom are often illustrated by the metaphor of doors available for us
to open and enter. In the technological landscape, technology and algorithms continu-
ously rearrange these “doors” we encounter in virtual life, intentionally manipulating
information—and, consequently, the available options for choice-thus shaping indi-
vidual behavior. This dynamic exacerbates informational asymmetry by processing
an enormous amount of individual data, allowing platforms to construct precisely the
“doors” they desire us to open.

By shaping our virtual behavior and segmenting our field of action, the combi-
nation of informational selectivity and artificial intelligence leads to the development
of inadequate decision-making processes. These processes impair freedom by deter-
mining which possibilities and opportunities align with the minimum that each indi-
vidual would like to achieve (Sen, 2000). The ability to act persists but only within
the framework of choices pre-determined by the platform.

Returning to the question of neurotechnology, we see that the consequences
for cognitive freedom are even more disruptive. This is because these consequences
unfold in two levels of understanding, based on the notions of sensitivity and accessi-
bility to opportunities for action and results. These understandings are fundamentally
rooted in Kant’s second imperative (Kant, 2007), i.e., the purpose the neurotechno-
logical tool assigns to the brain and the human subject: whether it is an end or merely
a means to achieve other objectives, even subliminally.

The first level of understanding of cognitive freedom in the neurotechnological
context pertains to the promising benefits that neurotechnology has already brought
and will undoubtedly continue to bring to humanity. This clearly positions the human
subject as an end in themselves.

In this conception, the freedom of individuals is not only protected but is also
truly redefined. It takes on such a broad meaning that it transcends the impulse for
cognitive freedom and reaches the actual realization of human dignity. Neurotech-
nology here effectively serves as a means to ensure accessibility to opportunities for
actions and results, as determined by the individual themselves.

However, neurotechnology - particularly brain-computer interfaces (BCIs) -
while enabling cognitive freedom and advancing human dignity, also holds the po-
tential to manipulate, alter, emulate, and even “hack” individual actions (UNESCO,
2023).

This brings us to the second level of understanding of cognitive freedom in the
neurotechnological context. Here, neurotechnology directly interferes with the spec-
trum of human action, positioning the individual not as an end in themselves but as a
means to achieve other tasks and goals through compromised actions.

It is precisely within this level of understanding that we can observe the abuse
of economic power.

The dissemination of neurotechnology use can, as we shall see, enable eco-
nomic agents to develop new and previously unimaginable ways of manipulating, in-
ducing, and stimulating economic actions in other actors within the economic chain.
These actions would likely not occur if there were sufficient information about the
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potential of a given neurotechnology available for commercial sale or greater clarifi-
cation about its impact on decision-making processes.

In this regard, Yuste et al. point out that the integration of neurotechnology
into human beings can provoke involuntary behaviors or behaviors unknown even to
the individuals themselves. They further caution that if multiple people can control
neurotechnological devices through thought or if several brains are connected for col-
laborative work, our understanding of who we are and what we are truly doing may
become severely compromised (Yuste, 2017).

With respect to aspects related to the sense of agency, particularly the notion of
control, Steinert et al. note that machine learning tools integrated into neurotechnol-
ogy are capable, at a certain stage of learning, of inferring, predicting, and acting on
the user’s intention. This is done by analyzing previous mental commands, enabling
the neurotechnological device to independently initiate new commands without prior
conscious human action (Steinert, 2019).

Today, anyone can acquire peripheral devices equipped with electroencepha-
logram (EEG) technology. Despite their evident limitations in accessing the brain’s
imagistic content, these devices can record and store electrical brain activity, convert-
ing it into computational data.

In fact, the electroencephalogram (EEG) is a type of neurotechnology capa-
ble of capturing and recording raw brain data - slow waves (delta), medium waves
(theta), and the three layers of high waves (alpha, beta, and gamma, the highest) - as
well as the electrical signals from nearby muscles and ambient noise. These data are
processed using artificial intelligence and filtered to extract relevant information,
which is then returned to the individual (Farahany, 2023, p. 23) in the form of use-
ful data-such as physical performance, sleep quality, emotional state, etc.-becoming
increasingly common with the phenomenon of the “quantified self” (Farahany, 2023,
p.23).

Once captured and stored, raw data remain accessible and can be reanalyzed at
any time to extract further information (Farahany, 2023, p. 23) and connect them to
other non-neural data. By inference (Ienca; Malgieri, 2022), this enables even more
insights into the individual.

It is worth noting that most personal-use peripheral devices equipped with neu-
rotechnology currently available in the consumer market are, in some way, part of a
broader technological ecosystem developed by the same manufacturer. These devices
are invariably configured to electronically associate them precisely with a specific
user. Consequently, the information processed by the neurotechnological device also
feeds into and is influenced by other data, applications, records, and information
within this broader technological set, ranging from phone data to health insurance
records, bank accounts, and social media profiles.

This means that all our habits and routines can be monitored at the neural level
to contribute to a comprehensive and unified record of information about us. Aside
from privacy concerns, it is clear this unique circumstance ensures that the data pro-
vided by portable neurotechnological devices are almost never neutral. Instead, they
are filtered through a myriad of information about our personality, which we continu-
ously make available.
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Thus, without formal acknowledgment, our behaviors begin to be conditioned
by the logic of informational selectivity calibrated through algorithmic activity,
which now incorporates data from the most critical element of human beings: brain
activity.

The use of neurotechnology that positions the human subject as a mere host of
computerized mechanical action directly impacts self-determination over our brains.
This leads to consequences for sensitivity and accessibility to opportunities for action
and behavior, resulting in the partial or total loss of freedom and agency.

Accessing brain activity via neurotechnology is thus provoking a profound rein-
terpretation of the concept of freedom. Freedom is no longer confined to exogenous
factors external to the human subject but now encompasses, above all, mental pro-
cesses. It becomes a genuine prerequisite for all other forms of human freedom, as
well as other guarantees emerging in the techno-social context.

By perceiving freedom as a process of sensitivity and accessibility to alterna-
tives for action and results - and as both a means and an end to achieve development
with direct implications for the real opportunities afforded to people - cognitive free-
dom assumes critical importance. It is from cognitive freedom that all possibilities
for human action emanate.

Without cognitive freedom, individuals enter life and economic relationships
under conditions of inequality, manifesting a new form of abuse of economic power
within a neurotechnological society.

3. Mental privacy

Beyond issues related to cognitive freedom, the manifestation of abuse of eco-
nomic power in the neurotechnology era also invites us to reconsider the concept of
privacy.

In his in-depth analysis of the phenomenon of privacy, Daniel J. Solove pres-
ents it as something culturally and historically contingent - that is, privacy varies
according to time and culture (Solove, 2018). According to Solove, concerns about
privacy arise from social intrusion, and thus its analysis should focus on the problems
that create the desire for privacy, as well as the risks and harms such problems cause
to society. Privacy concerns and protections do not exist in isolation (Solove, 2018).
It is worth noting that the risk- and harm-based approach to privacy - at least in the
context of artificial intelligence - is present in the European Union’s Artificial Intelli-
gence Act, approved in 2024 (European Parliament, 2019-2024). This act establishes
three risk categories: limited risks, high risks, and unacceptable risks, with the latter
being banned outright.

By focusing on the social problems that give rise to the need for privacy protec-
tion and the risks and harms they bring, we find that privacy should not be reduced to
an individualistic understanding. Rather, privacy is a social and plural value capable
of shaping our communities and producing profound effects on the structure of power
and freedom (Solove, 2018).

Privacy thus promotes respect for individual personality and the ability to decide
which aspects of one’s life to share with others. Moreover, privacy aids in building
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social trust, fostering control over one’s life, and guaranteeing freedom of expres-
sion, which extends to ensuring broader social and political life (Solove, 2018). As
Richard Neils eloquently states, privacy safeguards our identity and humanity, en-
sures our freedom and citizenship, and provides protections that allow us to trust oth-
ers, thus enabling the construction of a better future (Richards, 2022).

One of the primary functions of modern technologies’ design is communica-
tion: the transmission of messages and signals to those interacting with them. This
function helps define our relationships and informs risk assessment and trust when
dealing with others or with the technology itself (Hartzog, 2018). As a form of com-
munication, technological design mirrors the structure of power, as previously dis-
cussed —facilitating the transfer of preselected actions to the end recipient. Design
also shapes the digital economy by optimizing human tasks and calibrating the flow
of information.

In this context, privacy —as an instrument to limit power —is naturally impacted
by this dynamic. The informational flow, combined with the convenience technology
offers in daily activities, affects individual perceptions of what privacy truly means
(Muhl; Adorno 2023).

In a recent and masterful work analyzing privacy in the artificial intelligence
environment, Solove highlights that data scraping—the extraction of data from one
virtual location to another —is one of the most common practices in the technological
space. He cites examples of companies extracting billions of photos from social me-
dia and other virtual profiles to feed large information repositories for facial recogni-
tion and photographic biometrics (Solove, 2024).

Solove argues that data scraping violates numerous privacy principles and stan-
dards. Individuals’ data are appropriated by third parties without notification of the
practice, consent or veto by the data owner, a clear and limited purpose, or data
minimization. Consequently, there is no guarantee that the extracted data will be used
exclusively for a specific purpose Solove, 2024). The extraction process is akin to is-
suing a “blank check,” but without the knowledge of its owner.

This creates technological pathways for acquiring layers of individual informa-
tional data without consent - or even awareness - thus exposing new vulnerabilities
related to human privacy.

Other forms of privacy violations may arise from this data-generation context,
such as the creation of content that emulates human sensory capabilities. Examples
include simulations of human behavior, the invention of harmful or false narratives
about individuals or history, and so-called deep fakes - highly realistic content that
exposes individuals to defamatory scenarios, often of a sexual nature. Privacy viola-
tions in these contexts occur due to the human subject’s unawareness that they are
interacting with an artificial tool, as well as through sensory manipulation derived
from the quality of the content presented, which blurs the boundaries between reality
and fiction (Solove, 2024).

These risks and harms assume new and previously unknown dimensions when
we incorporate neurotechnology into this trajectory of technological development.
This shifts the conversation beyond personal or sensitive data privacy to encompass
mental privacy. This refers to the potential exposure of neural data — data derived
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from the mental processes and activities of a human subject, relating to the brain’s
functioning or structure in an identifiable individual. This data contains unique infor-
mation about a person’s physiology, health, or mental states (OECD, 2022).

Ienca et al. define neural data as information concerning the structure, activity,
and function of the human brain. This includes both direct measurements of brain
structure, activity, or function and indirect measurements of their functional indi-
cators. They further note that neural data are distinguished by their potential to be
combined with non-neural elements — such as voice recordings, smartphone usage,
or pre-existing psychological assessments — to form a set of information that enables
inference and prediction through machine learning tools. Furthermore, they empha-
size that neural data, while digitally storable, are not merely read-only; they are ed-
itable and can even be manipulated or rewritten via neurotechnology, particularly
through electromagnetic stimulation and deep brain stimulation techniques (Ienca et
al. 2022).

Neural data are thus directly linked to an individual’s inner life, including their
feelings, values, memories, identity, and personality. Unlike external information
about human beings—though they may be externalizable —neural data are insepa-
rable from the source that generates them: the individual’s own neural activity (Ienca;
Adorno, 2017).

Moreover, individuals generate a significant portion of neural data unconscious-
ly or without any mental command prompting their generation (Steinert, 2019). This
means that neurotechnology may access information from the subconscious and share
data that would otherwise remain safeguarded within the mental sphere. This can oc-
cur both directly - for instance, through breaches of confidentiality - or by simply
inferring such data via machine learning tools (UNESCO, 2023).

Notably, the Supreme Court of Chile issued a ruling in August 2023 that serves
as the world’s first judicial precedent analyzing privacy from the perspective of neu-
ral data. The court emphasized that technological advancements demand new protec-
tions for this dimension, which was previously confined to strictly medical contexts
but is now accessible —and already being accessed —by individuals (Tercera Sala da
Corte Suprema de Chile, 2023).

In this context, the current concept of privacy and its correlation with the con-
cept of personal data, as enshrined in legislation worldwide, proves inadequate for
addressing the challenges posed by neurotechnology. More than that, it falls short of
the axiological, technical, and cultural contingencies presented by neurotechnologi-
cal tools.

The ethical dilemma in these unprecedented circumstances of probing human
essence revolves around striking a balance between the positive uses that access to
brain privacy can provide for medicine and therapeutic clinics, and its use for less
noble purposes (Farahany, 2022).

The impacts on mental privacy caused by neurotechnology, as with cognitive
freedom, can be understood on two levels, based on the notion of social problems
that give rise to the need for protection. These levels are fundamentally rooted in a
comparison between the principles of solidarity and proportionality.
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Adopting the doctrine of Robert Alexy (2012) and the concept of solidarity pro-
posed by Jiirgen Habermas (2013) — rooted in the construction of the nation-state and
cooperative efforts based on a shared political perspective that transcends individual
and local needs (Van Cleynenbreugel, 2018) —, we understand that the principle of
solidarity can be integrated into the proportionality stage in its strict sense. This prin-
ciple can then be weighed against mental privacy to address the two levels of under-
standing of mental privacy in the neurotechnological context.

As with cognitive freedom, the first level of understanding of mental privacy
in the neurotechnological landscape pertains to values that go beyond individuality.
In this case, it aligns with the notion of solidarity just discussed, as the partial relin-
quishment of mental privacy occurs to establish boundaries and realize the present
and future of a collectively shared life context.

In other words, if we balance mental privacy with solidarity and find that the
partial relinquishment of neural data privacy not only benefits the intersubjectivity
shared by the individual but also benefits the individual themselves - making them
both the subject and recipient of the benefits provided by neurotechnology’s progress
for their dignity and cognitive freedom—we fulfill another vision of Kant’s second
imperative (Kant, 2007). In such circumstances, the individual is preserved as an end
in themselves, with neurotechnology serving merely as an instrument to safeguard
human dignity.

However, the second level of understanding of mental privacy in the neurotech-
nological context involves scenarios where the balance between solidarity and men-
tal privacy reveals a disproportionate outcome. It is precisely in this context that we
can identify the abuse of economic power: neurotechnological tools enable economic
agents to engage in a new form of surveillance—namely, the surveillance of neural
information.

The term “surveillance,” whose original meaning was closely associated with
“watching over” or literally “keeping watch” over someone, now primarily involves
the visibility of data (Lyon, 2022). The data we produce make us visible and facili-
tates learning, intentionality, routine, and control and influence purposes that under-
line surveillance by both government agencies and private actors.

Richards argues that humanity is living in the “age of surveillance,” character-
ized by the creation of detailed records of our lives by the very technologies that have
revolutionized how we live over the past decades (Richards, 2013).

If we live in the age of surveillance, and if this no longer depends on merely
watching someone but instead relies on the visibility of the data we generate, neuro-
technology undoubtedly introduces new and significant avenues for data collection,
exposing mental privacy to unprecedented risks.

In this regard, there are already references to what is called the “age of brain
surveillance” (Farahany, 2023). It is worth noting that the previously mentioned phe-
nomenon of data scraping takes on even more concerning dimensions when applied
to mental privacy.

It is not idle to recall the data we presented at the beginning of this study, ac-
cording to which, as UNESCO (2023) reports, consumers’ emotional responses relat-
ed to personal preferences can already be tracked by neurotechnology devices, such
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as neuroimaging tools. These tools are being used to predict market outcomes, create
digital phenotypes, develop video game tools, and advance neuromarketing, which
involves using neural data for advertising and marketing purposes.

Thus, neurotechnology opens the door for economic agents to begin surveilling
neural information, enabling them to learn intentionally and systematically about in-
dividuals to influence and control their decisions (Lyon, 2007).

We believe that refining the second understanding of mental privacy will in-
evitably be accompanied—at least within the context of Brazilian legislation and
regarding neurotechnological activities by private actors—by the concept of abuse of
economic power, as outlined in Article 173, §4, of the Brazilian Constitution (Brazil,
1988) In these circumstances, economic activity would have exceeded the boundaries
of its originally intended purposes, operating at levels of informational asymmetry
capable of indicating domination not only of markets but also of the economic con-
sumer. In this respect, the violation of mental privacy also infringes upon Kant’s sec-
ond imperative, as human beings, in such circumstances, are reduced to mere means
for achieving the exclusive goals of economic agents.

4. Abuse of economic power in the age of neurotechnology

The advancement of neurotechnology has brought significant benefits, such as
innovative medical solutions and improvements in human well-being. However, the
growing commercial use of these technologies raises substantial concerns regarding
the concentration of economic power and the abuse of this privileged position.

As we have observed, both freedom and privacy take on completely unprec-
edented legal perspectives in light of the commercial consolidation of neurotech-
nology, with social problems that go beyond the scope of this study. For us, what is
important to highlight is the impact of this new techno-social trajectory on the eco-
nomic order, understanding that the concept of abuse of economic power needs, at a
minimum, to undergo hermeneutic reinterpretation.

The decision-making capacity of the human subject is no longer limited to ex-
ogenous influences that can strip them of their freedom of action by relying on infor-
mational flow. Today, we are faced with the real possibility of a true asymmetry of
neuronal information, manifested both by the novel surveillance capabilities granted
by neurotechnology to economic agents and by the direct manipulation of consumer
preferences and decisions, as well as those of other economic actors. In the name of
economic efficiency, this leads to a new form of abuse of corporate dominance.

The fusion of neurotechnology with artificial intelligence allows algorithms to
determine human choices based on neural inferences. These decisions, cloaked in ap-
parent innocence, can — and certainly will — be guided to favor commercial interests,
directly interfering with the sense of agency, as previously discussed. The neutraliza-
tion of options, typical of the abuse of economic power, takes on a new form: it is the
cognitive process itself that becomes the object of manipulation.

Moreover, the concept of economic surveillance becomes particularly relevant
in this unique context, as tools like brain-computer interfaces not only capture data
for immediate use but also create permanent databases that enable continuous track-
ing. This places the human subject in a constant spiral of inference, anticipation, and
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modeling of behaviors and preferences, completely undermining the fundamental
principles of a fair economic order: fair competition and freedom of choice.

Abuse of economic power in the era of neurotechnology is already a reality,
and we find it urgent that its legal framework, even through exegetical mechanisms,
be improved to consider not only freedom of initiative and competition but also, and
most importantly, the cognitive freedom and mental privacy of economic agents.

Conclusion

The substantial changes in the factual context brought about by neurotechnol-
ogy challenge the normative intentionality previously expressed in response to social
circumstances surrounding economic power and point to an apparent insufficiency of
this very normativity.

We do not overlook the fact that the global society - particularly the Brazilian
community - still lacks the concreteness and effectiveness of numerous fundamental
rights already recognized in international and national instruments. The absence of
public policies capable of implementing these rights makes the situation particularly
concerning, especially when considering the idea of freedom as development, which
we have discussed throughout this analysis.

However, we believe that this argument cannot be used as a reason to avoid ad-
dressing the regulatory need for a topic that is becoming increasingly tangible and
sensitive in our reality. Its contours may only become visible when it is no longer
possible to debate its ethical and normative consequences concerning the protection
of the human person and, consequently, the economic agent.

Cognitive freedom and mental privacy emerge as essential pillars to ensure that
scientific advancement does not result in a new form of oppression. In this context,
the manifestation of economic power must be guided by these principles to prevent a
new form of abuse of economic power, characterized not by external circumstances
but by the improper use of the human being’s neural activities themselves.
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Introduction

Neurotechnology is attracting an increasing international attention as it has the
potential to radically change the way cognitive functioning, wellbeing, and behav-
iours are understood (Hanslmayr, 2024). The field’s unprecedented advancement
has sparked considerable enthusiasm and optimism within both scientific and medi-
cal communities, particularly regarding its promising clinical applications that hold
the promise of restoring vital physical functions in individuals living with paralysis,
hearing impairment, or vision loss (UNESCO, 2023). Neurotechnology demonstrates
remarkable potential in addressing and treating a broad spectrum of neurological
diseases, including but not limited to Parkinson’s disease, Alzheimer’s disease, and
various other forms of dementia—devastating conditions that not only inflict pro-
found suffering on patients and their families but also consistently rank among the
leading causes of mortality and disability across the globe (Rao, 2024). The thera-
peutic reach of neurotechnology extends well beyond traditional neurological disor-
ders, offering promising avenues for treating various mental health conditions, most
notably depression—a condition that not only imposes substantial economic burdens
on healthcare systems but can also prove severely debilitating for affected individu-
als, significantly impacting their quality of life and daily functioning (WHI, 2023).
For people with neurological disorders, neurotechnology also promises to enhance
participation in social, political, and legal processes through the restoration of neu-
rological functioning, thus thereby fostering greater inclusivity across society (The
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Neurorights Foundation, 2025). Additionally, in the military sphere, neurotechnol-
ogy applications have expanded to include sophisticated neural prostheses designed
to enhance soldier performance and capabilities, representing a significant advance-
ment in human-machine integration (Ienca; Joterrand, Elge, 2018).

Broadly speaking, neurotechnology functions in three different ways—through
“reading,” “writing,” or both (Kosal; Putney, 2023). Reading technology captures
and interprets the brain’s electrical activity, while writing technology stimulates elec-
trical activity in neurons. Neurotechnology can be further divided into invasive or
non-invasive devices (Kosal; Putney, 2023), where invasive devices require surgical
procedures for intracranial implantation. Non-invasive neurotechnology measures
brain activities through electroencephalography (EEG) or functional magnetic reso-
nance imaging (fMRI). Currently, only non-invasive neurotechnology is available for
commercial use.

While there is no agreed definition on neurotechnology, the OECD defines as
“devices and procedures that are used to access, monitor, investigate, assess, ma-
nipulate, and emulate the structure and function of neural systems.” (OECD, 2025)
UNESCQO’s draft recommendation on the ethics of neurotechnology ethics offers a
broader view, describing it as devices, systems, and procedures —both hardware and
software —that “directly access, monitor, analyze, predict or modulate the nervous
system to understand, influence, restore, or anticipate its structure, activity, func-
tion, or intentions (speech, motor)” (UNESCO, 2023). The UNESCO definition also
encompasses the convergence of these technologies with neuroscience, engineering,
and computing.

One notable application of neurotechnology concerns with brain-machine in-
terference (BMI). Promising therapeutic purposes where individuals affected by
Amyotrophic Lateral Sclerosis (ALS), cerebral palsy, stroke or spinal cord can com-
municate with computers to restore paralysis. Commercial applications of BMI are
on the horizon, and some of these applications are marketed to enhance mental focus,
or for recreational “neurogaming” or as mind-operated smart phones. However, it
should be noted that despite the rapid progress of neurotechnology, it does not pro-
vide accurate result in decoding mental through, where mind-reading or steering re-
main unachievable (UN — Human Rights Council, 2024).

With these promising clinical applications in revolutionize healthcare and tre-
mendous economic potentials, neurotechnology also raises complex ethical, legal,
and societal concerns (UN — Human Rights Council, 2024). These include ques-
tions about brain data privacy and autonomy, how to regulate direct-to-consumer
devices as they merge with artificial intelligence and engineering in an increasingly
digitalized era, which are disrupting traditional regulatory boundaries between clini-
cal and non-clinical settings, between medical therapies and consumer markets. As
neurotechnology advances, how to protect individuals from cognitive manipula-
tion for commercial or political purposes is also drawing attention (OECD, 2025).
Additionally, even after these technologies prove their safety and efficacy through
rigorous testing and clinical trials, their substantial development costs and initially
limited availability could exacerbate existing social inequalities in healthcare access,
risk widening existing social inequalities in access and use to these potentially life-
changing innovations. As neurotechnology pose potential threats to privacy, human
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autonomy and exacerbate inequalities—all with significant consequences for states
and societies, global governance of neurotechnology is attracting a considerable at-
tention at the international level with various international organizations issuing
guidelines and recommendations in attempt to guide and steer global policies on
neurotechnology.

Three key aspects of neurotechnology help explain why neurotechnology in-
creasingly attracts international governance initiatives.

First, neurotechnology create externalities that are not confined to national
borders and whose regulations requires international cooperation. Second, the de-
velopment of neurotechnology is a cross-border process involving transnational ac-
tors—these private actors, multinational technological firms in particular, are shaping
and influencing the types of consumer products available on the markets. Third, as
neuroscience and engineering converge in the digital age, the boundaries between
clinical and non-clinical uses, as well as between medical and consumer applications,
become increasingly blurred. Existing domestic and international regulatory frame-
works grapple to adequately address these emerging challenges which require a com-
mon regulatory to facilitate international commerce of these products.

The global governance of neurotechnology therefore requires concerted efforts
at multiple governance levels, sustained cooperation, shared responsibility and ac-
countabilities across multiple sectors and stakeholders. In the past, states have turned
to international organizations to solve coordination challenge, promote public goods,
or facilitating international commerce. Thus unsurprisingly, the rapid advancement
of neurotechnology have prompted several international governance initiatives to
manage the externalities of neurotechnology, including the United Nations Human
Rights Council, which focuses on human rights implications of neurotechnology (UN
— Human Rights Council, 2025), the United Nations Educational, Scientific and Cul-
ture Organization (UNESCO) is considering adopting a standard-setting normative
instrument on the ethics of neurotechnology (UNESCO, 2024), and the Organization
for Economic Co-operation (OCED) became the first international organization that
have promulgate nine principles to encourage responsible innovations in neurotech-
nology (OECD, 2025).

Governance initiatives extend beyond the international level, with significant
efforts taking place at both regional and country levels parallel to international initia-
tives.

At the regional level, the Organization of American States, the Inter-American
Declaration of Principles Regarding Neuroscience, Neurotechnologies, and Human
Rights (2023) underscores the need to have a clear human rights-based approach.
Similarly, the Council of Europe is considering a strategic action plan on technolo-
gies in biomedicine (UN — Human Rights Council, 2025, par. 57).

Similarly, at country level, in anticipation of potential human rights implications
stemming from neurotechnology, several countries have taken proactive measures.
Chile amended its Constitution to introduce rights to mental privacy and integrity
(UNESCO Courier, 2025). Similarly, Brazil strengthened its national legislation to
enhance the protection of mental data and consent requirements (UN — Human Rights
Council, 2025. France has prohibited any activities related to modifying cerebral ac-
tivities that could pose actual or perceived dangers to human health (UN — Human
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Rights Council, 2025). Spain introduced digital rights through a non-binding charter
(UN — Human Rights Council, 2025), while China adopted specific guidelines on
research ethics for brain-computer interfaces (UN — Human Rights Council, 2025).
The United States has focused on safety, security, and consumer rights (UN — Human
Rights Council, 2025).

It is important to emphasize that despite rapid technological advances, current
neurotechnology capabilities have significant limitations. The state-of-the-art tech-
nology cannot accurately capture, interpret, or visualize human thoughts with any
meaningful precision (UN — Human Rights Council, 2025). Nevertheless, because
neurotechnology represents a potentially transformative development in human-ma-
chine interaction and raises novel questions about cognitive privacy and autonomy,
it has been deemed as a socially disruptive technology. This classification has cata-
lyzed extensive discussions and debates across multiple disciplines regarding its po-
tential benefits—such as medical applications and assistive technologies—as well
as possible risks related to privacy, consent, and human rights (UN — Human Rights
Council, 2025). The anticipatory nature of these discussions reflects both the tech-
nology’s promise and the importance of proactive governance frameworks in today’s
multipolar world.

My goal in this chapter is descriptive and analytic, to highlight how norms frag-
mentation occurs as various international organizations with partially overlapping
mandates introduce guidance documents and principles driven by varying concerns
and interests. In so doing, the paper addresses the current critical gap in the literature.
Additionally, I propose solutions for enhancing institutional coherence in neurotech-
nology governance and highlight the potential norm fragmentation in the global neu-
rotechnology landscape as part of a future research agenda.

The chapter proceeds as follows. Part I begins with an examination of the global
landscape of neurotechnology governance, exploring the various regulatory frame-
works and policy approaches that have emerged across different jurisdictions. Part 11
delves into an analysis of the key international organizations that play crucial roles in
shaping neurotechnology governance, with particular attention to their overlapping
mandates and spheres of influence in this rapidly evolving field. Part III then exam-
ines the implications and potential risks of norm fragmentation in the governance
landscape, highlighting specific challenges that arise from uncoordinated regulatory
approaches. Part IV presents potential solutions and strategies for addressing these
governance challenges and identifies a potential international organization to act as
the coordinating agency at the international level. Finally, Part V synthesizes the key
findings and insights from the previous sections to offer concluding reflections on the
future of neurotechnology governance at the global level.

1. Neurotechnology and the Multiplicity
of International Organizations Responses

As neurotechnology continues its rapid advancement, the landscape of global
governance is evolving into an intricate and multifaceted network of laws, regulations,
rules, and guidelines that spans jurisdictions and regulatory domains. This increas-
ing complexity arises from the diverse nature of neurotechnology applications, each
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falling under different legal and regulatory frameworks that have been established in
time with specific purposes, operational rules, and distinct membership structures.
The resulting governance architecture necessarily takes on a decentralized character,
functioning across multiple jurisdictional layers with various regulatory frameworks
that are tailored to address the particular applications and use cases of different neu-
rotechnology innovations (O’Shaughnessy, 2023). In this complex ecosystem, both
state and non-state actors bear significant responsibilities for ensuring compliance
with established standards and regulations, with non-state actors—including trans-
national commercial actors, research institutions, and civil society organizations —
emerging as particularly influential forces in developing and implementing global
standards and best practices that shape the future of neurotechnology governance.

This decentralized governance structure mirrors the fundamental anarchic
nature of international law, characterized by the notable absence of a centralized
legal authority with comprehensive enforcement powers. Within the dynamic and
rapidly evolving field of neurotechnology, this fragmentation becomes particularly
pronounced and consequential —no single international organization possesses the
comprehensive oversight authority necessary to govern and monitor the technology’s
increasingly diverse applications and far-reaching implications. Instead, the complex
governance landscape means the authorities to govern is distributed across multiple
specialized bodies, each tasked with overseeing distinct yet interconnected aspects of
neurotechnology regulation: the UN Human Rights Council addresses critical human
rights implications and potential violations, UNESCO actively promotes ethical sci-
entific advancement with neurotechnology, the Organisation for Economic Co-oper-
ation and Development (OECD) facilitates free market development and responsible
innovation, and the World Health Organization (WHO) is tasked with the harmoniza-
tion of therapeutic and clinical applications to ensure safety and efficacy.

The growing international attention to neurotechnology’s societal implications
has also catalyzed a diverse array of voices, each driven by distinct concerns. These
include calls for treaties, advocacy for the creation of “neurorights,” (The Neurorights
Foundation, 2025) the reinterpretation of existing human rights to address emerg-
ing concerns (The Neurorights Foundation, 2025, and the establishment of general
principles for responsible innovation at the international level (OECD, 2025). The
following section will describe the respective roles and mandates of pertinent inter-
national organizations involved in neurotechnology.

These governance initiatives and various legislative proposals—while welcom-
ing—inevitably creates a multifaceted regulatory environment where neurotechnol-
ogy encounters varying standards and guidelines, which differ substantially based on
its specific implementation context and intended purpose, while also needing to align
with existing domestic regulations and legal frameworks. While this decentralized
governance structure offers valuable advantages in terms of specialized expertise and
adaptive flexibility to address emerging challenges, it simultaneously presents signif-
icant barriers to achieving coherent international standards and implementing well-
coordinated approaches across the various domains of neurotechnology development
and deployment, potentially leading to regulatory gaps and inconsistencies.

The ensuing part describes the three key institutions in influencing global neu-
rotechnology policies.
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1.1. United Nations and the human rights council

At the international level, the United Nations system has emerged from the
ashes of World War II as the preeminent international organization for States, notable
for its universal state membership and global reach. The UN’s fundamental purpose
was to facilitate international cooperation through legal commitments—instead of
power and politics—and foster peaceful relations among nations (Slaughter, 1994).
The UN system operates on several core principles that underpin international rela-
tions: sovereign equality, ensuring all member states have equal standing regardless
of size or power; sovereign autonomy, protected through self-determination and non-
intervention in domestic affairs; and an universal commitments to the international
rule of law, where disputes are resolved through agreed rules and processes rather
than political resolution of dispute (Slaughter, 1994).

Within the UN system, the UN Human Rights Council is the main intergovern-
mental body responsible for strengthening and protecting human rights, addressing
violations, and making recommendations to safeguard human rights worldwide. Es-
tablished in 2006 by the General Assembly, the Council consists of 47 Member States
and works through international forums with UN officials, mandated experts (special
rapporteurs), states, and civil society. The Human Rights Council adopts resolutions
and decisions that express the international community’s will, serving as a strong
political signal for states to remedy human rights violations (UN — HRC, 2025). In
October 2022, the Human Rights Council adopted a Resolution on neurotechnology
and human rights (UN - Human Rights Council, 2022b). The Resolution notes the
potential benefits and threats to human rights, while acknowledging that the impacts,
opportunities, and challenges of neurotechnology are not fully understood, and em-
phasizing the need to analyze the human rights implications in a “coherent, holistic,
inclusive and comprehensive manner” (UN - Human Rights Council, 2022b). As a
result, the Council requested its Advisory Committee —which serves as the Council’s
“think tank” and comprises members selected from member states to advise on the-
matic human rights issues —to prepare a report on neurotechnology’s impacts on hu-
man rights for presentation at the Council’s fifty-seventh session.

The Advisory Committee report notes that neurotechnology’s rapid growth is
shifting toward the direct-to-consumer market—a largely unregulated sector marked
by swift expansion. Some countries lack the necessary technical expertise, capac-
ity, and adequate oversight bodies and regulations. The Advisory Committee cau-
tions that commercial actors may exploit these gaps, prioritizing profits over ethical
and human rights considerations (UN - Human Rights Council, 2022a, par. 15).
Further concern relates to the risk-benefit assessment for direct consumer products
that aims to provide “cognitive enhancement” of healthy person, which differ sig-
nificantly from assessments for medical use. Accordingly, the Advisory Committee
underscores that anticipation is key as part of preparedness to ensure human rights
violations do not occur because of actions and misuses. Any framework governing
neurotechnology must be flexible enough to provide rapid responses that safeguard
human dignity, freedom of thought, privacy, personal integrity, and health (UN - Hu-
man Rights Council, 2022a, par. 15). The Advisory Committee therefore underscores
the principle of precaution should govern policymaking on neurotechnology (UN -
Human Rights Council, 2022a, par. 54).
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With various international, regional and countries initiatives emerging, the Ad-
visory Committee therefore cautions that without a minimal level of consistency and
coordination amongst the varying approaches, fragmentation of norms is likely. Fur-
ther, the Advisory Committee is of opinion that “states cannot be left to respond
alone to problems as they arise; they may need support as expertise and adequate
institutional capacities are lacking” (UN - Human Rights Council, 2022a, par. 60).

The Advisory Committee believes that articulating a human rights framework
can help mainstreaming a human rights approach could create cohesion among
national responses, guide national and international human rights bodies, provide
guidance to public authorities and a tool for the private sector through a soft-law
instrument where the Human Rights Council should take the lead in cooperation
with the Office of the United Nations High Commissioner for Human Rights. The
Advisory Committee is of view that a set of guiding principles on the application of
the human rights framework to neurotechnology should be developed (UN - Human
Rights Council, 2022a, par. 60).

In sum, the UN Human Rights Council’s approach towards neurotechnology
can be characterized as a precautionary and anticipatory one, driven by concerns that
its development will outpace regulators’ and human rights bodies’ ability to under-
stand and address its impacts in a timely manner.

1.2. The United Nations Educational,
Scientific and Cultural Organization

Established in 1945, UNESCO has the primary constitutional task of promot-
ing collaboration among nations in education, science, and culture. The Organiza-
tion, whose key responsibility is to contribute to peace and security through global
collaboration in the areas within its competence, has 194 member states and 12 As-
sociate Members (UNESCO, 2025). It is one of the largest specialized agencies in
the United Nations (UN) and the sole UN agency mandated for human and social
science (Langlois, 2017). UNESCO’s Constitution provides the Organization with a
broad mandate that across three fields—education, science, and culture —this means
that the remit of the Organization can overlap with other UN agencies as no other
UN specialized agency enjoys such a broad mandate (Romano; Boggio, 2014). Es-
tablished in the aftermath of World War II, founders of the Organization held a firm
belief in education, science, and culture as a foundational driver for peace. This belief
is reflected in the purpose of the Organization. Article I, paragraph 1 provides that
UNESCO is “to contribute to peace and security by promoting collaboration among
the nations through education, science, and culture in order to further universal re-
spect for human rights and fundamental freedoms” (UNESCO, 1945). The Organiza-
tion has an active record of promoting science and human rights within UNESCO’s
competence, running operational activities since 1948.

To fulfill its institutional mission, UNESCO’s founders granted the Organiza-
tion legal authority to adopt conventions and recommendations under Article IV,
Paragraph 4 of its Constitution. With universal membership, UNESCO plays an in-
fluential and active role in bioethics. The Organization has established various bio-
ethical standards, including the Universal Declaration on the Human Genome and
Human Rights, the International Declaration on Human Genetic Data, the Universal
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Declaration on Bioethics and Human Rights, and guidelines on Al. A new recom-
mendation on neurotechnology is set for potential adoptation later this year (UNES-
CO, 2023). With its universal membership, the recommendation on the ethics of
neurotechnology could potentially become influential and steer policy directions on
neurotechnology.

1.3. Organization for Economic Cooperation and Development

Established in 1961, the Organization for Economic Cooperation and Develop-
ment (OECD) consists of 38 member countries where the organization is focused on
promoting economic growth, prosperity, and sustainable development. It succeeded
the Organization for European Economic Cooperation, which was created to imple-
ment the Marshall Plan after World War II. The OECD operates through diplomatic
means where nearly 169 of its recommendations are adopted by consensus, func-
tion as normative framework for a larger array of policies (Winickoff, 2021). OECD
serves as a hub for data and analysis, facilitates evidence-based policymaking, and
sets international standards. Despite its relatively small membership, these member
countries account for three-fifths of the world’s total GDP while representing only
18% of the global population (Winickoff, 2021). The OECD wields substantial eco-
nomic influence through its member countries’ voluntary adoption of its recommen-
dations.

OCED defines its recommendations as “not legally binding but practice accords
them great moral force as representing the political will of Adherents. There is an ex-
pectation that Adherents will do their utmost to fully implement a Recommendation”
(OECD, 2025) Soft law carries significant weight within the OECD and represents
a strong political commitment by member countries—so much so that some of the
organization’s most influential standards are not legally binding. For example, the
Polluter Pays Principle first appeared internationally in an OECD Recommendation
on Guiding Principles concerning International Economic Aspects of Environmental
Policies, twenty years before its inclusion in the Rio Declaration on Environment and
Development (Bonucci, 2011). Similarly, the OECD’s development on the recom-
mendation of the Council of Artificial Intelligence has shaped the G7 Agenda on Al
and helped create an Al Policy Observatory (Winickoff, 2021).

For the governance of neurotechnology, the OCED takes a “responsible innova-
tions” approach (Kosal; Putney, 2023) which seeks to address the “Collingridge Di-
lemma” —regulating to early could stifle innovation while delaying regulation until
the technology is widely adopted could allow problematic practices to become deeply
embedded in society. This approach emphasizes proactive governance through three
key strategies: anticipating potential challenges and risks before they materialize,
actively steering development toward optimal societal outcomes, and ensuring mean-
ingful inclusion of diverse stakeholders throughout the innovation process. Unlike
the Advisory Committee stance on commercial actors, the OCED responsible in-
novations approach advocates for co-creation of norms between industry and indi-
viduals. While the Advisory Committee underscores the principle of precaution, the
OCED recommendation encourages regulatory experimentation in the form of test-
beds, sand boxes, new technology assessment methods and foresight strategies (Ko-
sal; Putney, 2023).
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2. Fragmentation

Neurotechnology encompasses a diverse range of applications that intersect
with numerous international regulatory frameworks, including but not limited to
trade regulations, military protocols, human rights laws, and research ethics guide-
lines. The landscape of stakeholders engaged in its global governance is remarkably
extensive, encompassing public and private research institutions, military organiza-
tions, insurance providers, clinical regulatory authorities, and consumer protection
bodies, each bringing distinct perspectives and requirements to the governance dia-
logue. Given the intricate nature of these overlapping jurisdictions and interests, it
becomes evident that the global governance of neurotechnology cannot be effectively
contained or managed within the confines of any single institutional framework or
regulatory regime. Rather, it necessitates coordination among multiple actors, regula-
tory processes, and institutions, each operating with its own distinct set of interests,
strategic objectives, and foundational values.

This multiplicity of governance arrangements has given rise to an increasingly
sophisticated global ecosystem on neurotechnology, creating potential fragmentation
of norms. Fragmentation of international law refers to both the process and outcome
of multiple institutions with overlapping mandates operating in a non-hierarchical le-
gal order (Kreuder-Sonnen; Ziirn, 2020). This fragmentation is beginning to manifest
in the field of neurotechnology, where various applications fall under different in-
ternational regimes with interrelated jurisdictions. When international organizations
have overlapping mandates, it can create normative and institutional conflicts—a
phenomenon first analyzed in Professor Koskenniemi’s influential work on institu-
tional politics at the international level (Koskenniemi, 2006).

As noted above, three key institutions have begun addressing emerging neu-
rotechnology challenges, each with distinct objectives: the OECD promotes market
efficiency and responsible innovations, UNESCO facilitates ethical scientific de-
velopment, and UN human rights bodies safeguard fundamental rights. While the
mandates of these organizations differ considerably, they face two major common
governance challenges: their recommendations lack enforcement mechanisms and
serve only as guidance, and early indicators suggest fragmented international rules
may emerge. Second, the OECD, UNESCO, and UN human rights bodies have his-
torically operated in isolation, making it likely that neurotechnology governance will
develop without coordinated policy responses or a coherent approach. This siloed ap-
proach is at risk of creating disconnected responses—and when multiple conflicting
rules exist, it effectively means no rules exist at all. This piecemeal pattern extends to
regional and national levels, where the Human Rights Council Advisory Committee
on neurotechnology has noted that uneven responses could create inconsistent hu-
man rights protections (UN — Human Rights Council, 2024). The Committee warns
that without proper consistency and coordination amongst governance efforts, these
isolated responses will be inadequate to tackle the social, ethical and human rights
concerns arising from neurotechnology.

Fragmentation occurs along two dimensions: substantive norms and interna-
tional authority to govern. Substantive norms, which include sources of international
law, encompass both hard and soft law. While no binding treaty currently governs
neurotechnology specifically, various soft law instruments — guidelines, recommen-
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dations, and opinions—are emerging and shaping the governance landscape. Multi-
ple international organizations with overlapping mandates are involved in governing
neurotechnology, varying by the specific application and deployment of the technol-
ogy. Since there is no centralized authority in the international system, the authority
to govern—or the distribution of power—is shared (often unequally) among numer-
ous international institutions that produce, interpret, and apply these norms according
to their established mandates.

This multiplicity of governance arrangements has given rise to an increasingly
sophisticated and interconnected global ecosystem that continues to evolve as neu-
rotechnology advances. However, this complexity can extend far beyond the mere
potential for normative conflicts and institutional competition between regulatory
bodies. The partial overlap in mandates among these various organizations involved
in neurotechnology governance could result in substantial practical challenges that
affect the field’s development and oversight.

These challenges can manifest in two ways: first, when multiple organizations
independently pursue similar initiatives, it might result in duplication of resourc-
es; second, through the creation of redundant and sometimes conflicting regulatory
frameworks that create confusion for stakeholders. These overlapping jurisdictions
and competing priorities can significantly impede the development of coherent glob-
al oversight mechanisms, potentially creating governance blind spots. The resulting
fragmentation not only complicates compliance for organizations operating across
multiple jurisdictions but also poses risks to the consistent application of ethical
standards and safety protocols in various neurotechnology development and deploy-
ment.

Additionally, soft law instruments that lack robust enforcement mechanisms
face significant challenges in achieving their intended impact. Commercial entities,
driven by market pressures and profit motives, frequently default to implementing
only the minimum required standards, rather than striving to meet higher, yet reason-
ably achievable benchmarks that would better serve the public interest. This tendency
toward minimal compliance undermines the effectiveness of voluntary guidelines and
recommendations. Furthermore, the proliferation of overlapping and sometimes con-
tradictory regulatory frameworks creates a particularly problematic scenario - when
multiple conflicting rules exist simultaneously, the practical result is often paralysis,
where the abundance of competing standards effectively nullifies their collective au-
thority and renders meaningful compliance virtually impossible.

Moreover, the diversity and complexity of regulatory frameworks applicable
to neurotechnology could create numerous opportunities for strategic “forum shop-
ping,” where both governmental bodies and commercial entities may selectively
choose policies, standards, and jurisdictions that align with their interests and ob-
jectives, rather than prioritizing broader public welfare and societal benefits. This
practice becomes especially concerning when multiple institutions possess overlap-
ping jurisdictional mandates and maintain competing or inconsistent standards. Such
regulatory fragmentation can have far-reaching consequences, potentially undermin-
ing the credibility, effectiveness, and overall authority of all institutions involved in
the governance framework. The resulting regulatory uncertainty may not only com-
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plicate compliance efforts but also create gaps in oversight that could compromise
ethical, human rights and regulatory considerations.

2.1. Fragmentation as part of international legal system

On the other hand, the fragmented nature of global neurotechnology governance
appears inevitable, given both the technology’s inherent complexity and the decen-
tralized nature of the international legal system. This fragmentation largely stems
from neurotechnology’s applications crossing multiple regulatory domains—trade,
military, human rights, and health. The field’s diverse stakeholders reflect this plural-
ity, ranging from research organizations and military forces to insurance companies
and regulatory bodies that oversee both clinical and consumer applications. Given
this complexity, neurotechnology’s global governance cannot be effectively man-
aged through a single institution or regulatory regime.

Thus, fragmentation of norms in the global governance of neurotechnology
is arguably inevitable since no single centralized authority can coordinate and en-
force international norms uniformly across different domains and jurisdictions. As
the world has grown in complexity and evolved from monopolar into a multipolar
system, the traditional global legal order has evolved from a hegemonic structure to
a more diverse pluralistic framework. This transformation has created a multiplicity
of legal frameworks, regulatory bodies, and decision-making centres, resulting in a
more nuanced but challenging environment for international governance and coop-
eration.

While fragmentation might be an inevitable consequence of different and di-
verse neurotechnology applications, coherence of norms amongst the relevant regu-
latory regime might remain desirable. Coherence creates predictability and brings
equality to international legal system, as it demands that like cases to be treated alike,
as argued by theorist Niklas Luhmann (1997). While fragmentation is inevitable,
global governance of neurotechnology demands coordination among multiple actors,
processes, and institutions—each with distinct interests, agendas, and values.

Additionally, as neurotechnology continues to advance at a rapid pace, the reg-
ulatory capability to thoroughly evaluate and assess clinical applications has become
not only essential for ensuring patient safety and therapeutic efficacy, but also stra-
tegically advantageous for securing market access and commercial viability. These
regulatory capabilities and institutional frameworks exhibit considerable variation
across different regions and jurisdictions worldwide—while some states have de-
veloped robust infrastructure, accumulated substantial resources, and cultivated the
necessary technical expertise to effectively address emerging regulatory challenges,
others face significant constraints in terms of institutional capacity, technical knowl-
edge, and regulatory experience, necessitating additional support, targeted capacity
building initiatives, and international cooperation to develop their regulatory frame-
works.

While global concerted efforts toward neurotechnology governance would be
ideal for market efficiency and unified human rights protection, two fundamental
factors suggest that pluralistic approaches at the national level are more likely. First,
sovereignty —the locus of decision-making about neurotechnology remains with in-
dividual states. Second, states vary greatly in their capabilities—while some possess
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the resources and technical expertise to address regulatory challenges, others require
additional institutional support and capacity building (UN — Human Rights Council,
2024, par. 60).! These disparities in regulatory capability and resources indicate that
imposing unified standards could for create disproportionate burdens for countries
that currently lack the necessary technical resources, regulatory frameworks, and
specialized expertise required to effectively govern neurotechnology development
and implementation.

Accordingly, this fragmentation might not necessarily be a bad thing, instead,
it can serve as a catalyst for creating a more dynamic, responsible and inclusive plu-
ralistic global legal structure. A pluralistic legal order might be desirable as it might
better accommodate diversity of views and values. Additionally, institutional com-
petitions might spur international organizations to be more agile and anticipatory of
negative externalities that stem from neuroethologies. While the guidelines, reports
and the potential UNESCO recommendations are all soft law in nature — which mean
they are not legally binding—this flexibility enable countries to tailor these recom-
mendations from international organizations according to their specific country needs
and contexts.

Moreover, fragmentation of norms is not isolated to neurotechnology. In fact,
fragmentation is commonly observed in the international legal system, where the
phenomenon has become the norms, rather than the exception. One prime example
is the global governance of artificial intelligence, where multiple rules co-exist with
various of soft law from constellation of international organizations (Tallberg; Er-
man; Furendal; Geith; Klamberg; Lundgren, 2023). These soft law instruments also
co-exist with regional governance efforts such as the EU Al Act.

3. Managing fragmentation — towards coherence of norms

As neurotechnology blurs traditional regulatory boundaries, governance au-
thority has become increasingly fragmented among international organizations with
overlapping mandates and interrelated interests. While such fragmentation is com-
mon across sectors, early indicators suggest that neurotechnology’s global gover-
nance may mirror Al governance’s decentralized nature. However, unlike Al, where
norms have evolved alongside the technology itself, neurotechnology as a field re-
mains at an early stage, making it difficult to assess how emerging international
norms will shape the development of neurotechnology. However, since fragmenta-
tion of international law is the norm rather than the exception, the question is how
to manage fragmentation amongst the multiplicity of institutions and mitigate the po-
tential competing or conflicting of norms thus become the central question.

The coordination of norms among international institutions in the neurotech-
nology space can be achieved through two primary approaches: either through the
establishment of a centralized regulatory agency or through enhanced cooperation
and coordination between existing relevant agencies. While the current state of inter-

1«60, Without a minimum degree of consistency and coordination among such approaches, isolated and fragmented
responses are insufficient. Given the particularities of the neurotechnologies industry, ensuring similar levels of pro-
tection and coherence in implementation is key. States cannot be left to respond alone to problems as they arise; they
may need support as expertise and adequate institutional capacities are lacking”.
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national relations and the complex nature of global governance make the creation of
a centralized agency for neurotechnology particularly challenging, the strengthening
of cooperation among key institutional agencies emerges as a more pragmatic and
achievable solution. The climate governance regime provides an instructive exam-
ple of successful multi-institutional coordination, where governance responsibilities
are effectively distributed among various UN agencies and actions are implemented
through a polycentric order utilizing multilevel approaches that engage stakeholders
at global, regional, and national levels.

In the current landscape, the UN Human Rights Council, UNESCO, and the
OECD serve as primary norm-generating sites for neurotechnology governance,
functioning as constituent elements within what can be characterized as a “weak
regime complex” (Roberts; Hine; Taddeo; Floridi, 2024) - a network of loosely con-
nected institutions operating within a pluralistic governance structure. The transition
from this weak regime complex to a more robust and effective governance frame-
work would necessitate several key developments: significantly enhanced institu-
tional cooperation, the establishment of formal partnerships, and the implementation
of clear conflict resolution mechanisms to address potential jurisdictional overlaps
and policy conflicts.

Moreover, achieving improved policy coordination requires a substantial en-
hancement in democratic legitimacy across these three institutions, particularly in
their approach to neurotechnology governance. This necessitates creating meaning-
ful opportunities for diverse stakeholder input on critical neurotechnology issues and
policy decisions. Such democratization would involve systematically broadening
participation to include representatives from patient advocacy groups, industry stake-
holders, research institutions, and civil society organizations, while simultaneously
working to identify and align common institutional objectives and governance priori-
ties. Given its substantial economic influence and established track record in facili-
tating international cooperation on complex technological issues, the OECD appears
particularly well-positioned to take a leadership role in coordinating these collabora-
tive efforts and fostering more cohesive global governance of neurotechnology.

However, the OECD’s limited membership base presents a significant challenge
that could potentially undermine its political legitimacy as a coordinating agency in
the global context. Nonetheless, as shown in the climate regime, changes and ce-
menting institutional partnerships are incremental processes. The OECD as an expert
body could leverage its technical role in support of other international institutions and
inform global neurotechnology policies by disseminating research and policy ideas,
developing s indicators to measure country-level preparedness for addressing neuro-
technology’s ethical, social and regulatory impacts, and the establishing a dedicated
neurotechnology policy observatory to monitor global developments in neurotech-
nology and facilitate knowledge sharing across jurisdictions.

Conclusion

Neurotechnology demonstrates remarkable potential for advancing human ca-
pabilities and medical treatments, but its development and implementation necessi-
tate thorough consideration of human rights implications and ethical boundaries. This
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technological frontier requires ongoing, in-depth dialogue among diverse stakehold-
ers, including researchers, funders, policymakers, transnational companies, lawyers,
legal scholars, clinicians, patient groups, ethicists, and affected communities. To ef-
fectively address evidence-based concerns and potential risks, meaningful participa-
tion from all relevant parties must be sustained throughout the development process,
ensuring that both scientific progress and human rights protections advance in tan-
dem. International organizations play crucial roles in developing norms that govern
neurotechnology. However, with multiple organizations driven by diverse mandates
and values, fragmentation of norms is likely. This fragmentation could produce nor-
mative conflicts, create regulatory confusion, as well as resource duplication. Yet, as
demonstrated in this chapter, coherence can be achieved through coordinated interna-
tional efforts, with the OECD well-positioned to take on this coordination role.
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“Neurotechnology collects intimate personal information that people are often
not aware of, including emotions and complex behaviour. The consequences
could be dire if these technologies are developed or deployed inappropriately.”
Stephen Almond (2023) Executive Director of Regulatory Risk - ICO/UK.

Introduction

This research aims to verify how, in practice, the application of the United Na-
tions Guiding Principles on Business and Human Rights (UNGPs) by technology
companies is occurring, particularly by investigating the Human Rights Due Dili-
gence (HRDD) mechanisms used to ensure respect for human rights in the employ-
ment of emerging technologies such as neurotechnologies and Al.

In this regard, it aims to identify due diligence mechanisms of potential use by
technology companies to mitigate risks and prioritize human rights in practice, as de-
fined in national and international human rights protection documents, while noting
the still prevailing regulatory legislative vacuum on the topic.

The work takes into account that Al systems intersecting with neurotechnologies
should be seen as “sociotechnical systems” or “technosocial systems,” as preferred in
the study. This is because the impact of an Al system—regardless of its underlying
technology —depends not only on the design of the system but also on how the system
is developed and used within a broader environment. This environment includes its
data, intended objectives, functionalities and accuracy, the scale of deployment, and
the wider organizational, social, and legal context in which it is accessed.
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The positive or negative consequences of such systems also depend on the val-
ues and behavior of the humans who develop, deploy, and use them, highlighting the
importance of ensuring corporate responsibility.

For a better understanding of such impacts, Professor Martyna Kalvaityté’s re-
search (Kalvaityte, 2022) elucidates the characteristics of the impacts that this work
refers to as “technosocial” in the following way:

The revolutionary nature of changes brought by Al leads to the emergence of new types of impacts, some
of which are not covered by existing protections. The impacts that go beyond the individual level include
communal and societal levels of impact. These impacts warrant special attention since the approaches
to protections against individual negative impacts take precedence, while social impacts tend to be over-
looked (Campolo et al. 2017; Griffin 2022; Smuha 2021a). The overlap between individual and societal can
take place; however, societal harms have a different scope of impact by affecting societal interests (Smuha
2021a:5). Societal harms warrant attention because they are more difficult to establish since they tend to
be caused by repeated interactions that lead to incremental changes, which result in noticeable impacts
after longer periods of time than individual harms (Smuha 2021a). The challenges of addressing societal
impacts can also be interpreted through the direction of present Al governance approaches as problem-
solving instead of problems-finding (Liu and Maas 2021). In the problem-solving governance mode, issues
that have already been identified can receive more attention than problems that are new, such as societal

Al impacts that challenge boundaries set by existing legal systems (Liu and Maas 2021). As a result, the

thesis places special attention on social impacts, given the high stakes of negative impacts against which

protections do not exist. (Kalvaityté, 2022).

Thus, this work uses the term ‘“technosocial impact” to refer to collectively
generated impacts with the potential to restructure human coexistence and life in the
long term, in ways that are not democratically deliberated. The investigation, preven-
tion, and eventual remediation of these impacts should be established by public poli-
cies and legally addressed as protection of diffuse digital rights and interests. They
deserve a precautionary approach to potential negative damages, which can generate
irreversible consequences, especially when they affect children and adolescents due
to their particular stage of human development.

There are still many sectors, including neurotechnologies, and contexts that
lack regulation for the preservation of human dignity in interactions within this new
scenario. It is evident that this is a crucial moment for imposing safeguards for pres-
ent and future generations, and for understanding what kind of society we want.

To this end, national and international documents and statements will be pre-
sented that highlight the need for debate around digital interactions, including in
immersive environments,! and that call upon companies, academia, the scientific
community, and governments for the importance of regulation. These regulations are
seen as extensions of the fundamental rights to privacy, data protection, freedom of
thought, and the free development of personality.

Therefore, it is essential to question how to identify and address such impacts.
The practical application of the United Nations Guiding Principles on Business and
Human Rights (UNGPs) in the technological space plays a crucial role in this field.

The B-Tech Project of the United Nations (UN) follows this approach.

! Considering that a significant potential for the application and dissemination of neurotechnologies is precisely in
this field of Web 4.0 (UE, 2023). EU initiative on Web 4.0 and virtual worlds: a head start in the next technologi-
cal transition. Communication from the Commission to the European Parliament, (2033) the Council, the European
economic and social committee and the committee of the regions.
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1. B-Tech Project of UN

The United Nations High Commissioner for Human Rights (OHCHR) is de-
veloping the B-Tech Project (B-Tech, 2019), which provides reliable guidance and
resources for implementing the United Nations Guiding Principles on Business and
Human Rights (UNGPs) in the technological space. In 2019, the OHCHR launched
the project after consultations with civil society, businesses, states, and other experts
regarding the scope of the B-Tech Project.

The B-Tech Project offers guidance and resources to implement the United Na-
tions Guiding Principles on Business and Human Rights (UNGPs) in the technology
sector, focusing on four key areas:

Focus 1: Addressing Human Rights Risks in Business Models;

Focus 2: Human Rights Due Diligence and End Use;

Focus 3: Accountability and Remedy;

Focus 4: “A smart mix of measures” - regulatory and policy responses to human rights challenges linked

to digital Technologies (B-Tech, 2019).

The B-Tech Project is an innovative initiative by the United Nations to address
the urgent need for pragmatic and principled ways to prevent and address human
rights harms related to the development of digital technologies and their use by cor-
porate, governmental, and non-governmental actors, including individual users.

In this context, considering Focus 1 (Addressing Human Rights Risks in Busi-
ness Models) presented above, there is a need to understand the human rights impacts
resulting from the business models of companies.

Additionally, there is a need to understand the technosocial impacts of the prod-
ucts and services developed and marketed by technology companies (Big Techs).

2. Mechanisms to identify and address technosocial
impacts and protect Human Rights

In 2023, UNESCO published a compilation with viewpoints from various ex-
perts to explore the risks of brain technologies, with the aim of investigating wheth-
er the existing international legal frameworks are sufficient to protect human rights
(UNESCO, 2022).

In the same vein, in June 2023, the UK’s data protection authority (Information
Commissioner’s Office — ICO) published a report summarizing the state of the art of
ethical and legal concerns. The report warns that “emerging neurotechnologies risk
discriminating against people if these groups are not placed at the center of their de-
velopment,” and predicts that “the use of these technologies will become widespread
in the next decade” (ICO, 2023)

Implementing Human Rights Due Diligence (HRDD) mechanisms by compa-
nies involves conducting Human Rights Impact Assessments (HRIAs) in technology
companies as an embodiment of transparency and practical Human Rights Due Dili-
gence (HRDD) application. This process includes regular publications, periodic reas-
sessments of these mechanisms, and the engagement of independent consultancies as
part of their comprehensive “Sustainability” disclosures, encompassing both social
and technosocial responsibility. Additionally, there is a need for investors and ven-
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ture capital firms to take responsibility for these considerations in their investments,
supported by state regulation.

Thus, we can visualize HRDD in the first draft of UNESCO’s Recommendation

on the Ethics of Neurotechnology on the following topics:

124. Member States should conduct impact assessments for all new neurotechnology, including an evalu-
ation of their impact on existing mental health disparities and their consequences. Mental health advocacy
groups and population-specific stakeholders should be included in the design of these impact assess-
ments to understand the effects of neurotechnology on various mental health conditions.

[..]

140. Member States should ensure rigorous benefit-risk assessments in all neurotechnology research
involving patients, as standard practice. These assessments must be thoroughly documented, justifying
the rationale for the research based on the anticipated benefits outweighing the potential risks. Ethical
oversight bodies should review these assessments to maintain high standards of patient safety and well-
being. Moreover, ongoing monitoring should be employed to adjust protocols in response to emerging data
throughout the research process.

[..]

141. Member States should ensure research involves strict oversight and close follow-up of all neurotech-
nology research involving children and adolescents. This oversight is crucial during the developmental
phases of childhood to address and mitigate any unforeseen long-term effects. Such research must in-
clude comprehensive monitoring protocols and periodic evaluations to ensure the ongoing safety and well-
being of young participants, taking into account their unique developmental needs and vulnerabilities.

[..]

152. Clinical trials should be understood as properly designed interventions with adequately selected hu-
man groups in a comparative fashion with other modes of dealing with the specific problem under study.
Ethical impact assessments should be transparent and open to the public when appropriate. Assessments
should be multidisciplinary, multi-stakeholder, multicultural, pluralistic and inclusive. Assessment and in-
tervention should identify impacts on human rights.

[..]

208. Member States should strengthen comprehensive consumer protection laws to include clear labelling
on commercial neurotechnology products, detailing their effects, limitations, and risks to prevent mislead-
ing claims and ensure transparency. This also includes prohibiting practices of “tying” or requiring the
disclosure of neural and cognitive biometric data as a condition to access goods or services.

[-.]

218. Member States should develop oversight mechanisms to prevent the use of neurotechnology to
drive compulsive or addictive use, particularly if they target neural reward circuits to alter consumption
behaviours. Such regulations should mandate clear labeling of risks, enforce game design standards that
discourage compulsive use of gaming or digital recreational platforms combined with neurotechnology, to
promote healthy, balanced use, especially among children and vulnerable populations.

[.]

222. Member States should require companies to disclose when Al algorithms, based on neural and cogni-
tive biometric data, are used in making decisions that affect consumers, such as personalized advertising
and content recommendations. Transparency should also extend to the algorithms themselves, potentially
through mechanisms like algorithmic audits (UNESCO, 2024).

Potential issues that could be applicable in impact assessments on a personal/in-

dividual level (ISC, 2023):

a) Potential effects on people’s well-being: Could the system impact (and in what direction) the well-being
of individual users (e.g., quality of work, education, social interactions, mental health, identity, environ-
ment)?

b) Autonomy: Could the system affect human autonomy by causing excessive dependence on technology
by end users?
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c) Human Development: Is there an impact on the acquisition of essential skills for human development,
such as executive functions, interpersonal skills, changes in attention span affecting learning, personality
development, mental health concerns, etc.?

d) Mental Health: Is there a risk of increased anxiety, loneliness, or other mental health issues, or can the
technology mitigate these impacts?

e) Human Evolution: Could the technology lead to changes in human evolution?

Additionally, considering the terms set out in the OECD Recommendation on
Responsible Innovation in Neurotechnology:

6. Enable the capacity of oversight and advisory bodies to address novel issues in neurotechnology. To
this end, relevant actors should:

a) Encourage regulatory agencies, funding bodies, research institutions and/or private actors to respond
to opportunities and ethical, legal and social issues raised by advances in brain research and neurotech-
nology.

b) Encourage research into the ethical, legal and social dimensions of neurotechnology.

c) Promote the further development of ethical guidance and best practices including rigor and reproduc-

ibility.

d) Ensure that oversight and advisory bodies possess appropriate multi-disciplinary expertise for construc-

tive technology assessment, horizon scanning, scenario planning, and review of research.

e) Develop institutional capacity and mechanisms of technology appraisal and/or foresight to anticipate

and evaluate potential neurotechnology outcomes and pathways (OECD, 2019).

Framework for Anticipatory Governance of Emerging Technologies (OECD,
2024), with the follow Key Concepts:

Emerging Technologies: Technologies characterized by rapid development, evolution, novelty and uncer-

tainty in trajectory and impact. Key examples include new gene editing tools and synthetic biology, neuro-
technology, the latest advanced Al technologies, immersive technologies and quantum technologies.

Responsible innovation: Trustworthy technology development (from agenda-setting, to applied research

and development and commercialization phases, See Figure 2.2) that is guided by democratic values,

responsive to social needs and accountable to society. Responsible innovation depends on effective an-
ticipatory governance (see, e.g. OECD Recommendation on Responsible Innovation in Neurotechnology

- OECD, 2019).

The document employs a method of Horizon Scanning as part of anticipato-
ry governance, which requires policymakers to monitor newly emerging technolo-
gies that could either pose specific threats or offer socio-economic and sustainability
benefits. Horizon scanning involves the regular exploration of new technology de-
velopments and signals, identifying which technologies (e.g., neurotechnology) or
technosocial issues (such as the digital or quantum divide) are becoming significant
areas of interest, viewed either as opportunities or potential concerns. Once an area
of interest has been identified through horizon scanning, the next step is to determine
whether deeper analysis is necessary to take policy action and what forms of strategic
intelligence are required (OECD, 2024).

Additionally, considering the terms set out in the IEEE Neuroethics Framework
(IEEE, 2023) that address the ethical, legal, social and cultural implications of neu-
rotechnology, it can be stated that there are already potential human rights due dili-
gence (HRDD) mechanisms applicable to investigate and address the technosocial
impacts arising from neurotechnologies.

From this perspective, it is important to note that self-regulation, through the
application of the UNGPs, is one of the main tools with real impact available for
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policy-making. By itself, it cannot replace the law, but if properly implemented, it is
a crucial tool, especially in the following situations (Floridi, 2018):

a) When legislation is not yet in force (for example, in experiments with augmented reality products or
neurotechnologies), or when there is no relevant national legislation;

b) When legislation exists but also requires ethical interpretation (for example, in terms of understanding
a right to explanation provided by law);

c) Legislation is already in force but also needs some ethical counterbalance: 1) if it is better not to do
something, even if it is (still) not illegal to do so (for example, fully automating a medical procedure without
any human supetrvision) and/or 2) if it is better to do something, even if it is (still) not legally required (for
example, implementing better working conditions for content moderators).

In this sense, the potential applicable safeguards will be addressed below.

3. State of the art of potential safeguards with
immediate practical application

In an essay in the journal Nature (Yuste et al, 2017), Yuste and Goering, to-
gether with other medical professionals, ethics specialists, neuroscientists, and com-
puter scientists, called for ethical guidelines to cover the increasing use of computer
hardware and software to enhance or restore human capabilities. According to Yuste,
Director of the Columbia Neurotechnology Center and member of the Data Science
Institute, “we just want to ensure that this exciting new technology, which can revo-
lutionize our lives, is used for the good of humanity.”

As research yields surprising results, the authors identify four main threats: loss
of individual privacy, identity, and autonomy, and the potential for increased social
inequalities as corporations, governments, and hackers gain additional power to ex-
ploit and manipulate people.

In this sense, the potentials of neurotechnology reveal the need for innovative
approaches to protect human rights. Unlike other technologies, such as Al or digital
technologies, neurotechnology interacts directly with the human brain. According
to the OECD, neurotechnology consists of devices and procedures used to access,
monitor, investigate, evaluate, manipulate, and/or emulate the structure and function
of individuals’ neural systems. Thus, neurotechnology can directly map and alter hu-
man brain activity.

Neurotechnologies in immersive environments, for example, that has huge po-
tential currently, refer to technologies that interact with the nervous system, includ-
ing the brain and peripheral nerves. When applied to immersive environments, these
technologies enhance the user’s experience by creating more interactive and respon-
sive environments. Here’s how they apply:

1. Brain-Computer Interfaces (BCls): These devices allow users to control virtual environments using their
brain activity. For example, in a VR game, a BCI can translate a player’s thoughts into actions within the
game, making the experience more immersive and intuitive.

2. Virtual Reality (VR): VR creates fully immersive digital environments. When combined with neurotech-
nologies like BCls, users can navigate and interact with these environments using their thoughts, enhanc-
ing the sense of presence and immersion.

3. Augmented Reality (AR): AR overlays digital information onto the real world. Neurotechnologies can
be used to make these overlays more interactive, such as adjusting the information based on the user’s
focus or emotional state.

112 Viviane Ceolin Dallasta Del Grossi



4. Mixed Reality (MR): MR blends real and virtual worlds, creating environments where physical and digital
objects coexist. Neurotechnologies can enhance MR by providing more natural and intuitive ways to inter-
act with both real and virtual elements.

5. Haptic Feedback: This technology provides tactile feedback to users, simulating the sense of touch.

When combined with neurotechnologies, it can create more realistic and immersive experiences by re-

sponding to the user’s neural signals.

The integration of neurotechnologies into immersive environments raises sev-
eral ethical and regulatory concerns: 1) Privacy: The collection and use of neural data
can raise significant privacy issues. Ensuring that this data is handled responsibly and
securely is crucial; 2) Consent: Users must be fully informed about how their neural
data will be used and must give explicit consente; 3) Security: Protecting neural data
from unauthorized access and misuse is essential; 4) Psychological Impact: The long-
term effects of using neurotechnologies in immersive environments on mental health
need to be studied and regulated.

Based on this overview, Yuste calls on governments worldwide to create and
protect new rights: neuro-rights.

The proposal of the Neurorights Foundation (2021) establishes five neuro-
rights:
1. The Right to Personal Identity: Limits should be developed to prohibit technology from altering the con-

cept of oneself. By connecting individuals’ brains to computers, neurotechnology can blur the line between
a person’s consciousness and external technological inputs;

2. The Right to Free Will: People should be able to make and have control over their own decisions without
the manipulation of unknown external neurotechnologies. This neuro-right is closely linked to personal
identity. When we rely on external tools that interfere with our decisions, the human capacity to decide
their future may be challenged;

3. The Right to Mental Privacy: All data obtained after measuring neuronal activity (“NeuroData”) must
remain private. Additionally, the sale, commercial transfer, and use of neural data should be strictly regu-
lated;

4. The Right to Equal Access to Brain Enhancement: Guidelines should be established to regulate the

development and application of neurotechnological mental enhancement at both international and na-

tional levels. These guidelines should be based on the principle of justice and ensure equal access for all
citizens;

5. The Right to Protection Against Bias and Discrimination: Countermeasures to combat bias should be

established, such as standard machine learning protocols. The algorithm design should include inputs

from different user groups to address harmful biases.

In a seminal article, Ienca and Andorno had already stipulated the need to es-
tablish new safeguards in the era of neuroscience and neurotechnology (Ienca and
Andorno, 2017), concluding that normative responses should not focus exclusively
on civil liability issues but also on fundamental human rights issues.

Conclusions

In conclusion, this study underscores the importance of empirical research for
assessing the technosocial impacts of neurotechnologies. By employing contextual
risk assessments and existing Human Rights Due Diligence (HRDD) mechanisms,
technology companies can proactively address potential risks and prioritize human
rights before the widespread adoption of neurotechnological devices. This approach
aligns with both national and international human rights frameworks, ensuring the
protection of individuals and promoting social and technosocial responsibility.
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Furthermore, the integration of these mechanisms demonstrates a commitment to
ethical standards and corporate accountability in the rapidly evolving field of neuro-
technology.

In this context, to promote the fulfillment of the United Nations Sustainable De-
velopment Goal (SDG) No. 16 (Peace, Justice, and Strong Institutions), with a focus
on the rule of law, which is strongly interconnected with the right to development,
this work aimed to enhance the discussion on the responsibility of technology compa-
nies. This responsibility extends not only to social but also technosocial aspects when
employing and making available innovative technologies, whose risks and impacts
on human rights are not yet well defined or addressed.

Given that the regulatory landscape is still emerging and requires cross-border
approaches, corporate behavior becomes of utmost importance in guaranteeing hu-
man rights.

Despite the already established international historical framework for the pro-
tection of human rights, the deepening and potential impact of recent innovations
in the field of neurotechnology, as mentioned above, guide neuroscientists and re-
searchers, who have even driven these initiatives, to emphasize the need for addition-
al safeguards, such as the observance of neuro-rights in human rights due diligence
mechanisms, for example.

The society is at a turning point where companies launch products, and civil
society and academia struggle to analyze the adverse technosocial impacts on health,
well-being, opportunities, power asymmetries, and social inequalities affecting the
population, especially vulnerable groups. Companies themselves should actually be
responsible and accountable for the technosocial impacts of what they develop and
commercialize.

This aims to contribute to a shift toward the construction of human and inclu-
sive digital horizons, enabling cohesive and trustworthy social coexistence, where
future generations can live and coexist with dignity. A collective project put into
practice can never be labeled as utopian
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Introduction

One of the biggest challenges that Law must face today is how to regulate ad-
vances in Neurotechnology, due to the speed with which they develop and the com-
plexity of their impacts. Some international documents on the subject have already
been approved, however, they are all soft law, that is, they are not mandatory, al-
though they establish legal parameters to be followed by the States.

There are few states that have currently passed specific rules on advances in
Neurotechnology, with Chile standing out as the first country in the world to reform
its Constitution to introduce a rule to protect people from this type of advance. Nev-
ertheless, this constitutional rule is a generic provision that still needs to be regulated
by law, the drafting process of which began more than three years ago and has not
yet been completed. Other countries, especially in Latin America, have begun the
process of drafting rules, but they have not yet been a passed, at least as of the time
of writing this paper.

This situation is concerning because several neurotechnologies are already be-
ing widely used, and not only in the field of Medicine. In the case of neurotechnolo-
gies for therapeutic purposes, the rules on medical treatments or procedures have
been applied with some effectiveness to protect human beings. In the case of other
types of neurotechnologies, their commercialization has been free, with practically
no legal regulation, despite putting several human rights at risk.

In this context, this paper aims to propose the hardening of the provisions
contained in international soft law documents on Neurotechnology, until hard law

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 117



documents are approved, as a way to protect human dignity. It is not, it must be rec-
ognized, a perfect solution, since international documents do not necessarily coincide
on key points, such as the use or not of Neurotechnology for the purpose of improv-
ing human capabilities. However, in certain cases, it could be a valid alternative, as it
would help to fill legislative gaps. To this end, bibliographical research was carried
out in national and international doctrine, aiming to build the theoretical framework
necessary for the understanding and analysis of the object of this study. Documentary
research was also carried out on the main initiatives already undertaken by interna-
tional organizations for the regulation of Neurotechnology.

The results of this research are summarized in this paper, which has been di-
vided into three parts. The first part presents the rules necessary for the hardening of
a soft law rule, as set out by former ECtHR judge Paulo Sérgio Pinto de Albuquerque
in the Mursic v. Croatia case. The main international documents on Neurotechnol-
ogy that have been approved or are in progress are then presented. Finally, based on
the Emotiv case decided by the Chilean Supreme Court in 2023, the aim is to show
the importance of hardening a soft law norm to fill regulatory gaps and consequently
protect human rights.

1. The rules for the hardening of soft law:
Mursic v. Croatia

On 20 October 2016, the European Court of Human Rights (ECHR) issued a
judgment against the State of Croatia for violating Article 3 of the European Conven-
tion on Human Rights (ECHR), which prohibits torture and inhuman or degrading
treatment or punishment (COUNCIL OF EUROPE, 1950). This is the case of Mursic
v. Croatia (ECHR, 2016), in which the State was convicted of having held Kristijan
Mursic in prison for 27 consecutive days in a cell with an individual space of less than
3 m2, in breach of the minimum European standards (Lopes, 2021).

Paulo Sérgio Pinto de Albuquerque, a judge at the ECtHR from 21 April 2011
to 31 March 2020, issued a partially dissenting opinion, considering that the Court
erred in not considering the European Prison Rules (EPR), which establish a mini-
mum of 4 m? (COUNCIL OF EUROPE, 2006). For Pinto Albuquerque, the EPR can-
not be ignored by the ECtHR because they have the character of hardened soft law
and, therefore, are binding.

In international law, hard law and soft law are categories used to indicate the
binding or non-binding nature of a rule. Those that are mandatory are classified as
hard law, while those that are not considered soft law. Recently, the ECtHR has rec-
ognized a third category, which would be the hardened soft law rules, the subject of
this paper.

As Pinto de Albuquerque explains, soft law is a controversial concept. Its main
criticisms denounce its imprecision, its use to disguise inflated international law or to
merely proclaim political commitments to States that it does not wish to sanction or
being a way of hiding the broad power of some countries over others.

Without ignoring these criticisms, Pinto de Albuquerque points out the advan-

tages of soft law. Thus, when there is express legislation, it can be used to help un-
derstand the intention of legislators, facilitate the application of binding instruments,
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clarify complex and technical points or adapt the law more easily to social changes.
When there is no express legislation, soft law can act as a relevant practice of in-
ternational law, being able to shape the opinio juris and state practice that make up
customary international law. Despite its relevance, to date nothing has been done to
clarify how the Council of Europe and, especially, the ECHR, address this issue.

However, Pinto de Albuquerque notes that it must be admitted that the ECHR
cannot be interpreted in isolation but must be interpreted in harmony with interna-
tional law and soft law, since there are no autonomous regimes in international law.

The ECHR, as a living instrument, says Pinto de Albuquerque, must be inter-
preted in the light of current conditions and the evolution of the rules of national and
international law, as decided in the case of Tyrer v. the United Kingdom, in 1978.

He also clarifies that the evolutionary interpretation of the ECHR, from the
beginning of the operation of the ECHR, “was closely linked to the need for a con-
sensual reading of the text”, based on the “common heritage of political traditions,
ideals, freedom and the rule of law, to which the Preamble makes reference”.

In this way, soft law constitutes, according to Pinto de Albuquerque, the real-
ization of the European consensus and the common heritage of values that make up
the internal legal framework of the great majority of the Member States, as decided
in Marckx v. Belgium, in 1979. However, similarly to the interpretative technique
used by the European Constitutional Court, the ECtHR modulates the effects of its
decisions in order, for example, to avoid applying them retroactively, thus preserving
legal certainty.

On the other hand, it explains that the interpretation of the ECHR must reflect
the highest standard of international protection of human rights, as decided in Demir
and Baykara v. Turkey, in 2008, meaning that the invocation of other treaties does
not depend on their ratification by the parties, nor on the number of States-parties
bound to them, demonstrating that hard law and soft law are intertwined in European
law. Under this same logic, the ECtHR has also used rules from other Council of Eu-
rope bodies, which are not party to the ECHR.

The importance given to consensus in the Tyrer v. The United Kingdom Con-
vention, from 1978, emanates, as Pinto de Albuquerque stated, from the understand-
ing of the existence of “a deliberative, international democracy in which a majority or
representative proportion of the Contracting Parties to the Convention is considered
to speak in the name of all and is thus entitled to impose its will on other Parties”,
showing the difference between consensus and unanimity, that is, there may be con-
sensus, even if not everyone agrees.

However, in the same §20, Pinto de Albuquerque recalls the criticisms raised
against the ECHR in relation to its legitimacy to interpret the ECHR in an innova-
tive way, “using soft law to circumvent the competent legislative bodies and to flout
the principles of democracy, rule of law and subsidiarity”, a criticism that, for him,
can be considered obsolete, as it is inspired by the outdated sovereign leitmotiv of in
dubio pro mitius.

For Pinto de Albuquerque, the Preamble of the ECHR determines that the ob-

jective of the Council of Europe is to create greater unity between the member States,
based on common understanding and observance of human rights, with the principle
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in dubio pro persona playing a fundamental role in this logic. In this sense, he clari-
fies that “evolutionary interpretation, European consensus and the hardening of soft
law compose the three pillars of the European normative system”, without this mean-
ing dispensing with the consent of the States. The European legal order, he added,
cannot continue to be reduced to an international pact of juxtaposed selfishness, nor
to sovereignty as an absolute fact.

However, Pinto de Albuquerque recognizes that European human rights law is
still tied to the formal theory of the sources of law. Soft law is not included as one of
the classic sources of international law established in the Statute of the International
Court of Justice (ECIJ), whose expansion requires a very demanding burden of proof.
In any case, the list of sources established in article 38 of the ECIJ is not exhaustive,
considering, especially, the changes suffered by international law after the Second
World War, making it possible, therefore, to reformulate it.

Thus, based on the doctrine of the International Court of Justice, the ECHR has
considered that, for a provision to become customary international law, it must meet
the following conditions:

a) It must have a fundamentally regulatory character, so that it can serve as a
basis for a Rule of Law.

b) It must be a practice consolidated by the States.

c¢) It must demonstrate “a belief that such practice is rendered obligatory by the
existence of a Rule of Law requiring it (opinio juris sive necessitatis)”.

On this, Pinto de Albuquerque clarifies that in the ECHR “the inherent defor-
malization of European human rights law is not a synonym of nihilist dissolution of
legality”. However, this “deformalization” of European human rights law should not
be interpreted as a denial of legality, but as the adoption of a “cosmopolitan perspec-
tive of the universality of human rights and a dialogic understanding of the common
heritage of values of European societies”.

In this sense, he points out that the rule of recognition is no longer a volun-
tary, bilateral, top-down rule, centered on the State, but “democratic-type, individu-
al-centred, broadly multi-lateral, purposefully consensual, bottom-up norm creation
mechanism which involves European States and other European and non-European
non-State actors. Distancing itself from an outdated jus inter gentes”. In any case,
soft law is subject to the democratic control of the Council of Europe and its organs,
which confirms its subsidiary nature and reinforces “the democratic nature of the pro-
cess and the responsiveness of the international public policy-making system towards
the European people”.

This more complex understanding of the rule of recognition should not be inter-
preted as an increase in the degree of legal uncertainty, since, Pinto de Albuquerque
warns, “The degree of legal certainty will rather depend on the substance of the legal
discourse” than on aspects of form or procedure.

Between soft law and hard law, Pinto de Albuquerque adds, there is a gradual
normativity derived from several factors. It is up to the ECHR to decide how these
factors contribute to the hardening of soft law, which can refer both to the drafting
procedure and to the application of the norms. These parameters are:
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a) The prescriptive language adopted in a text must, in principle, be read as a
normative text.

b) The degree of linguistic accuracy and the precision of the content of the text
are indicative of its normative nature.

c) The existence of preparatory work, including an exhaustive analysis of causes
and consequences of the political decisions taken, increases the normative den-
sity of the text.

d) The complexity of the deliberation process, including the voting pattern, is
an indication of hardening.

e) The degree of publicity given to the normative text reveals the concern for its
dissemination and consequent awareness and compliance.

f) The delegation to an independent third body of the interpretation and reso-
lution of conflicts, as well as the provision of follow-up mechanisms are also
indicative of hardening.

g) Subsequent practice, especially by the same authority, reinforces its norma-
tive claim.

The ECHR has understood that these factors are not just facts, or simple socio-
logical reality, but that they transform soft law norms into sources of law, subject to
the principle of jura novit curia.

For Pinto de Albuquerque, a hardened soft law norm produces the same legal
effects as a hard law norm. Therefore, States are obliged to act in accordance with
this hardened soft law norm, and their non-compliance may be considered a violation
of international law. He also affirms that hardened soft law has a derogatory effect in
relation to other laws, in addition to not being able to be “softened” again.

On this last point, Pinto de Albuquerque is very emphatic in stating that “Hard
European human rights law may not be softened.” Flexibility would imply going
against the ECHR and the objective of the Council of Europe, which could lead to
the suspension of the State, based on the provisions of art. 3 of the Statute of the
Council.

Soft law is therefore a means by which European law can be developed, serving
to enrich hard law or, if it does not exist, to fill this regulatory gap, which could be
applied to all international law.

It is observed that the hardening of soft law presents itself as a valid alternative
in cases of absence or deficiency of standards regulating a certain subject, as in the
case of Neurotechnology, on which there is still no binding international document
and few countries have approved any regulation on the subject, despite its impacts,
and even violations, in the field of human rights.

2. International legal documents on Neurotechnology

In recent years, advances in Neurotechnology have been significantly enhanced
thanks to its association with Artificial Intelligence, generating countless benefits for
humanity, especially in the field of Medicine.
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However, many of these advances have also been questioned not only for their
collateral medical effects, but also for putting several aspects of human dignity at
risk, which has attracted the attention of jurists concerned about possible violations
of human rights.

This is how a new branch of Law, called Neurolaw, emerged, whose objective
is to study the legal impacts derived from advances in Neurotechnology, in order to
identify possible violations of human dignity and formulate juridical limits, to prevent
scientific advances from overlapping the well-being of humanity (Lopes, 2023).

It was Taylor, Harp and Elliott (1991) who used, in the article “Neuropsycholo-
gists and neurolawyers” published in 1991, for the first time the terms “Neurolaw”
and “neurolawyers”. Since then, the subject has been growing rapidly, with proposals
about new human rights, called neurorights. The most relevant proposals are from:
a) lenca and Adorno (2017), who defend the existence of four neurorights (cogni-
tive liberty, mental privacy, mental integrity and psychological continuity); b) Yuste,
Genser and Hermann (2021), who have formulated five neurorights (mental identity,
mental agency, mental privacy, fair access to mental augmentation and protection
from algorithmic bias).

As is to be expected, initiatives to understand and limit advances Neurotechnol-
ogy are not only from doctrinal scope. International organizations also focus their
attention on the subject.

The first of them was The Organization for Economic Co-operation and Devel-
opment (OECD) which, on December 11, 2019, approved the “Recommendation of
the Council on Responsible Innovation in Neurotechnology”, with the objective of
guiding governments and scientists on the ethical, legal and social aspects derived
from these advances, but without intending to stop its development. In this sense, the
following new principles were formulated:

a) Promote responsible innovation to face the challenges arising from advances
in Neurotechnology in the health sector.

b) Prioritize safe evaluation of neurotechnology development and use.

c) Promote the inclusion of all people in advances resulting from health-ori-
ented Neurotechnology.

d) Encourage scientific collaboration in Neurotechnology innovations between
all countries, sectors and study areas.

e) Enable society’s participation in deliberations about Neurotechnology.

f) Implement the capacity supervisory and advisory bodies to address new de-
velopments in Neurotechnology.

g) Protect personal brain data and other information obtained through Neuro-
technology.

h) Promote a culture of administration and trust in Neurotechnology in public
and private sectors.

i) Anticipate and monitor the potential unintentional and inappropriate use of
Neurotechnology.

Months later, on December 15, 2020, the International Bioethics Commit-
tee (IBC) of the United Nations Educational, Scientific and Cultural Organization
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(UNESCO) published the first draft report on ethical aspects about Neurotechnology,
titled “Preliminary draft report of the IBC on ethical issues of neurotechnology”.

In paragraph 1 of this document, it is highlighted that “brain activity is the ba-
sis of cognitive, affective or other brain states”. It is also based on cerebral activity
that is defined when someone is considered legally dead, in addition to the fact that
it is from this activity that notions of human identity, freedom of thought, autonomy,
privacy and human development are derived. The document also contains important
definitions, such as Neurotechnology:

6. Neurotechnology is the field of devices and procedures used to access, monitor, investigate, assess,

manipulate, and/or emulate the structure and function of the neural systems animals or human beings.

These include: (i) technical and computational tools that measure and analyze chemical and electrical sig-

nals in the nervous system, be it the brain or nerves in the limbs. These may be used to identify the prop-

erties of nervous system activity, understand how the brain works, diagnose pathological conditions, or
control external devices (neuro-prosthesis, ‘brain machine interfaces’); and (ii) technical tools that interact
with the nervous system to change its activity, for example to restore sensory input such as with cochlear
implants to restore hearing or deep brain stimulation to stop tremor and treat other pathological conditions.

They are meant to either record signals from the brain and ‘translate’ them into technical control com-

mands, or to manipulate brain activity by applying electrical or optical stimuli (UNESCO, 2020, par. 6).

In paragraph 13 it is stated that all these technologies should not only im-
prove individual well-being but also produce positive effects for the community and
society.

The importance of human dignity is stated in paragraph 37: “Having dignity
means having a value to be recognized, respected and protected from arbitrary altera-
tion, modification, manipulation, which violates it and causes harm to the subject
(who becomes an object)” (UNESCO, 2020, par. 37).

In the following paragraphs are exposed the different ways in which human
rights can be affected by advances in Neurotechnology, concluding that States and
private entities must harmonize technological development with respect for human
rights.

On May 19,2021, the UN Human Rights Council approved the report of its Ad-
visory Committee, entitled “Possible Impacts, opportunities and challenges of new
and emerging digital technologies with regard to the promotion and protection of hu-
man rights”, in which seven risks for human rights are indicated:

a) The loss of privacy and the need to protect personal data because of datafica-
tion.

b) Poor Cybersecurity and pervasive and deeply integrated digital systems.
c¢) Loss of quality and authenticity of information

d) Increased radicalization, segregation and discrimination

e) Disempowerment and inequality

f) Massive surveillance and excessive regulation of the Internet.

g) Diffusion of cyberviolence

Another relevant international initiative is the “Declaration of the Inter-Ameri-
can Juridical Committee on Neuroscience, Neurotechnology and Human Rights: new
legal challenges for the Americas”, prepared and approved by the Interamerican Ju-
ridical Committee of the Organization of American States (OAS) on August 11,2021,
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in which are listed six concerns about the development of Neuroscience and Neuro-
technology, and its impacts on human rights:

1) Conditioning of personality and loss of autonomy due to indiscriminate and
unregulated use of applications or technological devices, which can manipu-
late emotions, feelings and decisions, and also decode neuronal information,
opening the possibility of affecting the privacy, dignity and identity of human
beings.

2) Illegitimate interventions in matters of health, physical and mental integ-
rity shows the importance to respect the right to informed consent and medical
confidentiality. However, in the field of Neurotechnology could be difficult to
recognize what constitute an illness or a cognitive improvement.

3) Obtaining neuronal data using Neurotechnology can put at risk the right to
mental privacy. In this sense, human beings must be protected against malicious
conduct by those who access brain activity data to penetrate their mind, condi-
tion it or take advantage of knowledge.

4) Equal access and non-discrimination constitute fundamental principles of
the Inter-American System, which are also applicable to the use of Neurotech-
nology. Therefore, it is necessary to consider the adverse and disproportionate
impacts of these advances on certain traditionally disadvantaged human groups,
which can deepen existing inequalities.

5) The rights of freedom of expression and access to public information can-
not be subject to limitations beyond those permitted by Law. Neurotechnology,
just like Artificial Intelligence tools, must be intelligible to developers, medical
professionals, patients, users and regulators. The proliferation of fake news and
speculation constitutes a serious barrier to informed public debate.

6) Recommendations for the States, the private sector, the academy and the sci-
entific world. In the case of States, they are called to anticipate and adopt the
necessary measures to avoid negative impacts. It must also promote public pol-
icy actions that generate awareness and education, as well as establishing that
the use of technologies based on the brain-computer interface must only serve
legitimate purposes, prohibiting their use for the purposes of social control,
mass surveillance of citizens or the like. On the other hand, the private sector
must develop practices compatible with human rights, generate commitments,
standards and good practices and incorporate the UN Regulatory Principles on
Business and Human Rights (Ruggie Principles). In the case of academia, it
must incorporate activities that allow understanding the impacts of Neurotech-
nology, as well as its scientific, ethical and social reach, in addition to promot-
ing analysis and legal reflection on this matter.

In the end, the document calls on the scientific world to carry out a rigorous
evaluation of the risks and benefits of advances in Neurotechnology, in addition to
the need to promote instances of scientific dissemination to large audiences.

Following this line of concerns, on April 12,2022, the UN Human Rights Coun-
cil published a report prepared newly by its Advisory Committee, which, in Annex
IIT, which deals with research proposals, highlights the evaluation of the impacts of
Neurotechnology on human rights (“Assessing the human rights impact of neuro-
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technology: toward the awareness of neurorights™), discussing the need for a new of
human rights.
D. A new challenge for human rights

From a human rights perspective, it has been argued that existing instruments are ill-equipped to face
these new challenges.

Experts suggest that a new set of rights should be recognized with a view to introducing “normative speci-
fications related to the protection of the person’s cerebral and mental domain”, which includes individual
mental integrity and identity. Here the question is whether such protection should be introduced as a
new human rights norms or rather as standards of application or interpretation of existing rights, while
reinforcing the applications of the principles on business and human rights and other specific initiatives
in parallel.

This assessment requires a careful and balanced analysis of the new norms that are being proposed as
rights. It is true that specific standards may be needed to ensure the protection against interferences and
misuses of certain mental aspects such as cognitive freedom, mental privacy, mental integrity and psy-
chological continuity. The equal access to neurotechnology for medical purposes has also been promoted,
together with individual’s access to justice and adequate accountability mechanisms. There are, however,
other much more disputable interpretations, such as the claim that a right to fair access to “mental aug-

mentation” should be recognized. (UN, 2022b, Annex Ill - p.3-4).

This concern about the impacts of Neurotechnology on human rights led to the
approval, on October 6, of Resolution A/HRC/RES/51/3 on “Neurotechnology and
Human Rights” during the 51st Session of the Human Rights Council, held from Sep-
tember 12 to October 7 this year. (UN, 2022a). In this document, the Council requests
that the Advisory Committee prepare an accessible study on

[....] the impact, opportunities and challenges of neurotechnology with regard to the promotion and protec-
tion of all human rights, including recommendations on how human rights opportunities, challenges and
gaps arising from neurotechnology could be addressed by the Huma Rights Council and its special proce-
dures and subsidiary bodies in a coherent, holistic, inclusive and action-oriented manner, and to present

the study to the Council at its fifty-seventh session (UN, 2022a, par. 1).

The elaboration of this study, which must include an easy-to-understand text,
must involve a broad participation of global society, including representatives of
States, international organizations, human rights institutions, civil society, the private
sector and academic, technological and scientific institutions.

On March 9, 2023, the C1J of OAS approved a second document on the subject,
entitled “Inter-American Declaration of Principles regarding Neuroscience, Neu-
rotechnologies, and Human”, which contains concrete guidelines, considering that
these advances can “affect the essence of [their] personality and identity, resulting
in important ethical-legal challenges for the guarantee of enshrined Human Rights”,
evidencing a clear concern on the subject. In this document, 10 principles are listed,
elaborated based on current standards of human rights adapted to the field of Neuro-
technology:

a) Principle 1: Identity, autonomy and privacy of neural activity. It must be pre-
served and ensured that each person can decide on their own individual identity,
as well as on their self-determination and freedom of thought.

b) Principle 2: Protection of human rights in the design of Neurotechnology.
States should promote a human rights-based approach in the research, devel-
opment, implementation, commercialization, evaluation and use of neurotech-
nologies.
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¢) Principle 3: Neural data are sensitive personal data. States should promote
measures to ensure the control, security, confidentiality and integrity of neural
data, including limits on the use of decoding techniques that allow a person to
be identified or made identifiable, especially with databases or sets of informa-
tion that are shared with third parties.

d) Principle 4: Express and informed consent regarding neural data. Free, in-
formed, express, specific, unambiguous and flawless consent must be guaran-
teed when it comes to accessing or processing neural activity. Consent must
be revocable at any time. Children and adolescents, as well as people with dis-
abilities, the elderly and people deprived of liberty must be given special pro-
tection

e) Principle 5: Equality, non-discrimination and equal access to Neurotechnol-
ogy. States, based on the principle of equality and non-discrimination, must en-
sure equitable access to neurotechnologies, respecting customs and traditions,
and avoiding exacerbating inequality and discrimination, especially against the
most vulnerable groups.

f) Principle 6: Exclusive therapeutic application in relation to the improve-
ment of cognitive abilities. States must exercise caution in regulating the use of
Neurotechnology to increase individuals’ cognitive abilities and must establish
clear limits.

g) Principle 7: Neurocognitive integrity. It is essential to prevent the use of Neu-
rotechnology for malicious purposes that may harm brain activity or impair the
exercise of human rights. Every person has the right not to suffer violations, al-
terations, manipulations and/or modifications of their neurocognitive integrity
and privacy that put personal integrity at risk or harm it.

h) Principle 8: Transparent governance of neurotechnology. States must ensure
transparency of all those involved in the study, development and application of
Neurotechnology, as well as its impact on human rights, in addition to account-
ability for the use of neural data.

1) Principle 9: Supervision and control of Neurotechnology, States must desig-
nate a competent, technically specialized and financially autonomous national
authority to supervise neurotechnology. They must also pay special attention to
the rights of children and adolescents, people with disabilities and people de-
prived of their liberty.

j) Principle 10: Access to effective protection and remedies in the face of the
development of Neurotechnology. States must guarantee access to remedies,
including judicial mechanism and compensation for human rights violations.

More recently, UNESCO has also developed a document on the subject. There-
fore, at the 42nd session of the UNESCO General Conference held in April 2024, an
Ad Hoc Expert Group (AHEC) was established, through Resolution 29 (42C/Resolu-
tion 29), to prepare a preliminary text of the Recommendation on Ethics in Neuro-
technology.

The first meeting of the AHEG, composed of 24 specialists from different coun-
tries and areas of knowledge (Medicine, Law, Ethics, Neurotechnology, etc.) was
held between 22 and 24 April 2024, at the UNESCO headquarters in Paris, where the

126 Ana Maria D’Avila Lopes



first version of the project was prepared, which was submitted to national and region-
al consultations in the months of June and July 2024. The second AHEG meeting was
held in August and the document is expected to be approved in November 2025.

The first version of the Recommendation on Ethics in Neurotechnology, of
UNESCO dated May 9, 2024 (UNESCO, 2024), is divided into 7 parts: a) Preamble;
b) Definitions and Field of Application; c) Our approach; d) Values, Principles and
Rights; e) Areas of Political Actions; f) Implementation; g) Promotion of this Recom-
mendation and Final Provisions. It is an extensive document, of more than 30 pages,
with some relevant points, such as the definition of Neurotechnology in paragraph 2.

2. Neurotechnology refers to devices and procedures used to understand and/or influence, access, moni-

tor, assess, emulate or modulate the structure and function of the nervous systems of human beings and

other animals. While neurotechnology has great potential to significantly enhance human experiences and
functioning, it also raises important ethical, legal and societal concerns related to security, mental privacy,

cognitive liberty, agency and human autonomy (UNESCO, 2024, par. 2).

It is observed that, in this definition, animals are also included, although in
paragraph 14 it is made clear that the Recommendation is only directed to human
beings. On the other hand, the concern about minorities and groups in situations of
vulnerability, such as indigenous communities, children and people with disabilities
is present in several parts of the text.

A controversial aspect of this document that should be highlighted is found in
paragraphs 168 to 172, in which there is a reference to neurotechnology for enhance-
ment, which, although they specify the need to avoid discrimination and the increase
in inequalities, is accepted, which does not happen, for example, in documents pre-
pared by the OAS, in which the therapeutic use of Neurotechnology is expressly
established.

In these initiatives of the OECD, OAS, UN and UNESCO it is possible to iden-
tify clear signs of recognition of the urgency of regulating advances in Neurotech-
nology (Lopes, 2024), however, all these documents are considered soft law and,
therefore, are not imperative, which constitutes a serious deficiency in the face of the
accelerated development of Neurotechnology and concrete experiences of violation
of human rights by these advances, as explained in the following section.

3. The Emotiv case and the need to hardening
soft law in the field of Neurotechnology

On August 9, 2023, the Supreme Court of Chile suspended the commercializa-
tion of the Insight neurotechnology device, of the North American company Emotiv,
considering that it did not adequately protect the brain information and the physical
and mental integrity of its users (Chile, 2023). This judicial decision is, without a
doubt, a fact of unquestionable relevance for the protection of neurorights, insofar as
it is the first time in the world that a Supreme Court has ruled on this matter.

However, it is not the first time that Chile has stood out on the world stage for
innovating in the protection of neurorights. On October 25, 2021, it became the first
country in the world to reform its Constitution to incorporate a rule for protecting
neurorights. The reform of the Constitution of 1980 was carried out through the Law
n. 21,383 (Chile, 2021) that incorporated, in Article 19, a rule to protect brain activity
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from scientific and technological development, establishing that this type of activity
must be at the service of people, as well as respect their life and physical and mental
integrity. It also provided that a law will regulate the requirements, conditions and
restrictions for the use of these advances, especially safeguarding brain activity, as
well as the information derived from it.

Months earlier, on October 7, 2020, a bill regulating advances in Neurotechnol-
ogy had already been proposed in the Chilean Senate (Law Bulletin n. 13,828-19),
which approved it and sent it to the Chamber of Deputies on December 7, 2021,
where it is still awaiting approval (Chile, 2020).

These two Chilean initiatives not only reveal the concern of its authorities to pro-
tect neurorights but are also a reflection of the intense activity of the academic commu-
nity in that country, which has been debating for some time now the need to regulate
advances in Neurotechnology, considering its capacity to put human rights at risk.

The Insight device is a clear example of this, insofar as it is a tool that not only
has the capacity to directly access the user’s brain data - even without the user being
aware of it - but also to analyze and interpret this data, being capable of influencing
and altering human behavior and, again, without the user being necessarily conscious
of this, for commercial, political, educational, therapeutic purposes, etc. with impor-
tant benefits, but also with unquestionable risks to integrity, freedom, identity, pri-
vacy and equality (Lopes, 2023).

There are also improved neurotechnologies being developed with the capacity to
change human nature itself, as is the case of implantable chips in the nervous system,
which can even have a eugenic character, such as the recent implantation of a chip in
the brain of a quadriplegic man by the company Neuralink (Paredes; Lopes, 2024).

These technological innovations require special attention from the State as all
their effects are now completely unknown, as the Chilean Supreme Court warned in
the sentence of the Emotiv case:

[...] before the development of new technologies that increasingly involve more aspects of the human

person, aspects that were unthinkable a few years ago that could be understood, special attention and

care must be given to their revision by the State, with the aim of preventing and anticipating their possible
effects, in addition to directly protect human integrity in its totality, consideration that includes its privacy
and confidentiality and the proper rights of psychic integrity and the subject of scientific experimentation

(Chile, 2023, p. 8, our translation).

This is, without a doubt, an emblematic decision, however, it should be noted
that it is a sentence of only a few pages (barely 8) that, despite emphasizing the need
to protect human beings against two advances in new technologies, takes a cautious
position, since it transfers to the National Customs Service and the Public Health In-
stitute the analysis to determine whether the Insight device complies with the regula-
tions in force in Chile.

[...] declares that the appeal for protection is accepted for the sole purpose of having the Public Health
Institute and the customs authority evaluate the background in the use of their powers, making the cor-
responding legal arrangements, so that the marketing and use of the Insight device and the handling of
data obtained from it strictly conform to the regulations applicable in the case and outlined in this judgment
Chile, 2023, p. 8, our translation).

On August 9, 2023, when the Supreme Court of Chile ruled, several interna-
tional documents on the use of neurotechnologies had already been approved (as
explained in the previous topic of this paper) and, although the Chilean Court cited
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in its decision some general international human rights documents or specific ones,
such as those on the human genome, it omitted any reference to documents in the
area of Neurotechnology, which could have helped to better support the ruling and
could even have helped to clearly demonstrate the potential of these devices to put
neurorights, such as privacy and integrity, at risk, without the need to transfer this
responsibility to the customs or health authorities.

The Chilean Supreme Court missed the opportunity to develop deeper into the
discussion on the ethical and legal limits of Neurotechnology, using documents al-
ready approved by the OECD, OAS, UN and UNESCO, which would also have
contributed to considering the hardening of the provisions of these documents, as
explained by former ECtHR judge Paulo Sérgio Pinto de Albuquerque in the Mursic
v. Croatia case, as discussed in the first topic of this paper.

However, it is important to be cautious about which provisions in these docu-
ments should be hardening, given that there are still many controversies on essential
topics in the field of Neurotechnology, such as its use for enhancement purposes. It
should be noted that the 2023 OAS Declaration prohibits it, but the UNESCO docu-
ment that is being prepared allows it, showing the need for greater academic dia-
logue, which can also expand throughout global society, so that everyone’s opinions
can be heard.

Conclusion

In recent years, several international documents on Neurotechnology have been
approved. However, all of them are soft law, that is, they are not binding. This is
not necessarily a negative situation, as it may simply reveal that we are dealing with
a new and complex issue that requires greater debate and caution to avoid creat-
ing rules that may be insufficient or deficient, especially considering the speed with
which advances in Neurotechnology are developing.

The truth is that, until binding rules are approved, several neurotechnologies are
being freely commercialized, putting several human rights at risk.

In view of this situation, this paper sought to propose the hardening of the pro-
visions present in the current international documents on Neurotechnology, as a way
of filling the legislative gaps in national legal systems.

It is certainly not a perfect solution, because there is no uniformity in these
documents on some crucial points on Neurotechnology, such as its use for enhance-
ment purposes, which, in addition to its possible eugenic character, can irremediably
aggravate inequalities between human beings. Therefore, the rules on the hardening
of soft law rules, proposed by former ECtHR judge Paulo Sérgio Pinto de Albuquer-
que in the Mursic v. Croatia case, must be followed carefully, without forgetting that
science must be at the service of all humanity and not just some human beings.
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Introduction

As regulations on neurotechnologies expand globally, we expect to see a con-
siderable increase of lawsuits related to these technologies. Currently, countries such
as Chile, with a pioneering constitutional reform, Brazil, Spain and California have
implemented or are developing regulations to regulate neurorights (Ligthart et al.,
2023). In turn, the NeuroRights Foundation is promoting an international campaign
to redraw the traditional concept of privacy, seeking to include not only undue in-
terference, as it has been interpreted historically, but also new forms of interven-
tion, such as those caused by neuroscience technologies (Yuste, 2023). This new
framework aims to protect fundamental aspects of individuals’ mental and cognitive
integrity, which may be threatened by the advancement of neurotechnologies and
Artificial Intelligence (AI).?

! This chapter was funded by the Fondecyt Initiation Project, “Strategic Litigation in the Field of Human Rights and
Business” (No 11220195).

2 For the purpose of this chapter we use the OECD definition of AI. Al system is a machine-based system that for
explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as makes predictions,
content, recommendations, or decisions that can influence physical or virtual environments.

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 131



Despite these regulatory advances, case law in this field is still limited. To date,
the only case with an enforceable judgment at the international level related to neuro-
technologies is the Girardi case, which we will address in this chapter. In this analy-
sis, we will review what worked and what did not work in terms of strategic human
rights litigation against companies developing technologies of this type. Although
this case is an important precedent, it also presents a number of limitations and chal-
lenges. Based on this analysis, we seek to expand the debate to a broader realm: hu-
man rights litigation against AI companies. Al is not only key in the development of
neurotechnologies, but it is also fundamental to understanding how these technolo-
gies can affect the neurocognitive rights of individuals.

In this chapter, we propose a theoretical approach based on a literature review
of strategic litigation in human rights (from different fields), adapted to the field of
neurotechnologies and AI. We will begin by exploring the traditional concepts of
strategic litigation, using frameworks such as political disadvantage theory, which
has been fundamental in human rights cases in contexts of vulnerability. In addi-
tion, we will review approaches based on legal resources and political opportunities,
which have allowed certain actors to mobilize judicially in contexts of inequality.
These theories will be the starting point for, in a second part of the chapter, to analyze
how these conceptual frameworks can be applied or adapted to the context of litiga-
tion in Al and neurotechnologies.

Unlike previous studies that have focused on the use of Al in judicial systems,
our goal is different. We will not focus on how these technologies transform the ad-
ministration of justice, but on how theories of strategic litigation can be applied in
cases against technology companies that use Al. The nature of Al poses new chal-
lenges for human rights, and companies developing these technologies are beginning
to face litigation questioning their impact on privacy, cognitive manipulation, and
algorithmic discrimination, as we will observe in the third part of this chapter.

The analysis of these cases will allow us to evaluate what has worked and what
has not in terms of legal strategies. Mental privacy, for example, is an emerging right
that has not yet been fully protected by existing laws, and strategies for litigating this
right may require innovative approaches. In this sense, strategic litigation theories
that have been successful in areas such as environmental law or indigenous rights can
offer useful tools for lawyers and human rights defenders facing cases in the field of
Al and neurotechnologies.

The impact of this work on academia and legal practice can be significant. By
adapting existing theories of strategic litigation to an emerging field such as neurotech-
nologies, we provide a roadmap for future litigation and legal strategies. This can open
new possibilities for the protection of human rights in a context where technologies ad-
vance faster than regulations. Likewise, by highlighting the use of Al in the violation of
neurocognitive rights, this work can influence the development of more comprehensive
regulatory frameworks that protect individuals against the risks of these technologies.

This chapter not only seeks to contribute to the theory, but also to provide prac-
tical tools for those who wish to undertake strategic litigation in this field. While
human rights litigation has always been complex, the advent of new technologies
such as Al and neurotechnologies requires a reimagining of traditional strategies. By
identifying the challenges and opportunities in neurorights litigation, we hope to lay
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the groundwork for more effective litigation with greater impact on the protection of
human rights in the future.

1. The case of Girardi v. EMOTIV Inc.

The case of Girardi v. EMOTIV Inc. marked a before and after in neurotechnol-
ogy litigation, as it was the first internationally enforceable ruling that addressed the
protection of brain data within the framework of human rights (Smart and Oyarzun,
2024). This case originated in Chile, where a group of citizens, concerned about the
improper handling of information captured by neurotechnology devices marketed by
EMOTIV Inc., filed an appeal for protection before the Court of Appeals of Santiago.
The device in question, called Insight, allowed the recording and storage of users’ brain
activity, generating serious doubts about privacy guarantees and the potential misuse of
that data. The appellants argued that EMOTIV did not offer the necessary measures to
guarantee the security of brain information, thus exposing users to the violation of their
fundamental rights, such as dignity and mental integrity (Corte Suprema, 2013).

In the first stage of the trial, EMOTIV’s defense focused on demonstrating that
users had given their informed consent when using the device, and that the data col-
lected was properly protected through encryption processes. However, the Supreme
Court accepted the appeal, establishing that the company should review and adjust
its data handling policies to align with the standards established by Chilean law.
Through this ruling, the Court implicitly recognized the need to protect mental pri-
vacy, setting a precedent for how neurotechnologies should operate within the limits
of human rights protection in Chile.

One of the most notable features of the Girardi case was the strategic impact
it had, both nationally and internationally. Although it was an individual protection
resource, the case was used as a strategic litigation to promote the regulation of neu-
rotechnologies and neurorights. Organizations such as the NeuroRights Foundation
took this ruling as an example of how the courts can play an important role in protect-
ing fundamental rights in the face of technological advances. This generated greater
discussion about regulatory development in other jurisdictions, particularly in Latin
America, where countries such as Brazil and Argentina have begun to debate the
regulation of these technologies (Smart and Oyarzun, 2024).

However, despite the legal success of the ruling, the case also revealed a num-
ber of important limitations. Although the ruling forced EMOTIV to review its prac-
tices, it did not comprehensively address the normative content of neurorights, nor
did it establish clear criteria for the protection of brain data in future contexts. The
ruling, while acknowledging the vulnerability of fundamental rights to the misuse of
neurotechnologies, was limited to a general policy review order and did not impose
specific sanctions or create a comprehensive regulatory framework.

Another criticism that can be made of the Girardi case is the lack of a solid
response from the Chilean State regarding the effective implementation of the mea-
sures ordered by the Court. Instead of creating a specialized institutional framework
to regulate and oversee the use of neurotechnologies, the Supreme Court delegated
the task of evaluating EMOTIV’s practices to institutions that lacked expertise in
these issues, such as the Institute of Public Health (Corte Suprema, 2013). This re-
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vealed a lack of institutional capacities to manage the implications of neurotechnolo-
gies and showed that digital governance in Chile was not yet prepared to face this
type of challenge.

On a practical level, the ruling did not produce significant changes in Chilean
legislation either. Although the appeal was accepted and generated an important legal
precedent, the effects in terms of public policies and protection of rights in the long
term have been limited. There have been no structural reforms, or the creation of
new supervisory bodies specialized in neurotechnologies, which reduces the impact
of the Girardi case at the institutional level(Smart and Oyarzun, 2024). In fact, the
implementation of this ruling has not generated a solid framework that allows for the
effective protection of neurorights, which weakens its ability to influence the future
regulation of this technology in Chile and the region.

The limited impact of the case in practice demonstrates that while strategic liti-
gation can be a powerful tool for driving human rights change, its success depends
largely on the state’s ability to implement judicial decisions. In this sense, the Girardi
case illustrates the gap between judicial decisions and their effective implementa-
tion. In addition, it highlights the need for strategic litigation to be accompanied by a
comprehensive regulatory framework and institutions capable of enforcing decisions
appropriately (Smart and Oyarzun, 2024).

With the Girardi case in mind, it is crucial to discuss in the next section the
theories that explain strategic litigation in human rights, as this case represents both
the achievements and limitations of this type of litigation in the field of neurotech-
nologies. By examining theoretical frameworks that have been used in other human
rights domains, we will be able to identify what elements work in contexts of tech-
nological vulnerability, and what adaptations need to be made to address the specific
challenges presented by Al and neurotechnology companies.

2. Explaining strategic legal mobilization

Having analyzed the limitations of the Girardi case before the Court of Appeals
of Santiago and the Supreme Court of Chile, we now want to present a theoretical
framework to understand strategic legal mobilization. Much of the existing research
on legal mobilization, by both individuals and groups, attempts to explain the shift
to the courts and the conditions under which legal mobilization is likely to succeed,
with many definitions of “success” deployed. Political scientists and sociologists do
not shy away from speculating on the general causes and consequences of legal mo-
bilization. This is the case, even though much of the research is based on case stud-
ies, i.e. with a focus on particular legal cases or areas of policy issues. Although the
discussion here separates the literature according to the type of theoretical explana-
tion proposed, this categorization is not strict. At present, most research transcends
some or all the factors highlighted by the various conceptual approaches that we will
develop in this section.

2.1. Political disadvantage theory

Political disadvantage theory holds that marginalized groups who lack access
to traditional political mechanisms turn to the courts to seek protection and advance

134 Sebastian Smart | Esteban Oyarzin Gémez



their goals. Initial studies, such as those of Cortner (1968) and Vose (1959), who
analyzed legal mobilization during the civil rights movement in the United States,
showed that groups without influence in executive or legislative bodies found in the
courts an avenue to assert their rights. This approach was widely accepted until the
1980s, when studies such as Epstein’s began to show that even politically privileged
groups could use the courts strategically, leading to criticism of the widespread ap-
plicability of this theory (Epstein, 1985).

At the national level, marginalized groups often rely on litigation and alternative
dispute resolution (ADR) mechanisms to address systemic inequalities. For example,
in Canada, First Nations groups pursued justice for discriminatory child welfare poli-
cies through the Canadian Human Rights Tribunal (Hernandez and Levesque, 2023).
Similarly, Dalits in India, a historically marginalized group, have turned to courts
through NGO-supported litigation to combat caste-based discrimination, such as the
inhumane practice of “manual scavenging” (Kahle and Hammerslev, 2023). In some
cases, ADR mechanisms such as mediation and conciliation have provided an al-
ternative pathway to justice for marginalized groups unable to access formal court
systems (McGregor et al., 2019). However, ADR is not without challenges. Critics
argue that when ADR becomes mandatory, it can exacerbate political disadvantage
by limiting marginalized groups’ access to full judicial remedies. For example, Mc-
Gregor (2012) warns that ADR processes, while efficient, may prioritize expedience
over the structural changes needed to address systemic inequality, leaving vulnerable
groups without the tools to challenge deeply rooted injustices.

Regional human rights systems also provide vital avenues for politically disad-
vantaged groups. The European Court of Human Rights (ECtHR) offers prominent
examples of how groups excluded from political mechanisms use courts to assert their
rights. In Kokkinakis v. Greece (1993), Jehovah’s Witnesses successfully challenged
bans on religious proselytism, while in Dudgeon v. United Kingdom (1981), the EC-
tHR addressed the criminalization of homosexuality in Northern Ireland (Anagnos-
tou, 2010). Similarly,in D.H. et al.v. Czech Republic (2007), Roma children’s school
segregation was challenged, underscoring the role of courts in addressing structural
inequalities (Arabadjieva, 2016). Beyond Europe, the Inter-American Human Rights
System has been leveraged by feminist NGOs in Brazil to address women’s rights
violations when national systems failed (Santos, 2018). Similarly, the Endorois com-
munity in Kenya used the African Commission on Human Rights to protect their land
rights, overcoming political disadvantages at the national level (Gilbert, 2020).

Transnational litigation offers yet another avenue for disadvantaged groups to
seek justice, particularly when domestic legal systems fail. Victims in developing
countries frequently use foreign courts to hold multinationals accountable for human
rights abuses (Meeran, 2021). For instance, South African asbestos miners turned to
British courts to address corporate human rights violations (Boggio, 2006). In South
Africa, environmental groups such as Earthlife Africa used strategic litigation to halt
polluting projects and challenge government inaction, exemplified by the Life After
Coal campaign, which also raised public awareness (Chamberlain and Fourie, 2024).
These examples highlight how marginalized groups strategically navigate domestic,
regional, and transnational courts to address systemic inequalities, leveraging judicial
mechanisms to advance their rights.
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2.2. Resource theory

Resource-based theory holds that success in legal mobilization depends sig-
nificantly on available resources, both financial and legal knowledge and organiza-
tion. This theory complements the theory of political disadvantage by focusing on
the ability of actors, both individual and collective, to mobilize the law according to
the resources available to them. Marc Galanter, in his influential article, argues that
well-funded and organized litigators, referred to as “repeat players,” are more likely
to succeed in court than those without resources, due to their ability to invest time and
money over the long term (Galanter, 1974). Vanhala reviews this approach, showing
how the availability of resources remains a key factor in contemporary legal mobili-
zation (Vanhala, 2017).

Notable examples -of use of resources in legal mobilisation at the national lev-
el- include cases like Lustig-Prean and Beckett v. United Kingdom, where gay rights
organizations utilized fundraising and collaboration with NGOs to challenge discrim-
inatory bans in the British armed forces (Mank and Smith, 2013). Similarly, in S.L. v.
Austria, Austrian gay rights groups such as Rechtskomitee LAMBDA mobilized sig-
nificant resources to abolish discriminatory laws, demonstrating how financial and
legal support sustain successful campaigns (Mank and Smith, 2013).

In Latin America, climate litigation underscores the critical role of resources in
advancing systemic change. In Future Generations v. Colombia, the Colombian State
was ordered to repair climate damage, a ruling only achievable due to the plaintiff
organizations’ access to financial and legal resources (Barber, 2012). Conversely, a
TWAIL (Third World Approaches to International Law) perspective highlights how
resource disparities often disadvantage actors in the Global South. For instance, Bose
(2023) critiques how human rights due diligence laws in France often exclude Global
South voices due to resource barriers, while Buhmann (2023) shows that well-sup-
ported actors, such as those leveraging OECD National Contact Points, are more
likely to succeed in corporate accountability cases.

Access to resources also influences success in regional litigation. For example,
the Endorois and Ogiek indigenous peoples in Kenya overcame national barriers and
secured justice through the African Commission on Human Rights, supported by
NGOs like the Minority Rights Group (Claridge, 2019). Such examples reveal how
financial and organizational assistance determines outcomes in international forums.

Finally, resource inequality shapes litigation dynamics in areas like climate jus-
tice and universal jurisdiction. Fossil fuel companies leverage their political and eco-
nomic power to evade accountability, necessitating well-resourced litigation efforts
to counteract their influence (Dehm, 2023). Similarly, Davis (2005) highlights how
financial support is essential for prosecuting crimes under international law in national
courts, while Hausler (2012)(2012) notes that Indigenous groups, like the Tsilhqot’in
in Canada, rely heavily on NGO and legal aid for their legal mobilization efforts.

2.3. Theories of Legal Opportunities

The theory of legal opportunity structures highlights the importance of proce-
dural rules that shape access to courts, determining who can litigate and under what
conditions. Early research in political science focused on standing rules, showing
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how these procedural mechanisms influence legal mobilization. Studies by Arrington
(2019), Pedriana (2004) and Polletta (2000) demonstrated how activists leverage le-
gal norms and processes, underscoring the critical role of accessible legal procedures
in enabling mobilization.

Hilson (2002) expanded the concept of legal opportunity structures, linking
procedural rules to public policy outcomes. Andersen (2006) further examined how
litigants exploit opportunities created by courts. This framework has been applied
in diverse contexts, including mobilization within the European Community (Ev-
ans Case and Givens, 2010) and Costa Rica (Wilson and Rodriguez Cordero, 2006).
Vanhala’s (2012) work illustrates how social movements can achieve procedural vic-
tories, even when substantive outcomes are unfavorable, demonstrating the strategic
value of navigating legal opportunities.

Legal opportunity structures have driven corporate accountability in landmark
cases like Vedanta and Royal Dutch Shell in the UK. British courts set precedents al-
lowing parent companies to be held liable for the actions of their subsidiaries abroad,
creating new pathways for victims of human rights violations to seek redress (Meeran,
2021). Similarly, in Okpabi v. Shell, Nigerian plaintiffs used UK legal mechanisms to
overcome barriers in their home country, highlighting the role of transnational legal
opportunities in advancing human rights (Roorda and Leader, 2021).

International mechanisms also offer vital legal opportunities for litigants. Sund-
strom (2014) analyzed how Russian NGOs, constrained by domestic systems, used
the European Court of Human Rights (ECtHR) to challenge human rights violations.
Likewise, Wilson (2010) and Smart (2024) emphasized the transformative potential of
regional courts like the Inter-American and African Courts of Human Rights, which
empower marginalized groups by providing alternatives to weak national frameworks.

Domestic legal reforms can also expand opportunities for mobilization. Tiede
(2011) examined judicial reforms in Chile, such as reduced pretrial detention and im-
proved legal representation, which made the system more transparent and accessible.
Yildirim (2023), highlighted Turkey’s “individual application” framework, which
enables workers to directly access the Constitutional Court, advancing collective la-
bor rights in a restrictive political environment. In Latin America, strategic litigation
around climate change and gender justice has opened new procedural avenues for
underrepresented groups. Urzola Gutiérrez (2024) argued that access to national and
international tribunals is essential for the success of such initiatives, as it facilitates
systemic changes in environmental and social justice contexts.

2 4. Social construction and framing

Social constructivist, framing, and translation approaches explain how social
actors transform their demands into legal terms, attributing meanings to legal dis-
courses and framing political objectives as plausible legal claims. Marshall’s (2003)
analysis of how women frame experiences of sexual harassment as human rights
violations demonstrates how strategic framing impacts courts’ reception of lawsuits.
The framing of legal issues by individuals or groups directly influences the success
of legal mobilization.

A clear example is Goodwin v. United Kingdom, where a transgender woman
framed her demand for legal recognition under the right to privacy and family life,
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leading to a favorable ruling (Anagnostou, 2010). Similarly, in D.H. et al. v. Czech
Republic, litigants framed school segregation of Roma children as a violation of the
rights to non-discrimination and education, a strategy pivotal to their success (Arab-
adjieva, 2016). In Latin America, Auz (2024) shows how climate justice cases re-
frame environmental harms as human rights violations under international treaties,
broadening their legal impact.

Framing environmental litigation as a human rights issue is evident in Earthlife
Africa Johannesburg v. Minister of Environmental Affairs, where activists linked
coal plant construction to threats against environmental and human rights. This fram-
ing mobilized public opinion and delayed construction, demonstrating how strategic
narratives can amplify litigation efforts (Chamberlain and Fourie, 2024). Similarly,
Buhmann (2023) highlights how OECD National Contact Points are used not only as
legal mechanisms but also as platforms to frame human rights claims.

Intersectional approaches further enrich framing strategies. De Jong (2024) ar-
gues for framing climate litigation to address intersecting oppressions, such as racism
and sexism, enabling courts to assess human rights violations more comprehensively.
Santos (2018) shows how feminist NGOs frame violations of women’s rights within
international human rights frameworks, facilitating transnational and domestic litiga-
tion when national systems fail.

In Canada, Cohen (2017) highlights how legal organizations framed maternal
immunity debates using international children’s rights standards, giving the issue
broader judicial resonance. Hernandez and Levesque (2023), examine how the “I am
a Witness” campaign framed racial discrimination against First Nations children as a
fundamental human rights violation, increasing public and international pressure on
the Canadian government.

Framing also plays a role in indigenous and counter-hegemonic litigation. Vi-
aene and Gonzdlez-Serrano (2024) describe how indigenous lawyers in Guatemala
frame their cases within their cultural identity and knowledge systems, challeng-
ing colonial and neoliberal structures. In torture and transnational crimes litigation,
Mathews (2003) shows how framing claims as universal human rights violations en-
hances their success in international tribunals.

Murcott and Tigre (2024) emphasize the adaptability of framing in the Global
South, where climate change litigation is situated within local contexts of justice and
human rights. Finally, Kahle and Hammerslev (2023) illustrate how Indian NGOs
frame their demands as “active citizenship,” compelling the government to meet le-
gal obligations despite reduced state responsibilities under neoliberal policies.

In conclusion, social construction, framing, and translation approaches are es-
sential for understanding how legal narratives are crafted and deployed in diverse
contexts. From environmental justice to gender rights, these strategies expand op-
portunities for legal mobilization, influencing outcomes in domestic, regional, and
international courts.

2.5. Theories of Legal Consciousness

Legal consciousness refers to how individuals and groups shape their under-
standing of the law and how, in turn, the law influences their behaviors, values, and
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identities. While widely studied in socio-legal research, it has received less atten-
tion in political science. Silbey’s (2005) review of legal awareness and Ewick and
Silbey’s (1998) foundational work have provided theoretical frameworks that inform
subsequent empirical studies on how marginalized actors perceive and use the law.

A critical aspect of legal consciousness is how peripheral groups view the law
as a tool for resolving disputes and driving social change. Barber (2012) highlights
how human rights organizations reflect critically on the law, recognizing its potential
to influence public policy while acknowledging its limitations. Anzueto (2021), il-
lustrates this in Guatemala, where strategic litigation not only secured reparations for
human rights violations but also educated communities about their rights, fostering
broader mobilization.

In Latin America, Cavallaro and Brewer (2008) emphasize the role of the Inter-
American Court of Human Rights (IACHR) in fostering legal awareness. Landmark
rulings have helped victims and human rights defenders view the court as a viable
avenue for justice, enhancing perceptions of their rights and legal agency. Similarly,
Smart (2024) notes how the IACHR’s expansion of responsibility for human rights
violations to include private companies has reshaped victims’ perceptions of account-
ability, enabling litigation against corporations.

Legal mobilization in other regions reinforces the role of legal consciousness.
Handmaker (2023) shows how strategic litigation in the Netherlands enhanced Roma
communities’ understanding of their rights, empowering them to use legal systems
for protection. McGregor et al. (2019) argue that national human rights institutions
(NHRISs) increase legal awareness through alternative mechanisms like mediation.
However, they caution that such mechanisms should complement, not replace, access
to courts, particularly in complex cases.

At the state level, Oette (2012) examines how national legal cultures shape the
implementation of anti-torture laws, with stronger legal systems more effectively
integrating international standards. In Chile, Tiede (2011), observes that judicial re-
forms have increased transparency and trust, shifting public perceptions of justice
and rights. Urzola Gutiérrez (2024) adds a feminist perspective, arguing that margin-
alized groups, especially women, construct legal awareness through distinct episte-
mologies, challenging dominant narratives in climate litigation.

In summary, legal consciousness provides a lens for understanding how indi-
viduals and groups interact with the legal system and how these interactions shape
their perceptions of justice. From grassroots mobilization to international litigation,
it highlights the reciprocal relationship between law and society, demonstrating the
law’s role as both a tool and a site of social change.

3. Litigation against AI companies

Having analyzed the theoretical approaches to legal mobilization, we now turn
to examine their practical application in the context of Al and potential human rights
abuses. This next section explores the types of litigation pursued, the jurisdictions
where these cases have been brought, and the framing strategies employed by liti-
gants. By delving into specific examples, we aim to illustrate how the concepts of
political disadvantage, resource mobilization, legal opportunities, framing, and legal
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consciousness manifest in addressing the challenges posed by Al in human rights
contexts.

To carry out this analysis, we have extracted the cases from two key databases:

a) The Tech Litigation Database: This open-access resource, hosted at the Cen-
tre for Fundamental Rights at the Hertie School in Berlin, collects, explores,
and exposes the growing number of global litigations against automated sys-
tems. Its purpose is to raise awareness and provide transparency about the im-
pact of new technologies on society, supporting the work of researchers, legal
actors and civil society organizations.

b) DAIL — Database of Al Litigation: This database, maintained by George
Washington University, presents information on ongoing and finalized litiga-
tion involving Al, including machine learning. It covers cases from the begin-
ning of the lawsuit, ranging from algorithms used in hiring decisions, credit
and criminal sentences, to liability for accidents with autonomous vehicles. In
addition, it includes some cases on statistical analysis and data protection that,
although they do not directly involve Al, are of relevance for Al projects.

Our analysis will be based on these 50 cases and will allow us to gain a global
view of how courts and other legal actors are responding to the use of Al technologies
in various application areas. We will also explore how these cases can be theorized
under the framework of strategic legal mobilization, as addressed in the previous sec-
tions of the chapter.

3.1. What kind of trials are taking place?

In recent years, we have seen a growing variety of lawsuits addressing the legal
implications of using Al and other automated technologies. These cases cover a wide
range of application areas, from intellectual property rights to the right to privacy
and non-discrimination. Through the analysis of the 50 cases, we can identify several
types of trials that mark the beginning of a new era in strategic litigation around these
technologies.A significant first group of lawsuits revolves around data protection and
privacy, a central issue in most GAl-related litigation. A key example is the case of
the German Bank, where Berlin’s Commissioner for Data Protection and Freedom
of Information fined a bank €300,000 for failing to properly inform its customers
about the criteria used in granting or refusing credit cards, in violation of the Euro-
pean Union’s General Data Protection Regulation (GDPR).? This case demonstrates
how the use of Al in financial decisions requires a level of transparency that many
companies are not yet meeting.

In a related case, the Italian Data Protection Authority imposed a €20 million
fine on a U.S. company for the illegal use of Al-based biometric monitoring tech-
nologies. The company had collected biometric data from more than 10 billion public
images without proper consent, thus violating the principles of purpose limitation and

3 Berlin Commissioner for Data Protection and Freedom of Information. (2024). Decision on automated credit card
issuing.

140 Sebastian Smart | Esteban Oyarziin Gémez



transparency set forth in the GDPR.* These cases underscore the importance of con-
sent and transparency in the use of Al, especially when it comes to sensitive data.

Another type of judgment that stands out concerns accountability and transpar-
ency in the use of automated systems for public administration. For example, in the
SyRI (System Risk Indication) case in the Netherlands, the court found that the use
of Al to detect fraud in the social welfare system violated the right to privacy under
the European Convention on Human Rights.® The court ruled that the system was not
transparent enough and that the automated decision-making process did not comply
with the principles of fairness and proportionality.

Judgments are also underway around algorithmic discrimination and bias in
automated decisions. In the case of R (Bridges) v. Chief Constable of South Wales
Police, a UK court found that the use of facial recognition technologies by police
violated the right to privacy and lacked adequate review to prevent racial or gender
bias.® This ruling reflects growing scrutiny on how Al systems can perpetuate or even
amplify structural discrimination.

In the area of intellectual property and patents, the Tokyo District case high-
lighted how courts are grappling with the question of whether Al can be recognized
as inventors. In this case, the patent application filed by DABUS, an Al system, was
rejected on the basis that patents can only cover human inventions.” The decision un-
derscores the need for a more robust legal framework that addresses the complexities
of invention in the age of Al.

As for corporate liability, the case of Prygodicz v. Commonwealth of Australia,
known as the “Robodebt” case, refers to an automated system used by the Australian
government to recover debts from the social security system.® The federal court found
that the system was unlawful because it shifted the burden of proof onto beneficia-
ries, requiring them to prove they didn’t owe money, rather than the government
proving otherwise. This case exemplifies how Al, when implemented without suffi-
cient oversight, can have devastating consequences for citizens’ rights.

On the other hand, we also find judgments that address the interaction between
Al and labor rights. In the case of Rb. Amsterdam, drivers of a taxi app challenged
the deactivation of their accounts based on fully automated decisions, arguing that the
lack of human intervention violated their right to work and due process.’ The court
ordered the company to reinstate the drivers and highlighted the need for greater
transparency and human oversight in Al-powered employment decision-making.

In addition, lawsuits related to the use of facial recognition and other biomet-
ric technologies are also prominent. In a case in Kenya, the court declared that the
digital identification system based on facial recognition, known as Huduma Namba,

* Italian Data Protection Authority, Decision no. 50 of 10.02.2022, regarding Al-based biometric monitoring tech-
nologies.

5 District Court of The Hague, SyRI (System Risk Indication), ECLI:NL:RBDHA:2020:187 (5 February 2020).
°R (Bridges) v Chief Constable of South Wales Police [2020] EWCA Civ 1058.

7 Tokyo District Court, DABUS Patent Application,R5 (9gyo-u) no. 5001 (16 May 2024).

8 Prygodicz v Commonwealth of Australia [2021] FCA 941.

 Rb. Amsterdam - C/13/684665/KG ZA 20-481 (2020).
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violated data protection laws, requiring the government to pass more stringent laws
before continuing its use.!’

These examples demonstrate that trials around Al not only cover a wide range
of application areas but are also testing the limits of traditional legal frameworks.
At the same time, these cases reflect how fundamental rights, such as privacy, non-
discrimination, and transparency, are being reinterpreted and reinforced in a world
where Al plays an increasingly dominant role.

3.2. In which jurisdictions?

The analysis of the 50 cases extracted from The Tech Litigation Database and
DAIL databases shows that the jurisdictions where most of the litigation against Al
companies is taking place are diverse, covering countries in Europe as well as Amer-
ica, Asia and Africa (see Figure 1). However, some jurisdictions play a more promi-
nent role due to the magnitude and complexity of the cases, as well as the impact of
their decisions on the development of the legal framework that regulates these tech-
nologies.

Figure 1: Jurisdictions of 50 analysed cases

= Europa = América = Africa Asia = Oceania = Internacional (UE)

Source: own creation

Europe stands out as one of the key regions in litigation against GAI, in part
thanks to the existence of the General Data Protection Regulation (GDPR), which
establishes a rigorous framework for data protection and privacy. A paradigmatic
example is the case of the SyRI (System Risk Indication) System in the Netherlands,
where the District Court of The Hague ruled that the use of algorithms to detect fraud
in the social welfare system violated the right to privacy under Article 8 of the Euro-

10 Nubian Rights Forum & 2 others v. Attorney General & 6 others [2020] eKLR.
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pean Convention on Human Rights (ECHR)." This case underlines the importance
of the balance between automated technology and fundamental rights in European
jurisdictions.

Germany is also emerging as a crucial jurisdiction in protecting citizens’ rights
from Al systems. In a particular case the German Federal Court examined the use of
an automated credit scoring system, ruling that decisions affecting individuals must
include human supervision to ensure transparency and access to information.'? This
case is representative of the rigorous approach of the German courts in ensuring that
consumers’ rights are not compromised by automated decisions.

Italy is another notable European jurisdiction, in a particular case the Italian
Supreme Court declared invalid the consent of users to an automated system that
affected their rights if they were not provided with adequate information on the op-
eration of the algorithm."” This case underscores how Italian courts are promoting
transparency and the protection of individual rights in the use of Al technologies.

In addition to Europe, the United States is presented as another priority jurisdic-
tion. In the case of State of New Jersey v. Francisco Arteaga, the New Jersey Court
of Appeals ruled that the prosecutor must provide detailed information about facial
recognition technology used to identify a suspect, as denying this access would in-
fringe on the right to due process."* This case demonstrates the focus of U.S. courts
on ensuring that new technologies do not compromise the procedural rights of indi-
viduals.

Another significant example in the United States is the case of State v. Loomis,
in which the Wisconsin Supreme Court upheld the use of risk assessment algorithms
in sentencing decisions, but emphasized the need to include written warnings about
the algorithm’s limitations to ensure fairness.” This ruling reflects how U.S. courts
are grappling with the use of Al in the criminal justice system and the need for a bal-
ance between technological efficiency and constitutional rights.

In Latin America, Brazil has been an important player, especially in the context
of privacy and data protection rights. The IDEC v. Via Quatro case in Brazil ad-
dressed the use of facial recognition by a public transport company without proper
consent from users, resulting in significant compensation for moral damages. This
case illustrates how Brazilian courts are beginning to address the impact of Al on
citizens’ privacy. Africa also stands out with important jurisdictions such as Kenya,
where in the case of Nubian Rights Forum already analysed.'® And in Asia, Japan has
begun to see significant judgments in this area."”

Finally, cases before the Court of Justice of the European Union (CJEU), have
shown that decisions on the retention of personal data and the use of Al in Europe can
have a large-scale impact, influencing the regulation and use of technologies across

1 District Court of The Hague, SyRI (System Risk Indication), ECLI:NL:RBDHA:2020:187 (5 February 2020).
12 BGH VI ZR 156/13 (Schufa) (28 January 2014).

13 Corte Suprema di Cassazione, Civil Ord., Sez. 1, No. 14381 (2023).

14 State of New Jersey v Francisco Arteaga, New Jersey Court of Appeals (2023).

15 State v Loomis, 881 N.W.2d 749 (Wis. 2016).

16 Nubian Rights Forum & 2 others v. Attorney General & 6 others [2020] eKLR.

17 See for example Tokyo District Court. (2024). DABUS Patent Application, R5 (9gyo-u) no. 5001.
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the continent.'”® These cases highlight how the European legal framework is adapting
to new technological realities.

In summary, the priority jurisdictions where litigation against Alcompanies is
taking place cover both Europe and the Americas, Asia and Africa, with Europe at the
forefront due to the strength of its data protection and human rights legal framework.
At the same time, the United States, Brazil, Kenya, and Japan are emerging as key
players in the evolution of regulation and litigation around Al. These cases are setting
important precedents and helping to define how these technologies will be used and
regulated in the future.

3.3. What are the predominant causes and human rights in litigation?

In analyzing the 50 cases drawn from The Tech Litigation Database and DAIL,
we observed several preponderant causes of action ranging from the protection of per-
sonal data to the misuse of Al technologies in areas such as facial recognition, digital
privacy, and discrimination. The causes of action are concentrated in five broad areas:
privacy violations, data protection, discrimination, violations of the rights of access to
information, and failures in transparency and human oversight (see figures 2 and 3).

3.3.1. Preponderant Causes of Action

Data protection and privacy: One of the main causes of action is related to the
violation of the right to privacy and data protection, mainly regulated by the Gen-
eral Data Protection Regulation (GDPR) in Europe. Cases such as SyRI (System
Risk Indication) in the Netherlands show how the use of algorithms to detect fraud
in social welfare systems was declared illegal for violating citizens’ right to privacy
under Article 8 of the European Convention on Human Rights (ECHR). In another
example, in Canada, an Al company was found guilty of collecting and using bio-
metric data without consent, leading to an order to stop the collection and delete the
stored data."”

Algorithmic discrimination: Discrimination, both racial and gender, is another
prominent cause of action in litigation against AGI systems. In Italy, a food delivery
platform was fined for using algorithms that favored certain workers over others,
based on a scoring system that ended up excluding many delivery drivers, exac-
erbating discrimination and affecting their right to work.* Similarly, in the United
Kingdom, a Court found that the mass retention of immigrants’ mobile data without
proper procedures constituted undue discrimination.”

Lack of transparency and human oversight: Several causes of action are related
to the lack of transparency in the use of Al technologies and the lack of adequate hu-
man oversight in decision-making processes. An example from Austria, shows how a
court found that a credit rating company did not provide enough information about the

18 See for example CJEU, Cases C-793/19 and C-794/19, La Quadrature du Net and Others v France; Ordre des
barreaux francophones et germanophone and Others v Belgium [2020] ECLI:EU:C:2020:791.

19 Office of the Privacy Commissioner of Canada, PIPEDA Findings #2021-001.

20 Jtalian Data Protection Authority, Decision No. 9675440, regarding algorithmic discrimination in the food delivery
sector (2021).

21 HM, MA, and KH v Secretary of State for the Home Department [2023] EWHC (Admin).
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logic behind automated decisions, which violated Article 15 of the GDPR.>? Another
case is the already cited case of State v. Loomis in the United States, where the court
confirmed that the use of a risk assessment algorithm in the conviction of a defendant
required clear warnings about the limitations of the system to ensure a fair trial »

Access to information and transparency of algorithms: Another focus of litiga-
tion is access to information, especially when it comes to algorithms used in auto-
mated decisions. The case of the Netherlands, where drivers of a taxi app sued for
a lack of transparency about the reasons for the deactivation of their accounts, is a
representative example.* The court determined that the deactivation constituted an
automated decision and ordered the reinstatement of the drivers, highlighting the im-
portance of access to the logic behind algorithmic decisions.

Social benefits: Many of the causes of action also arise from violations of social
rights, as in the case of Kammarritten 1 Goteborg in Sweden, where a court ruled that
the denial of access to an algorithm that managed social benefits constituted a viola-
tion of access to information rights under the Swedish constitution.”

Table 2: Preponderant causes of action

<

= Data protection = Public administration = Asylum and migration
Administrative law = Criminal justice = Social benefits and welfare state

= Detention and prison law = Work management u Civil law

= Education = Intellectual property = Environmental

Source: Own creation

3.3.2. Preponderant Human Rights in Litigation

In terms of overriding human rights, litigation against AI companies tends to
focus on several fundamental rights, mainly those related to privacy, non-discrimina-
tion, access to information and the right to a fair trial.

Right to privacy: This is one of the most affected rights in litigation related to
GALI, especially in those cases involving the use of facial recognition technologies
and data extraction without consent. In Glukhin v Russia, the European Court of Hu-
man Rights (ECtHR) found that the Russian government’s use of facial recognition
technology to identify a protester violated his right to privacy under Article 8 of the

22 Vienna Regional Administrative Court, VGW-101/042/791/2020-44 (2020).
2 State v Loomis, 881 N.W.2d 749 (Wis. 2016).

24 Rb. Amsterdam - C/13/684665/KG ZA 20-481 (2020).

25 Kammarriitten i Goteborg, Mdl nr 6973-19, 21 February 2020.
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ECHR * Similarly, in the GPS tracking pilot case in the UK, the Information Com-
missioner’s Office ruled that the continuous collection of data without proper consent
violated the right to privacy of migrants monitored using GPS devices.”

Right to non-discrimination: Algorithmic discrimination is another crucial as-
pect, and it is found in cases where the use of Al has exacerbated pre-existing biases.
In Spain, for example, a supermarket was sanctioned for using a facial recognition
system that discriminated against individuals based on criminal records, violating the
principles of necessity and proportionality of the GDPR.% Also, the already analysed
case of Schufa in Germany, where the court addressed how credit scoring systems
can discriminate against certain individuals, particularly those with low incomes.”

Right to information and transparency: Access to information is a key right in
many of the Al cases, especially those where algorithmic decisions significantly im-
pact individuals. In La Quadrature du Net in France, the court annulled an agreement
between a regional council and a technology company due to the lack of clear consent
and proportionality in the use of facial recognition systems in schools, highlighting
the right of students and their families to be properly informed about the use of their
personal data.*

Right to a fair trial and due process: Fairness in the use of AGI’s technologies
in the judicial system has also been a prominent concern. In State v. Loomis in the
United States, the Wisconsin Supreme Court emphasized the need to provide clear in-
formation on the limitations of the risk assessment algorithms used in sentencing, to
ensure that the right to due process is not violated.® Similarly, in Sigurour Einarsson
and others v Iceland, the lack of equitable access to digital evidence was questioned,
which affected the right of the accused to a fair trial 3

Figure 3: Human rights impacted
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26 Glukhin v Russia (Application no. 11519/20), ECtHR (2024).

27 Information Commissioner’s Office, GPS Tracking Pilot Case, United Kingdom (2024).
28 Spanish Data Protection Agency, Decision PS/00120/2021 (2021).

2 BGH VI ZR 156/13 (Schufa) (28 January 2014).

30" Administrative Court of Marseille, La Quadrature du Net v Provence-Alpes-Cote d’Azur Regional Council
(2020).

31 State v Loomis, 881 N.W.2d 749 (Wis. 2016).
32 European Court of Human Rights. (2021). Sigurdur Einarsson and Others v. Iceland (Application no. 39757/15).
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In summary, the predominant causes of action in litigation against Alcompa-
nies mainly include privacy violations, discrimination, lack of transparency, access
to information and failures in human supervision. Meanwhile, the most commonly
affected human rights are the right to privacy, non-discrimination, access to informa-
tion, the right to a fair trial, and the right to work. These litigations are helping to set
important precedents that will guide the development of regulatory frameworks for
Al in the future.

4. As a mode of conclusion: bridging the gap between
theory and litigation against Al companies

By looking at the cases analyzed in Al and neurotechnologies, a clear connec-
tion can be established with the theories of strategic legal mobilization discussed
above. Theories that explore how social and collective actors turn to the courts to
advance in the defense of their rights find direct resonance in these emerging litiga-
tions against Al companies. Through the application of these theories, it is possible
to develop a conceptual framework that allows us to understand not only the motives
behind these cases, but also the strategies used by litigants to confront inequalities
caused or exacerbated by technology.

One of the theories that becomes relevant when reviewing cases is the theory
of political disadvantage. Many of the actors who have turned to the courts to litigate
Al companies represent marginalized or vulnerable groups, who lack political power
or access to traditional decision-making mechanisms. A clear example is a case in
Germany, in which an asylum seeker faced data extraction and analysis without due
privacy guarantees.® In this context, legal mobilization before the courts becomes the
only avenue available to protect the rights of those who face structural disadvantages
vis-a-vis state or corporate actors.

In line with this theory, many cases show how litigants turn to international or
supranational courts when national legal structures are not sufficient to provide effec-
tive protection. The case of Glukhin v. Russia, where the European Court of Human
Rights (ECHR) ruled against the use of facial recognition on protesters, demonstrates
how politically marginalized actors turn to external judicial systems to assert their
rights 3* This type of mobilization is particularly relevant in contexts where human
rights, such as privacy and freedom of expression, are systematically violated at the
national level.

The resource-based theory is also essential to understand these disputes. As pre-
viously discussed, access to financial, legal, and organizational resources can be de-
terminant in the success of legal mobilization. Several cases reflect how litigants who
manage to mobilize sufficient resources can sustain protracted litigation against large
companies. In the PIPEDA in Canada, a company was sanctioned for the misuse of
biometric data, but it was only possible due to access to the necessary resources by
the regulatory authority to sustain an in-depth investigation.® Likewise, the I'T DPA
Decision case in Italy, which involved a food delivery platform, highlights how hu-

33 Administrative Court of Berlin, VG 9 K 135/20 A (2020).
34 Glukhin v Russia (Application no. 11519/20), ECtHR (2024).
% Office of the Privacy Commissioner of Canada, PIPEDA Findings #2021-001 .
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man and labour rights organisations have played an essential role in providing the
necessary resources to take these litigations to court.*

These cases also show how actors’ resort to international legal mobilization
when they lack access to sufficient resources at the national level. This aligns with
criticisms of TWAIL approaches, which point out how litigants in the Global South
often rely on international actors to mobilize effectively in court. Cases such as Kam-
marrdtten i Goteborg in Sweden, where a journalist requested access to the source
code of an algorithm used in the administration of social benefits, are examples of
how inequalities in access to technological and legal resources can determine the
outcome of litigation.”

Legal opportunity theory is also particularly useful for understanding how stra-
tegic litigants have taken advantage of procedural gaps and opportunities to advance
their claims. In the State v. Loomis case in the United States, the courts examined
how an automated risk assessment system was used in the conviction of a defendant.
Although the court allowed the use of the algorithm, the case highlighted the need to
review the legal opportunities available to protect due process rights. This decision
underscores how procedural opportunities, in this case the right to understand the
logic behind automated decisions, can become the key point of strategic litigation.

Access to the courts of foreign jurisdictions also reflects how legal opportuni-
ties expand beyond national frameworks. Cases such as SyRI in the Netherlands,
where an algorithm was declared illegal for violating the right to privacy, underscore
the importance of procedural structures that allow litigants to challenge the practices
of governments or companies in other jurisdictions. This ability to litigate in different
jurisdictional contexts is a clear reflection of how legal opportunity structures have
evolved, allowing actors to access more favorable judicial mechanisms.

In addition, theories of social construction and framing play a crucial role in
how demands are formulated and presented in these cases. In litigation such as La
Quadrature du Net in France, framing facial recognition as a threat to fundamental
rights allowed plaintiffs to construct a powerful narrative in court. The way in which
social actors frame their claims, whether in terms of privacy violation or algorithmic
discrimination, can directly influence the reception these claims have in court. In this
sense, litigation against Alcompanies is a clear example of how legal actors construct
narratives that seek to amplify the relevance of human rights in the context of tech-
nology.

Litigants in these cases not only seek favorable outcomes in legal terms, but
also attempt to influence public opinion and policy through their strategic frame-
works. Cases such as Bridges v. CC South Wales in the United Kingdom, which chal-
lenged the use of facial recognition technologies by police, illustrate how litigants are
attempting to transform the debate about privacy and fundamental rights, not only in
the courts, but also in the public arena. These types of framing strategies, in combi-
nation with legal mobilization, allow the demands around emerging technologies to
gain greater visibility.

36 Jtalian Data Protection Authority, Decision No. 9675440, regarding algorithmic discrimination in the food delivery
sector (2021).

37 Kammarritten i Goteborg, Mdl nr 6973-19, 21 February 2020.
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On the other hand, legal awareness theory is useful for analyzing how litigants
and affected groups develop a critical understanding of their rights in relation to tech-
nology. In the case of Sigurour Einarsson and others v. Iceland, the lack of equitable
access to data used by the prosecution led to a discussion about procedural fairness in
the use of advanced technologies. As litigants begin to understand how GAI’s tech-
nologies can influence their rights, they develop a legal awareness that allows them
to challenge surveillance and automation practices in court.

The development of critical legal awareness is also present in cases such as
Nubian Rights Forum v. Attorney General in Kenya, where litigants questioned the
implementation of a digital ID system without adequate safeguards for the protection
of personal data. These litigations reflect how actors affected by emerging technolo-
gies not only seek to remedy a specific situation, but also develop a broader aware-
ness of how the right can be used to protect their rights in the face of new forms of
digital surveillance.

Finally, litigation around Al and neurotechnology is also influencing the de-
velopment of more robust regulatory frameworks for the protection of human rights.
The cases analysed, such as Automated credit card issuing in Germany, underline
how strategic legal mobilisation not only seeks to obtain individual compensations,
but also drives structural reforms. By taking these cases to court, legal actors are gen-
erating precedents that can serve as the basis for future regulations that address the
challenges of technology in protecting human rights.

In summary, the cases litigated against AI companies not only illustrate how
theories of strategic legal mobilization can be applied in practice, but also demon-
strate how social actors are using the courts to address the inequalities and rights vio-
lations that arise at the intersection of technology and human rights. These litigations
are laying the groundwork for new forms of legal protection in the face of technologi-
cal advances, and theories of strategic legal mobilization provide a solid framework
for understanding how and why these mobilizations are occurring.
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Introduction

In recent times, there have been warnings from different sectors, especially
from the laboratories that research and put into practice neurotechnological tech-
niques, that these advances are incredibly innovative and can significantly improve
people’s quality of life. However, they can also jeopardize various manifestations of
legal guarantees, perhaps until now imperceptible from the classical and traditional
viewpoint of law.

This is why it is essential to focus on a paradigm shift. There is a need to protect
democratic systems in the face of new crossroads imposed by the scientific advances of
neurotechnologies and their convergence with Al and immersive technologies; we must
balance innovation with the protection of citizens’ rights, because it affects the func-
tioning of democracy (Monti, Natalia; Sdnchez, Moisés & Colombara, Ciro, 2023).

In this sense, the news announced by the company Neuralink, a few months
ago, about the brain implant in a quadriplegic patient that allows him to play online
chess by moving the mouse only with his mind, has reached great repercussion (Neu-
ralink, 2024). This could have a considerably larger number of practical applications,
which are also being explored by other communications and technology giants, such

1T thank Moisés Sanchez for his critical view and conceptual contributions to this document.
2 This document was translated in collaboration with Deepl’s Artificial Intelligence.
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as Meta, Microsoft and Google. Thanks to the competition among these companies to
get first and best to market with a device that allows us to manipulate a phone, video
game or other device using only our mind, it is already likely that we will soon be
able to interact with our environment without using our hands or our voice. We will
have the technology built into our brains to do so. At least, this is what the compa-
nies that are developing these devices claim. For example, in recent times we have
observed how Neurogaming has been growing: playing with the mind. What seemed
only science fiction is now a reality and there are those who play video games only
with their brains. That is, without the need to manipulate a joystick (Playing Video
Games With Mind Control, 2023).

A new reality is complex if the previous regulatory precautions are not taken,
due to the influence that these developments can have on democratic systems, through
manipulation in decision-making, invasion of privacy and the affectation of electoral
systems. It is also necessary to protect identity and agency, the latter understood in
its sociological sense: the ability to choose one’s actions with free will. On the other
hand, there is concern about providing greater protection to vulnerable groups, due to
various factors, including the possibility of “artificial augmentation” of brain capaci-
ties (which could produce serious inequalities).

In this context, a movement was generated that began to promote the need to
establish regulations to protect people from certain threats that were observed with
the advance of neuroscientific developments.

In recent years, various initiatives have been developed to minimize the impact
of neurotechnology applications. Mentioning that recently in our Inter-American re-
gion, significant progress was made with the first declaration of its kind worldwide,
since we have the development of international standards with the work prepared by
the Inter-American Juridical Committee (CJI) of the OAS (Comité Juridico Intera-
mericano, 2023).

In addition, the international environment is also advancing in important pro-
cesses for the generation of global standards. This is the case of UNESCO, which has
initiated work to develop a global Recommendation on the ethics of neurotechnol-
ogy (UNESCO, Towards an International Instrument, 2025) through various regional
consultations with local experts (UNESCO, 2024).

Furthermore, the UN Human Rights Council, in its resolution 51/3, requested
the Advisory Committee to prepare a study on the effects, opportunities and chal-
lenges of neurotechnology in relation to the promotion and protection of all human
rights. In February 2023, the Human Rights Council Advisory Committee established
a drafting group. In September 2024, a report was submitted containing practice-ori-
ented recommendations on how the Human Rights Council, its special procedures
and subsidiary bodies could address the human rights impact of neurotechnology in a
coherent, comprehensive and inclusive manner. The Advisory Committee concluded
that it is advisable to set out the main principles and applicable standards in a new
non-binding document. This document should provide specific guidance including
human rights principles and standards related to neurotechnology. The report consid-
ered that a new international document from the UN Human Rights Council would
be very timely and would be of great value in guiding States and other stakeholders
in their policies (Consejo de Derechos Humanos, 2024).
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We also note that in the last presentation given by the UN Special Rapporteur
on Privacy to the Assembly, she presented a proposal to update UN Resolution 45/95
of 1990, on principles for the processing of personal data. This takes into account,
among other things, the new challenges presented by the development of emerging
technologies, including neurotechnologies and their convergence with artificial intel-
ligence, in the collection of personal data, among other aspects (Nougreres, 2024).
Also, recently (March, 2025) in a report to the 58th session of the Human Rights
Council, UN Special Rapporteur calls for regulation of neurotechnologies to protect
right to privacy.

On the other hand, we also mentioned that specifically in relation to the child-
hood approach, research is being developed on: What impact does neurotechnology
have on today’s children and what could it mean for them in the future? (UNICEF,
2024). A more advanced report is expected to be published in the coming months.

The international frameworks that have been developed recently have prompted
States to begin to develop regulatory changes to ensure guarantees for the protection
of the most basic human rights of the population. It is for this reason that we are in-
terested in delving into the different strategies that have been adopted by the States to
regulate this matter. We will focus on the scenario in the Americas, highlighting that
it has been working at the forefront of regulatory initiatives in this regard.

1. Different strategies implemented in the Americas

As a starting point, we clarify that this brief article does not intend to be a criti-
cal study of the methodologies considered conceptually ideal for implementing this
type of initiative. We will simply develop the different ways in which the sectors in
charge of generating public policies are implementing certain measures to regulate
neurotechnologies.

We found that the strategies through which progress is being made can be
grouped into the following: a) Constitutional Reforms, b) Comprehensive Bills on
Neuroprotection, ¢) Draft Reforms of Personal Data Laws, d) Draft Reforms of Con-
sumer Laws, e) Administrative Regulatory Reforms, f) Other lines of proposals.

1.1. Constitutional reforms

One of the strategies used to implement regulatory changes to expand rights has
been through constitutional reforms. The reforms that have already entered into force
are those of Chile and the State of Rio Grande do Sul (Brazil). In addition, constitu-
tional reform projects have been presented in Brazil and Mexico.

a) Chile: in Chile, in October 2019, at the initiative of the Future Commission
of the Senate and the commitment of the President of the Republic, a constitution-
al reform bill (Bulletin 13827-19) was introduced for legislative debate. Two years
later, the constitutional reform was approved and published in the official gazette on
October 25, 2021 (Chile, Promulgacion: 14-OCT-2021. Publicacion: 25-OCT-2021.,
2021). The reform added a new clause to Article 19 N°1 stating that: “Scientific and
technological development will be at the service of people and will be carried out
with respect for life and physical and psychological integrity. The law shall regulate
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the requirements, conditions and restrictions for its use on people, and shall espe-
cially protect brain activity, as well as the information derived from it”.
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b) State of Rio Grande do Sul (Brazil): in Brazil, on December 20, 2023, the
State of Rio Grande do Sul incorporated neuro-rights into its constitution. The reform
states that every individual has the right to mental integrity, as an inalienable protec-
tion against manipulation resulting from advances in neuroscience and neurotechnol-
ogy. The reform was approved unanimously (PEC 298 of 2023) and modified the
sole paragraph of article 235 of the State Constitution, which deals with science and
technological research policy, establishing the protection of mental identity against
any research that affects the brain and its activity, without the consent of the indi-
vidual.

The reform was driven by the commitment of the president of the Legislative
Assembly, Deputy Vilmar Zanchin, who led this project in the legislative body.

c¢) Brazil: Likewise, in Brazil in June 2023, a constitutional reform project (Pro-
posta de Emenda a Constituicdo n° 29, de 2023) was presented by Senator Randolfe
Rodrigues, leader of the Government in the Brazilian National Congress, to incorpo-
rate neuro-rights into the Brazilian constitution (Brasil, Proposta de Emenda a Con-
stitui¢do n° 29, de 2023, 2023).

This proposal states that “scientific and technological development will ensure
mental integrity and algorithmic transparency, under the terms of the law”.
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d) México: in Mexico, on August 1, 2023, a draft amendment to Article 4 of
the Political Constitution of the United Mexican States was presented that seeks to
protect the mental integrity of individuals. The initiative was led by Deputy Maria
Eugenia Hernandez Pérez (México, Propuesta de Reforma Constitucional, 2023).

The project proposes the incorporation of the following text: “Every person has
the right to full and integral individual identity, as well as to physical and psychological
integrity as conditions of his freedom. The state shall guarantee respect for the privacy
and mental integrity of persons. No authority or individual may, through the use of any
technological mechanism, modify, reduce or affect such integrity and identity.”

As a precedent of the neuro-rights movement in Mexico, progress had already
been made on the subject with the drafting of the “Charter of Rights of the Person in
the Digital Environment” of the Coordination of Personal Data of the National Sys-
tem of Transparency, Access to Public Information and Protection of Personal Data.
Chapter VII of this charter incorporates neuro-rights, establishing guidelines for the
preservation of digital identity, privacy of neural data, non-interference of neurotech-
nologies in personal autonomy and freedom of decision. It also includes the principle
of equity in access to brain enhancement (SNT, 2023).

MARIA EUGENIA HERNANDEZ PEREZ
DIPUTADA FEDERAE

CAMARA D

E
DIPUTADOS
LXV LEGISLATURA

INICIATIVA CON PROYECTO DE DECRETO POR LA QUE SE ADICIONA UN NOVENO
PARRAFO Y SE RECORREN LOS SUBSECUENTES DEL ARTICULO 4° DE LA
CONSTITUCION POLITICA DE LOS ESTADOS UNIDOS MEXICANOS

La que suscribe, Diputada Maria Eugenia Hemdandez Pérez, integrante del Grupo
Parlamentario de Morena en la Cdmara de Diputados del H. Congreso de la
Unién, de conformidad con lo establecido en los articulos 71, fracciéon Il y 78 de
la Constitucién Politica de los Estados Unidos Mexicanos; 55 fraccion I, 57 y 63
del Reglamento para el Gobiemo Interior del Congreso General de los Estados
Unidos Mexicanos, someto a la consideracion de esta Honorable Asamblea la
siguiente INICIATIVA CON PROYECTO DE DECRETO POR LA QUE SE ADICIONA UN
NOVENO PARRAFO Y SE RECORREN LOS SUBSECUENTES DEL ARTICULO 4°; DE LA
CONSTITUCION POLITICA DE LOS ESTADOS UNIDOS MEXICANOS, en materia de
Neuroderechos, con base en la siguiente:

1.2. Comprehensive draft laws on Neuroprotection

Another strategy used to regulate these issues is through comprehensive legis-
lation on neuroprotection. We have not yet registered the approval of any law with
these characteristics. However, there are projects in the Americas that are similar in
proposing a general framework of legislative protection. Those that we were able to
register are the draft laws in Chile, Colombia, Ecuador and Mexico. Work is also
being done on the drafting of a comprehensive law in the State of Colorado, in the
United States.
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a) Chile: in Chile, also in 2019, a more detailed bill (Boletin 13828-19) was pre-
sented in order to satisfactorily regulate the content of the constitutional reform that en-
shrines the protection of mental integrity and indemnity in relation to the advancement
of neurotechnologies (Chile, Proyecto de Ley Proteccion de los neuroderechos, 2019).

The project understands that, among other aspects, “neuro-rights” encompass
mental privacy and the right to identity, while maintaining the individuality of per-
sons, and defines them as follows: “Article 2 [...] Neurorights: New human rights
that protect the privacy and mental and psychic integrity, both conscious and uncon-
scious, of people from the abusive use of neurotechnologies [...]”

This bill, since its entry into Congress, has followed an extensive procedure
that continues its course, but with difficulties in moving forward (Chile, Tramite en
Senado de la Repiiblica de Chile, 2024).

12 /369 05/04/2021 Cuenta del Mensaje 034-369 que hace presente la urgenda Simple Primer tramite constitucional / Senado
08/04/2021 Boletin de indicaciones . Primer tramite constitucional / Senado
25/ 369 04/05/2021 Cuenta del Mensaje 072-369 que retira y hace presente la urgencia Simple Primer tramite constitucional / Senado
36 /369 01/06/2021 Cuenta del Mensaje 104-369 que retira y hace presente la urgencia Simple Primer tramite constitucional / Senado
52 /369 06/07/2021 Cuenta del Mensaje 154-369 que retira y hace presente la urgencia Simple Primer tramite constitucional / Senado
60 / 369 03/08/2021 Cuenta del Mensaje 182-369 que retira y hace presente la urgencia Simple Primer tramite constitucional / Senado
60 / 369 03/08/2021 La Sala acuerda un nuevo plazo para presentar indicaciones hasta el 4/08/2021, a las Primer tramite constitucional / Senado
12:00 horas, en la Secretaria de la Comisién.
03/08/2021 Nuevo plazo para indicaciones. Se amplia plazo para presentar indicaciones hasta el Primer tramite constitucional / Senado
09/08/2021 a las 12:00 en la Secretaria de la Comision de Desafios del Futuro, Ciencia,
Tecnologia e Innovacion
71/ 369 31/08/2021 Cuenta del Mensaje 216-369 que retira y hace presente la urgencia Simple Primer tramite constitucional / Senado
79/ 369 28/09/2021 Cuenta del Mensaje 242-369 que retira y hace presente la urgencia Simple Primer tramite constitucional / Senado
87/ 369 02/11/2021 Cuenta del Mensaje 270-369 que retira y hace presente la urgencia Simple Primer tramite constitucional / Senado
100/ 369 30/11/2021 Cuenta del Mensaje 302-369 que retira y hace presente la urgencia Simple Primer tramite constitucional / Senado
06/12/2021 Segundo informe de comisidn de Desafios del Futuro, Ciencia, Tecnologia e Innovacion. Primer tramite constitucional / Senado
103 / 369 07/12/2021 Cuenta de segundo informe de comision . Primer tramite constitucional / Senado
103 / 369 07/12/2021 Discusion particular . Aprobado Primer tramite constitucional / Senado
07/12/2021 Oficio de ley a Camara Revisora . Primer tramite constitucional / Senado
109 / 369 13/12/2021 Cuenta de proyecto . Pasa a Comision de Futuro, Ciencias, Tecnologia, Conocimiento e Segundo tramite constitucional / C.Diputados
Innovadion.
109 / 369 13/12/2021 Cuenta del Mensaje 391-369 que retira y hace presente la urgencia Suma Segundo tramite constitucional / C.Diputados
116 / 369 03/01/2022 Cuenta del Mensaje 421-369 que hace presente la urgenda Simple Segundo tramite constitucional / C.Diputados
126 / 369 26/01/2022 Cuenta del Mensaje 477-369 que retira y hace presente la urgencia Discusion inmediata Segundo tramite constitucional / C.Diputados
128 / 369 01/03/2022 Cuenta del Mensaje 491-369 que hace presente la urgenda Discusion inmediata Segundo tramite constitucional / C.Diputados
80/372 30/09/2024 Cuenta de Oficio de la Comision de Futuro, Ciencias, Tecnologia, Conocimiento e Segundo tramite constitucional / C.Diputados
Innovacion (N° 100/19/2024), por el cual solicita recabar el asentimiento de la Sala para
que el proyecto sea radicado en la Comision de Derechos Humanos y Pueblos Originarios,
por cuanto consagra los neuroderechos como nuevos derechos fundamentales.
RECHAZADO.
84 /372 07/10/2024 Cuenta de Oficio de la Comisién de Futuro, Ciencias, Tecnologia, Conocimiento e Segundo tramite constitucional / C.Diputados
Innovacion (N° 101/19/2024), por el cual solicita recabar nuevamente el acuerdo de la Sala
para que el proyecto sea radicado en la Comision de Derechos Humanos y Pueblos
Originarios, teniendo en especial consideracion que consagra los neuroderechos como
nuevos derechos fundamentales. RECHAZADO.
07/10/2024 Oficio N° 19919. La Sala rechazasolicitud de la Comisidn de Futuro para remitir el proyecto  Segundo tramite constitucional / C.Diputados

de lev a la Comision de Derechos Humanos.

b) Colombia: in Colombia, since mid-2024, a working group has been preparing
a bill to be submitted to Congress. It is well advanced and has received contributions
from various experts. The bill regulates the principles of neurosciences, neurotech-
nologies and human rights.

It is interesting to mention that within the grounds expressed in the bill, it is
imperative to foresee the possible risks in the use of neurotechnologies. Therefore, it
is necessary to identify the constitutional provisions and the fundamental rights and
public liberties that may be affected. However, it is clarified that ““it is not obvious
that this interference can be explicitly contemplated in specific rights that have found
a place in the Constitution” (Romeo Casabona, 2020). Hence, it is necessary either to
reinterpret the norms concerning fundamental rights in accordance with the Universal
Declaration of Human Rights and ratified international treaties and agreements or to
recognize new rights generically referred to as emerging rights (Colombia, Proyecto
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de ley mediante el cual se establecen principios en materia de neurociencias, neuro-
tecnologias y derechos humanos, 2024).

In the same sense, the justification of the project continues that since the seven-
ties, through resolution 3384 of 1975, the United Nations (UN) has recognized that
“scientific and technological achievements may pose a danger to the civil and politi-
cal rights of the individual or group and to human dignity”. Therefore, according to
the doctrine, it is imperative to adopt measures to avoid the possible negative conse-
quences of certain technological developments for society in general, human rights
and human dignity (Remolina, 2024).

Regarding the proposed text of the law, as a starting point, it is suggested that
on the one hand, it closely follows (with only minor modifications) the Declaration of
Inter-American Principles on Neurosciences, Neurotechnologies and Human Rights.
On the other hand, it incorporates other principles that are part of other softlaw docu-
ments that refer to research and use of biomedical technologies.

¢) Ecuador: in Ecuador, in March 2023, a bill was presented (Ecuador, 2023),
which according to its own rationale:

[...] must be understood from the law in its integrality, considering the norms, principles and values that
seek, in a transversal manner, to provide an effective response to the protection of these new fundamental
rights that are born in the light of the progress of sciences and technologies and whose results and conse-
quences can already be seen in the field of medicine. To this end, this bill has a strong anchorage in human
dignity as an underlying principle to which neurotechnology must always look, incorporating, in addition, an
element of equal access to the development of the technique, which is materialized through equal access
to the increase of mental capacity, to avoid any hint of arbitrary and unlawful differentiations.

The bill states that advances in neuroscience and neurotechnology pose ethical
and regulatory challenges to the fundamental rights of individuals and could even
rethink what it means to be human. However, such technologies lack an adequate
legal framework to protect fundamental rights from the challenges posed by these
advances (Ecuador, 2023).

2

ASAMBLEA NACIONAL

L CHALO
S //:l/l///vi /

Memorando Nro. AN-PR-2023-0079-M

Quito, D.M., 06 de marzo de 2023

PARA: Sr. Abg. Alvaro Ricardo Salazar Paredes
Secretario General

ASUNTO: Difusién del Proyecto de Ley Orgdnica de Neuroproteccién y Aplicacién Etica de las
Neurotecnologias

De mi consideracion:

Segin lo dispuesto en el articulo 55 de la Ley Orgénica de la Funcién Legislativa, envio el
"PROYECTO DE LEY ORGANICA DE NEUROPROTECCION Y APLICACION ETICA DE
LAS NEUROTECNOLOGIAS", de iniciativa de la asamblefsta Johanna Cecibel Ortiz Villavicencio,
presentado a través del Memorando Nro. AN-OVIC-2023-0027-M de 02 de marzo de 2023: a fin de que
sea distribuido a las y los asambleistas, difundido su contenido por medio del portal web oficial de la
Asamblea Nacional, se envie a la Unidad de Técnica Legislativa para la elaboracién del informe no
vinculante y se remita al Consejo de Administracion Legislativa (CAL), para el trdmite correspondiente.
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d) México: in Mexico, a comprehensive project on neuroprotection was also
presented in September 2023 (México, Proyecto de Ley General de Neuroderechos,
2023) . It proposes the creation of a General Law on Neurorights and Neurotechnolo-
gies that establishes principles and objectives to protect human dignity and rights
related to the nervous system and brain activity.

The bill was introduced by the Senate at the proposal of Senator Alejandra
Lagunes Soto Ruiz. The initiative expresses several provisions on neuro-rights and
neuro-technologies and aims to propose the bases and general principles to guarantee
the protection of human dignity and the recognition, respect, promotion and defense
of human rights related to the central and peripheral nervous system.

The proposal had the support of the National Institute for Transparency, Access
to Information and Protection of Personal Data (INAI) as Mexico’s guarantor body
for privacy and personal data protection.

1.3. Draft amendments to Personal Data Laws

On the other hand, progress was also made in the design of legislative strategies
proposing the reform of laws that protect personal data. There are bills in this regard
in Brazil, Colombia and Uruguay.

a) Brazil: in Brazil, this bill proposes the amendment of Law No. 13,709 of Au-
gust 14, 2018 (General Law on Personal Data Protection), in order to conceptualize
neural data and regulate its protection (Brasil, Cimara de Diputados, 2022).

The project highlights in one of its proposals the incorporation of neural data
as sensitive data, stating that: “II - dado pessoal sensivel: dado pessoal sobre origem
racial ou étnica, convicgdo religiosa, opinido politica, filiacao a sindicato ou a orga-
nizacdo de cardter religioso, filoséfico ou politico, dado referente a satide ou a vida
sexual, dado genético ou biometrico, dado neural, quando vinculado a uma pessoa
natural;” (Brasil, Cdmara de Diputados, 2022) .

CAMARA DOS DEPUTADOS

Assuntos + Institucional = Deputados = Atividade Legislativa = Comunicacdao

igina Inicial / Atividade Legislativa / Projetos de Lei e Outras Proposicdes / PL 522/2022

Cadastrar para acompanhamento | Versdo anterior da ficha | Versdes para impressdo ¥

PL 522/2022 Inteiro teor =

Projeto de Lei

Situagao: Aguardando Parecer do(a) Relator(a) na Comissao de Satde (CSAUDE)

Identificacao da Proposicao

Autor Apresentacao
Carlos Henrique Gaguim - REPUBLIC/TO 09/03/2022
Ementa

Modifica a Lei n® 13.709, de 14 de agosto de 2018 (Lei Geral de Protecdo de Dados Pessoais), a
fim de conceituar dado neural e regulamentar a sua protecao.
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b) Colombia: in Colombia, in August 2024, a draft law on personal data was
presented (Colombia, Cadmara de Representantes, 2024).

It incorporates several references to neurodata, including:

Article 4°. Definitions. For the purposes of this law, the following definitions shall apply: [...] 12. “Sensitive
data” are those that affect the privacy of the holder or whose improper use may generate discrimination,
such as those that reveal racial or ethnic origin, political opinions, religious or philosophical convictions and
union membership, social organizations, human rights, genetic data, neurodata ... J;

18. “Neurodata”: for the purposes of this law, refers to the set of information obtained from the brain activity
and the nervous system, as well as the information inferred from this data, of an identified or identifiable
natural person.

“Article 10. Processing of sensitive data. The processing of personal data revealing .... genetic data, neu-
rodata, biometric data aimed at univocally identifying a natural person, data relating to health, data relating
to sex or biological characteristics, gender identity or expression and sexual orientation of a natural person
is prohibited”.

“The data protection impact assessment referred to in paragraph 1 shall be required in particular when: [...]
d) Processing of neurodata is carried out”.

“CHAPTER Il Neurodata Article 56. Processing of neurodata. The controller, or where appropriate the
processor processing neurodata, shall ensure the protection of fundamental rights and guarantees related
to the protection of personal data and privacy of individuals [...]"

In addition, recently and with wording similar to the draft law previously men-
tioned, in the Senate was presented the draft law No. 395, on March 11, 2025, by
which the principles in the field of neurosciences, neurotechnologies and human
rights are regulated.

¢) Uruguay: in Uruguay, in June 2024, a reform project was presented to incor-
porate neurodata as sensitive data. The project under folder number 4393 proposes
under a single article the following: “Section E) of article 4 of Law No. 18.331, of
August 11, 2008, is hereby amended to read as follows: ‘Sensitive data: personal data
revealing racial and ethnic origin, political references, religious or moral convictions,
union membership and information concerning health or sexual life, brain and neu-
ronal activity of persons’”. Montevideo, June 10, 2024, Rodrigo Gofii Reyes, Repre-
sentative for Montevideo (Uruguay, 2024).

DEL URUGUAY

CAMARA DE REPRESENTANTES

Secretaria
¥

COMISION DE CONSTITUCION, CODIGOS,
gy LEGISLACION GENERAL Y ADMINISTRACION REPARTIDON® 1152
JuLIO DE 2024

CARPETA N*° 4393 DE 2024

X

ACTIVIDAD CEREBRAL Y NEURONAL DE LAS PERSONAS

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 161



1.3. Consumer Law Reform Bills

In addition, there are other strategies by which legal reforms are being imple-
mented to protect neurodata. This path is being developed through reforms of laws
that protect consumer rights. In fact, in the States of Colorado and California, reforms
in this sense have been approved (Foundation Neurorights in the US, 2024).

The UN Human Rights Council Report states that “Countries that adopt a more
market-oriented approach, such as the United States, tend to focus on technical issues
to ensure the safety and security of technological developments, while emphasizing
consumer rights” (Consejo de Derechos Humanos, 2024).

a) Colorado: In the State of Colorado, in the United States, on April 17,2024, a
legislative reform to the State’s Consumer Protection Law was approved (Colorado,
2024).

By way of reform notice that, in 2021, the general assembly enacted Senate Bill
21-190, which established the “Colorado Privacy Act” as part of the “Colorado Con-
sumer Protection Act”; and that the “Colorado Privacy Act” protects the privacy of
consumers by establishing specific requirements for entities that process consumers’
personal data.

It also clarifies that the “Colorado Privacy Act” establishes certain rights that
consumers may exercise with respect to the processing of their personal data and in-
cludes greater protections for data collected about bodily or mental functions.

Therefore, the general assembly (Colorado, 2024) determined that it was nec-
essary and appropriate to expand the “Colorado Privacy Act” definition of “confi-
dential data” to include: [...] (b) “Neural data”, which is information generated by
measuring the activity of an individual’s central or peripheral nervous systems and
which may be processed by or with the assistance of a device.

b) California: The State of California was the second jurisdiction in the United
States, after Colorado, to define and protect consumer neural data as sensitive per-
sonal information.

SB 1223 added “neural data,” i.e., “information generated by measuring the
activity of a consumer’s central or peripheral nervous system, and not inferred from
non-neural information,” as a category of sensitive personal information for purposes
of the California Consumer Privacy Act (CCPA), giving this information additional
protections under the law (California, 2024): “This bill would define “sensitive per-
sonal information,” for purposes of the CCPA, to additionally include a consumer’s
neural data, and would define “neural data” to mean information that is generated by
measuring the activity of a consumer’s central or peripheral nervous system, and that
is not inferred from nonneural information.”

In February 2024, California State Senator Josh Becker introduced Senate Bill
1223 and in May, it passed the California State Senate by a unanimous vote of 38-0
and passed the State Assembly, which referred it to the State Assembly Committee
on Privacy and Consumer Protection. In that body, it passed unanimously (10-0). Fi-
nally, on September 28, 2024, the law establishing very strong protections for neural
data was enacted.
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1.4. Administrative regulatory reforms

Other strategies include regulating the issue through administrative regulations.
This is the case in Peru, through the Ministry of Justice and Human Rights.

a) Perd: in Peru, within the framework of the participatory process opened by
Ministerial Resolution No. 0270-2023-JUS of August 25,2023, the draft Regulations
of Law No. 29733, Personal Data Protection Law, and its supporting Explanatory
Memorandum were published. In said regulation, mental health data and emotional
data were incorporated as sensitive data, allowing them to have greater guarantees
and legal protections (Perd, Resolucion Ministerial N° 0270-2023-JUS, 2023).

Following the open public consultation process for the drafting of the Regula-
tions, in November 2024, through Supreme Decree 016-2024-JUS, the new Regula-
tions were approved, which provides (Peru, 2024):

“l...] The purpose of these Regulations is to establish provisions for the proper application of Law No.
29733, Personal Data Protection Law, hereinafter the Law, in order to guarantee the fundamental right to
the protection of personal data, regulating an appropriate treatment by natural persons, public entities and
institutions belonging to the private sector, particularly in the digital environment [...]"

“l...] 6. Sensitive data: Information relating to genetic or biometric data of the natural person, neuronal data,
moral or emotional data, facts or circumstances of their affective or family life, personal habits that cor-
respond to the most intimate sphere, information relating to union membership, physical or mental health
or other similar that affect their privacy [...]"

1.5. Other lines of proposals

To conclude with the different ways chosen to regulate, we mention that there
were also some initiatives in Argentina.

One of them in the area of criminal procedural reform, bill 0339-D-2022, in-
troduced in the Chamber of Deputies of Argentina, proposes a series of amendments
regarding the inclusion of brain imaging techniques and other neurotechnologies as
evidence in criminal proceedings, provided that these techniques allow inferring the
mental activity of a person based on his brain structure or function. These evidentiary
means may only be used in the process by court order and with the consent of the
person concerned. The bill also provides for the amendment of Law 24.660, relating
to imprisonment. In this case, the proposed amendment refers to social rehabilita-
tion treatments for inmates, which, when they include neurotechnologies, must again
have a court order and the explicit consent of the inmate. This modification also ap-
peals to the omission of cognitive and algorithmic biases.

In addition, a proposal was presented in the Senate (S-2446/2023) for the study
of these issues through a specific Legislative Commission. The project proposes the
creation of a Bicameral Commission for the regulatory treatment of the comprehen-
sive protection of neuro-rights, since this is a matter on which there is no specific reg-
ulatory framework, and which poses legal and ethical challenges (Argentina, 2023).

On the other hand, progress has been made in legislative reforms in the States
of Illinois, Massachusetts and Montana in the USA.

2. Is it being regulated in other continents?

In other continents as well, for some time now, different initiatives have been
developed that propose to provide a framework of protection in this area.
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It is noted that, in Europe, the Council of Europe has initiated a reflection on
the subject and may adopt measures based on its strategic action plan on biomedical
technologies. The European Union has not proposed any policy specifically adapted
to neurotechnologies, but has proclaimed, in the Leon Declaration on European Neu-
rotechnology (of October 2023), the need for a human-centered and rights-oriented
approach (Consejo de Derechos Humanos, 2024) .

It is interesting to note the creation of the Charter of Digital Rights, in 2020 in
Spain, where a participatory process was developed for its elaboration, particularly
in section XXIV, the Charter addresses digital rights in the use of neurotechnologies.
The Charter of Digital Rights warns of the need for a specific regulation that estab-
lishes conditions, limits and guarantees in the implementation of neurotechnologies.
On the other hand, it establishes to guarantee, among other rights, identity, self-deter-
mination, integrity, equality and non-discrimination, and to ensure the confidentiality
and security of data (Carta de Derechos Digitales, Espafa, 2020).

Also in Spain, in December 2023, the Office of Science and Technology of the
Spanish Chamber of Deputies published a Summary C: Advances in neuroscience:
applications and ethical implications. The disruption of neurotechnologies. Summary
C: Advances in neuroscience: applications and ethical implications We cite it be-
cause it refers to the work being carried out at the regional level, although there are
some inaccuracies in certain projects mentioned (Avances en neurociencia: aplica-
ciones e implicaciones éticas, 2023).

Similarly, in the UK, in 2022, the Information Commissioner’s Office report
entitled “Technological Futures”, highlighted certain issues that broadly converge on
common points to ensure that safety and security standards are met in neurotechnol-
ogy developments (UK, 2022).

In France, a bioethics-related law complements the public health law to prohibit
any activities related to the modification of brain activity that present - or may be
suspected of presenting - a serious danger to human health. France has adopted a law
relating to bioethics and has enacted a charter of voluntary measures for the respon-
sible development of neurotechnologies (Consejo de Derechos Humanos, 2024).

On the other hand, it highlighted the UN Human Rights Council working group
that China adopted a set of specific guidelines on research ethics in the context of the
brain-computer interface (Consejo de Derechos Humanos, 2024).

3. By way of conclusion

After analyzing the different initiatives that are being presented with the aim of
protecting and safeguarding the rights of the population. We are interested in high-
lighting ten (10) points that we consider relevant when thinking about any of the
strategies for the design of public policies for the protection of human rights, in view
of the advance of the development of neurotechnologies.

a) The information from our central and peripheral nervous system is in-
valuable.

Neurotechnologies do not register what we think, they only detect patterns that
generate information whose value and importance we have not yet been able to mea-
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sure. That is why there is a need to design a new paradigm in convergence with Ar-
tificial Intelligence.

b) Insufficient self-regulation and self-control.

At present, with the development of neurotechnologies, situations arise that
must be regulated exclusively through public policies, since they escape from every-
thing known, they are unprecedented. The regulation of relations with users cannot
be left in the hands of consumer companies alone.

c) Neurotechnology for “medical use’ vs. neurotechnology for ‘“‘consump-
tion”.

The weakness in rights protection systems lies in consumer neurotechnologies.
This is where guarantees must be reinforced and public policies must be prioritized.

d) Protection of human rights by design.

As stated in Principle 2 of the OAS Inter-American Juridical Committee, com-
prehensive protection and respect for human rights must be ensured from design to
implementation, marketing and use (patients, users and/or consumers).

¢) Neural data as sensitive personal data.

We believe that the existence of this new category of protection is substantial.
We understand that it should be an independent category within the protection of
sensitive personal data, because beyond the identification of the person (biometric
data), neurodata have their own characteristics and need to be well defined by the
regulation.

f) Express and informed consent.

The consent of the person who is the owner of the neurodata is an essential re-
quirement for access to the collection of brain information; it must be free, informed,
express, unequivocal, free of vices and specific. That is to say, the consent must take
into account the whole path and the destinations that will be given to the neurodata, it
is observed that there are cases where a single generic consent is given without giving
many precisions about the course of the neurodata, that is why each of the specifici-
ties in the use of the data must be clarified and, in that case, separate consents must be
given for each one. In addition to always having the possibility to revoke it.

g) The importance of a supervisory and control authority.

We believe it is necessary to point out that any regulation in this area must have
a control authority in charge of monitoring and supervising compliance with the stan-
dard and supervising the operation of neurotechnology developments. In addition to
intervene in case of irregularities. The authority should take into account the strategy
of each country, they can refer to existing authorities that take on a new competence
or to be formed

h) Compliance with human rights and business guiding principles.

In accordance with the Inter-American Standards on Business (REDESCA,
2019) and Human Rights and the Guiding Principles on Business and Human Rights
(ONU, 2011), States should establish a national framework, including oversight
mechanisms, and exercise their due diligence obligations with respect to neurotech-
nology companies (ONU, 2011). Likewise, business enterprises should develop ef-
fective tools and seek appropriate advice to integrate a human rights-based approach
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and undertake risk assessments on actual and potential human rights impacts, both
direct and indirect, during all phases of their operations (Consejo de Derechos Hu-
manos, 2024).

i) Protecting democratic systems.

There is a need to protect democratic systems in the face of new dilemmas im-
posed by the scientific advances of neurotechnologies and their convergence with Al
and immersive technologies, we must balance innovation with the protection of citi-
zens’ rights, because it directly impacts the functioning of democracy.

j) Vulnerable groups.

It is necessary to protect identity and agency (the latter understood from its soci-
ological meaning: the ability to choose our actions with free will). On the other hand,
there is concern about providing greater protection to vulnerable groups, due to vari-
ous factors, including the possibility of “artificial augmentation” of brain capacities
(which could produce inequities). On this same argument, raises the need to establish
clear limits and exercise greater control over the augmentation of cognitive capaci-
ties. In this sense, the protection of the right to equality provides for equitable ac-
cess to neurotechnologies and guarantees non-discrimination of categories that have
historically been subject to discrimination: race, color, gender, nationality, religion,
social status, among others.
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A preliminary overview

Impartiality stands as the cardinal principle that underpins the very essence of
judicial function. Within this framework, its significance is inextricably linked to the
conception of an absolute absence of bias. In other words, bias— whether objective
in nature or merely perceived —represents an inherent contradiction to the ideal of
impartiality itself (Mack et al.,2021). In this regard, the concept is closely associated
with a predominant inclination or an intrinsic predisposition within the individual
tasked with the decision-making process, thereby jeopardizing the very objectivity
that such an endeavor demands (Geyh, 2014).

Within the specific domain of criminal sentencing, this predisposition appears
to be circumscribed by a range of potential sources, among which gender and race/
ethnicity are particularly prominent (Meyer and Jesilow, 1996). Concerning the for-
mer of these factors, empirical evidence consistently demonstrates that women are
accorded more favorable treatment in judicial decisions relative to men (Holmes,
Feldmeyer, and King, 2020). Scholars substantiate this observation through three
theoretical frameworks (limited rationality, focal concerns, and guilt attribution), all
of which share a common thread: the relationship between gender and sentencing
is regarded as a collateral outcome of flawed human judgment, as evidenced in the
judicial results. According to Rodriguez, Curry, and Lee, such errors in judgment
stem from temporal constraints that lead to conclusions based on incomplete infor-
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mation regarding the accused (Rodriguez, Curry, and Lee, 2006). As a result, women
charged with the commission of criminal acts are frequently perceived as posing
a lesser threat to the community or a reduced risk of recidivism, whereas men are
deemed more culpable and, consequently, more accountable for their transgressions
(Steffensmeier et al., 1998).

These inter-gender disparities are also evident among individuals of the same
sex, with empirical studies revealing that Black men and those from ethnic minority
backgrounds are subjected to more severe sentences than their white counterparts
(Veiga, Pina-Séanchez, and Lewis, 2022). In the context of England and Wales, for
example, it was determined that these accused individuals exhibited a 1.4-fold in-
creased likelihood of being sentenced to a term of imprisonment for drug-related
offenses (Uhrig, 2016). The situation appears to be analogous in the United States,
where the same individuals are subjected to substantially longer and more severe
sentences, particularly within the realm of Federal Courts (Light, 2021). These ob-
servations highlight the second of the factors that underpin bias, which will be the
focus of analysis in the present study. Broadly speaking, there exists a discernible
propensity to associate Afro-descendant or Afro-centric characteristics with traits of
danger, negativity, and criminality, a tendency that reflects the outcome of an under-
lying dynamic associated with implicit racial biases (Du, 2015).

Implicit biases constitute attitudes and stereotypes that involuntarily shape
our comprehension, actions, and social conduct (Kang et al., 2012). The conceptual
framework is predicated upon two fundamental notions. The first pertains to cogni-
tive activation driven by automatic processes of memory and associative links, which
are not anchored in conscious, deliberate choices but, rather, in memories and associ-
ations that are more readily accessible within our cognitive structure. Such activation
transpires beyond the scope of our conscious awareness and may directly contradict
the beliefs we consciously espouse. Conversely, the second definition suggests that a
particular decision or judgment is influenced by this unconscious dynamic (Saunders
and Midgette, 2023). Irrespective of its scope, it is incontrovertible that this phenom-
enon holds the potential to engender particularly deleterious consequences owing
to its inherently automatic nature, thereby functioning independent of the individu-
al’s rational volition (Greenwald and Banaji, 1995). Under specific circumstances,
this involuntariness is rendered essential for the perception, processing, and reten-
tion of information, given that the brain, in its endeavor to categorize the immense
volume of data it receives, must optimize the processing of external stimuli (Pyun,
2015). Implicit biases are invariably present, and, as has been previously demon-
strated, even during the phase of sentencing imposition. As a result, these biases per-
sist, and as has been previously delineated, even during the imposition of sentences.
It is imperative to highlight that neuroscience offers profoundly relevant insights
into practical strategies aimed at identifying these subjective influences, providing
tools that may prove instrumental in alleviating the negative consequences associ-
ated with them. One such approach resides in individualization, which mandates that
those endeavoring to counteract their biases meticulously gather specific knowledge
concerning the individual before them. Thus, rather than rendering judgments based
on group characteristics, a judge, endowed with the insights afforded by neurologi-
cal data, would be capable of grounding their verdicts in the unique attributes of
the individual at hand, thereby transcending the generalizations that limit a just and
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objective perspective (Devine et al.,2012). In close relation to this practice, the adop-
tion of perspective stands as an additional viable instrument, defined as the capacity
to position oneself within the standpoint of an individual belonging to a distinct so-
cial or ethical group. In this regard, assuming the perspective of the defendant may
facilitate the adjudicator’s clearer acknowledgment of the responsibility emanating
from their actions, thereby promoting a more profound and nuanced comprehension
of the specific circumstances surrounding the case in question (Negowetti, 2015). In
light of the foregoing, and prior to embarking upon a comprehensive exposition of
the delineated techniques, it is imperative to undertake a meticulous examination of
the theories pertaining to the decision-making process, with the objective of, in a sub-
sequent stage, elucidating the tangible impact of neuroscientific advancements on the
pursuit of judicial objectivity that is not merely comprehensive and robust, but also
rigorously anchored in the most exacting epistemological principles.

1. Judicial decision-making theories: an in-depth
analysis of how judges reach veredicts

The theory most broadly endorsed concerning the manner in which judges ren-
der their verdicts is that advanced by legal realists, who contend that judges deter-
mine the outcome of a judicial dispute even prior to assessing whether the conclusion
is rooted in an extant legal principle. More precisely, the adjudicator evaluates the
facts presented and, without first undertaking a thorough examination of precedent or
applicable statutory provisions, determines how the judgment shall be pronounced.
Only upon attaining this outcome does the adjudicator proceed to identify the juris-
prudential principles or the pertinent legislative provisions that substantiate and legit-
imize the resolution rendered (Carpuso, 1998). In view of the foregoing, decisions are
not anchored in a systematic appraisal, but rather in a moment of acute discernment,
termed judicial intuition, which constitutes the perceptual judgment regarding what
is deemed appropriate or inappropriate in a given context (Everson, 1919). The emo-
tional impetus accompanying this phenomenon would, in turn, constitute a response
to a series of stimuli originating from the witnesses, which are subsequently filtered
through the prejudices and stereotypes intrinsic to their perception, shaped by politi-
cal movements, psychological biases, or sociological antecedents (Nagel, 1962).

In contrast to this perspective, the formalist theory posits that every judicial
opinion is grounded solely in the very existence of the Law. This, whether via prec-
edent or legislative authority, directs the judge’s decision, who after subjecting the
pertinent facts to a comprehensive analysis, applies the legal provisions with strict-
ness, in an exercise of unwavering adherence to the pre-existing normative frame-
work. This argument is situated within the structure of a deductive logical syllogism:
the rule of law constitutes the major premise, the facts the minor premise, and the le-
gal outcome materializes as the conclusion (Huhn, 2003). Thus, the resolution would
be uncovered through the application of a mathematical formula, the precision and
consistency of which ensure that any other individual, employing the same procedure
under analogous circumstances, would arrive at an identical conclusion (Carpuso,
1998). What is posited presupposes that the factual realities emerge from the contra-
dictory testimonies of the parties and are reflected in the independent interpretation
of the adjudicator, who, in the course of their duties, seeks a faithful legal represen-
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tation of the underlying complexity inherent in the narratives presented (Maroney,
2011). Notwithstanding, although judicial perception may not endure distortions as
profound as those that may affect a jury, judges, as intrinsically fallible beings, are
not exempt from the possibility of committing errors in their evaluations. Their in-
herent humanity renders them susceptible to the frailty of issuing imprecise judg-
ments, entangled within the complex labyrinth of intricacies that characterizes the
scenario they are called to unravel. Concurrently, the very facts of a case are not
fixed, determinable variables, but rather an indeterminate and unpredictable element,
the significance of which transcends a definitive verdict without the nuance provided
by contextual analysis. These critiques resonate profoundly with the postulates of
legal realism, a doctrine that, as delineated earlier, is underpinned by an unyielding
commitment to empiricism, accentuating the primacy of the legal process over the in-
flexibility of prescriptive norms, while concurrently fostering a discerning vigilance
against political influences and inherent biases. Moreover, it advocates for a concep-
tion of law as a malleable framework, with its ultimate aim residing in the realization
of the most elevated and fundamental social objectives (Cohen and Bodansky, 2024).
Such principles not only illuminate the intricate dynamics that constitute the judicial
decision-making process but also underscore the acute perceptiveness of the legal re-
alists in conceiving the judge as a fully human entity, as opposed to reducing them to
a figure abstracted from emotion or essential humanity (Carpuso, 1998).

In this context, it is entirely plausible to establish a connection between this
intellectual tradition and cognitive-behavioral studies, conceived as an interdisciplin-
ary paradigm that probes the intricate recesses of the human mind, meticulously ex-
amining the diverse processes involved in the acquisition, processing, and storage of
information, as well as the complex mechanisms underlying evaluation and decision-
making. In this regard, the reflections put forth by Cohen and Bodansky contend that
the interdisciplinary relationship with other scientific fields can be realized in two
distinct manners, contingent upon whether a legal theory addresses issues analogous
to those posited by cognitive and behavioral sciences, or when it raises questions
of a fundamentally different nature (Cohen and Bodansky, 2024). Primarily, in a
manner akin to the aforementioned studies, certain legal perspectives—such as the
theory of rational choice and constructivism—are principally concerned with explan-
atory issues to which empirical evidence holds significant relevance. The objective of
these doctrines is to examine the causal relationships and effects that underpin beliefs
and behaviors, while simultaneously seeking to clarify the mechanisms and ratio-
nale through which individuals engage with legal arguments. Within this intellectual
framework, cognitive-behavioral research emerges as an indispensable tool, endowed
with the capacity to both substantiate and critically examine its tenets through the ap-
plication of rigorous empirical observation. In contrast, other theoretical approaches,
such as positivism and natural law, focus on questions of a theoretical and normative
nature that pertain to the very essence of the discipline and its prospective future di-
rection. To achieve this, they utilize analytical and interpretive methodologies in an
effort to provide insight into these fundamental inquiries. From this standpoint, by
formulating disparate inquiries and adopting divergent methodological frameworks,
each discipline enhances the other from an external vantage point. In other terms,
legal theory is endowed with the capacity to identify phenomena of substantial sig-
nificance that cognitive science has yet to investigate in depth, which could subse-
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quently undergo rigorous examination to ascertain whether they bear a relationship
to observable cognitive processes: the internal perspective, the logic of consequences
as opposed to the logic of appropriateness, as well as the role of sanctions in contrast
to rewards, in terms of their capacity to influence behavioral outcomes.

In contrast, cognitive science has the potential to propel these scholars toward
a process of refinement and recalibration of their theoretical frameworks, thereby
facilitating the emergence of novel and intellectually enriching avenues for contem-
plation. With particular regard to its affiliation with legal realism, the pragmatic and
pluralistic nature of cognitive science positions it as a methodological approach of
exceptional receptivity, poised to seamlessly integrate its empirical insights into the
analysis of the processes through which legal norms are constructed, ascribed mean-
ing, and exert tangible effects within the very fabric of society (Cohen and Bodansky,
2024). According to Paterson and Pardo, this heightened focus on socio-scientific
inquiry currently occupies a position of considerable privilege, providing an ideal
platform for a significant advancement through the integration of neuroscientific
breakthroughs, which illuminate the intricate workings of the rational psyche, unveil-
ing its complex dynamics with unequivocal clarity (Paterson and Pardo, 2010).

2. The impact of progress in Neuroscience:
reconciving legal cognition

The behavior typically conceived as decision-making entails a complex in-
terplay of cognitive functions that occur deep within the brain, and neuroscience,
through its advancements and discoveries, has provided compelling insights into
these mechanisms (Yoder and Decety, 2018; Garrigan, Adlam, and Langdon, 2016).
Spain Bradley meticulously synthesizes these insights in The Disruptive Neuro-
science of Judicial Choice. First, it underscores the absence of a singular, unified
process, contending that, when the brain engages in the act of decision-making, it
mobilizes a multiplicity of regions and circuits that function both sequentially and
concurrently, intricately interwoven to form a complex cognitive structure, which
ultimately culminates in the rendering of judgment and the subsequent choice. Fur-
thermore, it posits that decision-making is fundamentally organized around the ex-
plicit aim of attaining a predefined objective. From a neuroscientific standpoint, this
activity is conceptualized as goal-directed thinking, a mechanism wherein, through
active engagement, the prefrontal cortex (PFC henceforth) engages. This region,
distinguished by its singular sophistication, manifests its capacity to direct atten-
tion toward pertinent stimuli, with the resultant process being identified as cognitive
control (Spain Bradley, 2018).

A third and final observation pertains to the intricate dynamics through which
the mind engages with creative judicial reasoning (Spain Bradley, 2018). Within this
framework, Elsbach and Barr contend that positive emotional states are particularly
conducive to undertaking decision-making tasks that necessitate creativity or effi-
ciency, whereas negative emotional states are found to be more adept in contexts that
require substantial effort and/or a rigorous analysis of specific issues and their po-
tential ramifications. In a similar vein, they further assert that individuals immersed
in a positive mood are prone to adopting excessively optimistic perspectives, there-

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 175



by placing undue confidence in their own abilities (Elsbach and Barr, 1999). These
findings do not suggest that judges should deliberately strive to adopt a negative
emotional state prior to assuming the bench. Rather, they possess the capacity to
transcend the inherent tendency to rely on reflective processing when in a favorable
emotional state, thereby assuming a more vigilant and circumspect stance. As an il-
lustration, empirical evidence has demonstrated that the mere act of directing them
toward mindfulness and holding them accountable for their decisions has the poten-
tial to facilitate deeper and more deliberate cognitive processing (Casey, Burke and
Leben, 2013).

An additional, equally captivating perspective, which transcends the analysis
of the scope of the present study, pertains to the influence of emotions in the for-
mation of the judicial decision-making process. This phenomenon, which remains
inadequately explored to date, has often been relegated, possibly due to the deeply
entrenched belief that emotions have no legitimate role within the courtroom, where
the impartiality of the judge must be upheld as the foundational principle, or owing
to the assumption that emotional experiences might compromise this impartiality
(Bandes and Blumenthal, 2012). Nonetheless, empirical investigations have shown
that judges, contrary to the notion of being detached from emotional influences, are,
in fact, subject to the experiential realm of emotions. Furthermore, their judicial du-
ties extend beyond the mere regulation of their personal affective states, necessitating
the consideration of the emotions of other participants within the judicial sphere. In
this context, Edwards and Miller contend that judges are frequently subjected to neg-
ative emotional stimuli, such as anger, sadness, and fear, which arise as reflections of
the emotions conveyed by others within the courtroom. This emotional transference,
under certain circumstances, may lead to secondary traumatic stress, particularly
when judges are consistently confronted with distressing narratives, thereby exerting
a direct influence on the cognitive and evaluative processes integral to decision-mak-
ing (Edwards and Miller, 2019).

The experience of undesired emotions and the subsequent effort to suppress
them impairs memory, and for judges, this process may deplete the cognitive resourc-
es necessary for effective decision-making (Snider, Devereux, and Miller, 2021). In
this regard, the reference to the theory of dual processing becomes particularly sa-
lient, wherein the system is delineated into the reflexive system and the reflective
control system. According to Lieberman, the former of these subsystems is predicated
upon primal patterns that arise from the dynamic and continuous interaction between
the individual and their environment. These patterns, refined through the inexorable
passage of time, evolve into entrenched cognitive frameworks that enable the brain
to process information in an automatic, rapid, and efficient manner. Conversely, the
SRC is grounded in deliberative engagement and conscious exertion directed toward
the execution of tasks (Lieberman, 2003). The reflexive system possesses (RS) the
capacity to process information continuously and intermittently, predominantly op-
erating through components of associative memory. In contrast, the reflective control
system (RCS) exhibits a more constrained capacity, focusing primarily on working
memory and the engagement of analytical thought (Serra, 2021). Consequently, the
brain exhibits a notable resistance to its activation. This principle of least effort as-
serts that decision-makers predominantly rely on the automatic retrieval of pre-ex-
isting cognitive schemas to process incoming information, engaging the RCS solely
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when compelled to do so—such as when faced with the challenge of acquiring a new
skill or resolving a complex issue (Evans, 2006). The issue at hand arises from the
fact that, at times, the foundational schemas are constructed upon erroneous or only
partially accurate information or are applied inappropriately. Clear instances of sche-
mas that may lead to inaccurate decisions include heuristics and implicit biases, both
of which possess the capacity to distort perception, thereby influencing judgment.

Heuristics are conceptual frameworks grounded in a specific subset of available
information, thereby facilitating the expedient adoption of decisions (Dale, 2015).
These cognitive mechanisms are employed whenever judgments are informed by in-
tuitive recognition, or when the deliberate constriction of the information processed
is undertaken. In particular contexts, reliance upon such processes can yield judg-
ments and resolutions of greater precision than those derived from more rational,
methodical models. Nevertheless, heuristics are not immune to fallibility; they may
lead adjudicators to hastily arrive at conclusions and to make errors in navigating
the intricate dilemmas inherent in the deliberative process. As a particularly salient
illustration, in a series of empirical investigations conducted with German judges,
Englich, Mussweiler, and Strack sought to determine whether decisions pertaining
to the imposition of criminal sentences could be shaped by anchors that the par-
ticipants were aware in advance held no substantive relevance. These anchors were
introduced through three distinct modalities: a) a question posed by a journalist; b)
a sentencing request from the prosecutor that was explicitly arbitrary; and c) a sen-
tence demand issued by the prosecution, following a roll of dice manipulated by
the judge themselves. In a consistent pattern across all scenarios, the decisions were
found to be influenced by these seemingly irrelevant anchors (Englich, Mussweiler
and Strack, 2006). In a subsequent investigation, the same researchers elucidated
that participants exposed to a high anchor reacted more expeditiously to incriminat-
ing evidence than to exculpatory evidence. This finding, which implies a primacy
of internal coherence in the decision-making process, is further complemented by
a more profound insight: despite their expertise, judges exhibited a heightened cer-
tainty regarding their decisions, thereby suggesting a disconcerting possibility: ex-
perts, in assuming a heightened level of knowledge, may be prone to the fallacy
of considering themselves less vulnerable to the biased influences that disrupt the
trajectory of their judgments, as though their proficiency insulates them from the
subtle forces that govern human cognition (Casey, Burke and Leben, 2013). Casey,
Burke, and Leben emphasize the reliance on small, non-representative samples as a
heuristic that warrants further scrutiny. In this context, there exists a notable human
propensity to regard small samples as reliable reflections of the entire population, a
cognitive fallacy that prompts individuals to adjust their expectations based on these
circumscribed patterns (Casey, Burke, and Leben, 2013). To elucidate this concept,
consider the scenario of a judge who is tasked with rendering numerous decisions
throughout the day. Within the depths of their cognitive processes lies an inherent
tendency to underestimate the occurrence of continuous sequences within ostensi-
bly random contexts. Guided by this predisposition, and paradoxically, a judge may
demonstrate an aversion to treating subsets of individuals—such as four, five, or
even six consecutive cases—as overly homogeneous, even though such subsets are
constructed retrospectively from the events at hand (Gilovich, Vallone and Tversky,
1985). This hypothetical representation reinforces the classical conception that heu-
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ristics sacrifice accuracy in the interest of efficiency, which in turn, may lead to the
expansion of implicit biases (Thirsk et al.,2022). This construct is characterized as a
manifestation of errors or distortions grounded in stereotypes or attitudes that operate
at a subconscious level. An attitude is defined as an inherent association between a
specific concept and an evaluation, whether favorable or unfavorable. In contrast, a
stereotype is intrinsically linked to the association of a given concept with a particular
characteristic or attribute. While these two constructs are undoubtedly intertwined,
it is of paramount importance to delineate a distinction between them, as a favorable
attitude does not preclude the existence of negative stereotypes, and conversely, the
opposite scenario remains equally plausible. To exemplify this phenomenon, one
might conceive of an individual who holds a positive attitude toward African Ameri-
cans, yet continues to subconsciously associate this group with weapons. Similarly,
it is conceivable that an individual might nurture a favorable stereotype toward Asian
Americans, regarding them as particularly adept in the field of mathematics, while
concurrently maintaining a globally negative disposition toward their broader iden-
tity (Kang et al., 2012).

Researchers utilize a diverse array of methodologies to assess implicit bias,
with the Implicit Association Test (IAT) being the most widely utilized. This test, a
classification task, quantifies the temporal discrepancies between pairings that align
with conceptual schemas, represented by words or images. In an effort to investigate
the presence of implicit racial biases within judicial contexts, Rachlinski and John-
son administered this test to judges serving in lower courts. Their findings revealed
a pronounced bias favoring white individuals in the outcomes obtained from judges
within this cohort. In contrast, African American judges did not exhibit a distinctly
discernible bias, thus presenting, in the aggregate, a profile that is more nebulous
and insubstantial (Rachlinski et al., 2009). Further empirical evidence has indicat-
ed that offenders possessing Afrocentric physical traits, when convicted of crimes
against white victims, were subjected to more severe penalties than those who com-
mitted similar offenses against victims of the same racial background (Bagaric et al.,
2021).

The automatic and influential nature of implicit biases is unveiled with an un-
settling degree of clarity, owing to advancements in neurotechnology. Recent stud-
ies have employed high-precision neurotechnological instruments to explore the
activation of pivotal cerebral regions, including the amygdala, the anterior insula,
and the anterior temporal lobe, each of which plays an indispensable role in the
processing of perceived threats, instinctive responses of disgust, and the consoli-
dation of social stereotypes, respectively. These structures demonstrate heightened
reactivity, which is found to correlate with the extent of unconscious bias associ-
ated with racial matters (Salmanowitz, 2017). This finding constitutes merely one
of the myriad facets in which these advancements serve as a guiding beacon amidst
the shadows that enshroud human comprehension. From this apex, previously un-
charted avenues unfold, directing towards a deeper understanding of the underlying
mechanisms that shape implicit biases, while concurrently, strategies of meticulous
design for their mitigation in the realm of criminal sentencing increasingly come
into sharper focus.
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3. Neurotechnological pathways to mitigating implicit
racial bias in criminal sentencing

Empirical research provides robust evidence to support the notion that implicit
biases may play a decisive role in the decision-making process culminating in the
imposition of a guilty verdict upon a defendant. This phenomenon, concealed within
the recesses of consciousness, appears to weave invisible threads that insidiously
erode the objectivity of judicial decisions, influencing biases that transcend the ex-
plicit awareness of the judge, yet leaving an indelible imprint upon the final judg-
ment. Within the extensive realm of strategies devised to mitigate this insidious and
detrimental influence, the proposal advanced by Salmanowitz emerges prominently,
encompassing the following interventions: a) enhancing the awareness of judges; b)
subjecting them to a stringent assessment via the Implicit Association Test (IAT) pri-
or to trial; ¢) attenuating stereotypical associations; and d) the potential incorporation
of computerized cognitive training tasks alongside non-invasive brain stimulation
techniques (Salmanowitz, 2015; Salmanowitz, 2016). The propositions concerning
the enhancement of awareness are firmly grounded in the relationship between mo-
tivation and behavior, positing that, should courts succeed in fostering a more acute
recognition of the implicit biases residing within judges, they would be compelled —
almost as an inherent duty —to recalibrate and temper their actions. Negowetti con-
curs with this perspective, emphasizing that, although the reliance on entrenched
schemas presents a formidable challenge to overcome, implicit biases originating
from social categories and schemas are not immutable; on the contrary, they are sub-
ject to eradication, provided that one acknowledges the potential influence of concep-
tions related to race, gender, sexual orientation, and other social categories upon the
decision-making process. This dynamic necessitates a departure from the irrational
paradigm that perpetuates adherence to predetermined schemas, thereby fostering,
instead, a more rigorous and discerning examination of the particular circumstances
at hand (Negowetti, 2015). In other words, the authentic safeguard against the peril of
issuing subjective, personal judgments does not reside in the denial of the constraints
imposed by one’s own perspective, but rather in the comprehensive acknowledgment
and acceptance of such constraints (Minow and Spelman, 1988). It is of paramount
importance to underscore that this internalization is intricately interwoven with the
elucidation of the underlying internal mechanisms that govern the decision-making
process; indeed, it is within this very realm that the pivotal role of neurotechnological
instruments assumes prominence, with their potential unfurling as a transformative
tool capable of unlocking novel avenues in the comprehension of the complex cogni-
tive processes that shape our choices.

In accordance with this framework, an exhaustive examination of studies based
on fMRI has established a link between amygdala activity and the manifestation of
racial biases, thereby positioning it as a neurobiological epicenter for such interac-
tions. This analysis transcends the mere identification of the aforementioned correla-
tion, venturing into the hypothesis that the processes occurring within this cerebral
region may be a consequence of the perception of a threat, the roots of which lie in
deeply entrenched, profoundly negative cultural associations with Black men and
other historically marginalized groups (Chekroud et al.,2014). One of the most con-
sequential implications of this revelation pertains to the significance of neuronal
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activity in relation to behaviors of group inclusion and exclusion. Within this con-
ceptual framework, intrinsic factors of human identity emerge as pivotal elements
that not only shape the manner in which individuals perceive but also influence how
they assess others based on their affiliation with social spheres to which they belong.
When such identity is aligned with a group historically or culturally associated with
pejorative attributes, these perceptions and biases are processed within the amygdala,
a cerebral region that concurrently houses and molds the contours of fear (Spain and
Bradley, 2018). In alignment with this perspective, empirical evidence suggests that
an increased frequency of interracial interactions during childhood correlates with
a modulation of amygdala responses toward individuals of African descent, whose
familiarity is readily identifiable, in contrast to those perceived as unfamiliar. This
finding implies that interethnic contact experiences hold the potential to influence
neural processes associated with the perception of the “other” (Cloutier, Li and Cor-
rell, 2014). The capacity for mentalization, also referred to as theory of mind, endows
humans with the ability to infer the emotions, intentions, goals, and motivations of
others, thus facilitating navigation through intricate interpersonal interactions. One
of the most salient advantages of neurotechnological tools is their capacity to mea-
sure this process in real-time. Within this framework, numerous studies have demon-
strated that regions such as the dorsomedial prefrontal cortex and the temporoparietal
junction undergo activation when individuals deduce the mental states of others,
particularly when these interpretations pertain to members of the same social group
(Saxe and Powell, 2006). Recent advancements indicate that individuals with fre-
quent interracial contact (e.g., quality interactions with Black individuals for White
participants) appear to engage in a mentalization process similar to observing faces
perceived as either Black or White (Tzipporah et al.,2022). In a comparable manner,
mentalization processes possess the inherent capacity to trigger a perceptual thresh-
old that aids in the discernment of social injustices, especially within the context of
violent interactions, wherein their heightened function enables not only the identifi-
cation of such concerns but also their subsequent unraveling with enhanced clarity
(Kubota, 2024).

An additional finding resides in the fact that implicit bias is contingent upon
self-regulation. The capacity to adjust and govern our actions is an invaluable ability,
one that allows for the adept navigation toward the fulfillment of our most lofty objec-
tives. In light of this principle, empirical evidence has substantiated that implicit ra-
cial bias induces heightened activity within the anterior cingulate cortex (ACC) when
observing individuals perceived as Black, as opposed to those perceived as White,
particularly when the faces displayed deviate from what is conventionally regarded as
prototypical, that is, when they subvert the normative structures of pre-established ra-
cial stereotypes. The aforementioned suggests that cognitive conflict arises from the
discrepancies between individuals’ implicit biases and their motivations to be, and/or
appear, egalitarian. Sensitivity in the ACC and other regions of the brain associated
with executive control becomes more pronounced when individuals become aware
that the focus of study pertains to race, and when they perceive that their responses
may reflect latent racial bias. This phenomenon is further magnified by the intri-
cate interaction of internal factors, revealing that an enhanced motivation to respond
without prejudice may, paradoxically, exacerbate cognitive conflict, even in the ab-
sence of explicit directives to control such biases. In this regard, when individuals —
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particularly in this context, judges — become fully cognizant of being evaluated, the
possibility arises for the activation of an intensified self-regulation mechanism, con-
ceptualized as a conscious and deliberate strategy aimed at counteracting the under-
lying forces that may compromise the integrity of their decision-making process.
This discovery, which arises from the utilization of neurotechnological applications,
aligns with the second strategy articulated by Salmanowitz: the rigorous examination
through the Implicit Association Test (IAT) prior to the trial (Salmanowitz, 2016).
According to Larson, not only would such an assessment serve to augment the mo-
tivation of judicial decision-makers to attenuate implicit biases, but it would also
facilitate the identification of individuals who possess these biases to a considerable
degree of intensity, thereby exposing the subtle intricacies of subconscious predispo-
sitions that may exert influence over their reasoning (Larson, 2016).

The third strategy advanced by Salmanowitz is directed toward the attenuation
of stereotypical associations. As an illustrative example, by reducing the association
between African descent men and violent crime, the stereotype in question could
relinquish its deep-rootedness and automaticity, thereby shedding the rigidity that
typically defines it. The proposed methods to counteract this phenomenon encompass
exposure to counterstereotypical exemplars, such as the presentation of portraits of
notable historical figures in spaces of prominence, or the inclusion of Black individu-
als in the administration of the IAT test (Salmanowitz, 2016). The framework sur-
rounding personalization may similarly offer a profound and enriching perspective.
With regard to its manifestation in judicial normative interpretations, brain-reading
technologies emerge as a significant epistemological avenue that expands the fron-
tiers of legal knowledge, facilitating the decoding of the cerebral architecture under-
lying mental states. Far from constituting a mere theoretical conjecture, this premise
is intricately intertwined with an axiom of criminal law: the normative principles that
govern it are grounded in postulates regarding human conduct, reflecting founda-
tional conceptions of choice, volition, free will, and rationality (N6brega, 2024). In
this manner, rather than rendering judgments based on pre-established group charac-
teristics, a judge, endowed with the extensive insights provided by neurological data,
would be positioned to substantiate their verdicts on attributes inherently specific to
the individual in question, thereby transcending the constraints of generalizations that
limit the potential for a fair and truly objective judgment. Consequently, the enhance-
ment of personalization afforded by such an extensive compilation of data appears to
exert a pivotal influence on the manner in which the criminal justice system admin-
isters sentences, particularly in relation to the nuanced considerations of mitigation
(Denno, 2019). To illustrate this, various deep learning methodologies have been
deployed to achieve a more precise diagnosis of schizophrenia. In an initial phase,
Plis and colleagues implemented a model that utilized a deep Bayesian network ap-
plied to a dataset derived from a substantial cohort comprising 198 patients and 191
healthy individuals. The accuracy attained through 10-fold cross-validation reached
an impressive 91% (Plis et al., 2014). Subsequently, Pinaya et al. employed a deep
belief network (DBN) to analyze features extracted from brain morphometry data,
with the objective of distinguishing between healthy controls (N=83) and diagnosed
subjects (N=143). The DBN achieved an accuracy rate of 73.6% within the study co-
hort (Pinaya et al., 2016). Additionally, abnormalities in the resting state have been
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documented, further demonstrating the potential of this approach as a biomarker for
clinical diagnosis (Olugbemi et al., 2023).

An elevated level of diagnostic precision concerning mental disorders holds
profound implications for the evaluation of an individual’s criminal responsibility,
particularly when the individual, afflicted by such a condition, engages in criminal
conduct or, conversely, refrains from action, all stemming from an impairment in
their cognitive or volitional faculties. In light of this premise, it becomes impera-
tive to undertake a meticulous examination of the neurobiological underpinnings that
give rise to the subsequent manifestation of illicit behavior in the aforementioned
context. Schizophrenia inflicts profound and lasting effects on the daily function-
ing of those who suffer from it. These disturbances, when interacting, precipitate a
considerable decline in both social and occupational domains, thereby eroding the
individual’s autonomy. A diagnosis of schizophrenia necessitates, at a minimum, the
presence of two distinguishing symptoms, with at least one of these symptoms mani-
festing as delusions, hallucinations, or disorganized speech. Moreover, behaviors of
extreme disarray or catatonia may manifest, alongside negative symptoms, which
are evidenced by a markedly diminished emotional expression or pronounced apathy
(Luvsannyam, 2022). These behavioral manifestations are construed as the phenom-
enological expressions of limitations observed in both subjective and objective mea-
sures of executive functions, particularly in inhibition and working memory. In this
delicate configuration of alterations, it is postulated that individuals affected by such
conditions demonstrate a progressively alarming tendency toward the emergence of
aggressive acts directed at others. This assertion is substantiated by robust evidence,
which affirms an elevated risk of engaging in both violent and non-violent behaviors
when compared to neurotypical individuals (Hodgins, Piatosa and Schiffer, 2013).
While it is beyond dispute that the identification of these irregularities in the current
state does not, in a categorical sense, substantiate their presence at the precise mo-
ment of the commission of the offense, objective validation through the deployment
of neurotechnologies could serve to enhance the probability that such irregularities
manifested at that exact point in time. At this critical juncture, it is pertinent to under-
score that the detection of distinctive patterns may suggest the possibility of a con-
tinuing trajectory, thereby suggesting a correlation that would not only reinforce but
also elevate the corroboration of neurobiological evidence, thus fostering, through in-
dividualized assessment, an unprecedented level of objectivity in the decision-mak-
ing process, one that would be buttressed by unparalleled scientific validation.

Finally, the final strategy posited by Salmanowitz to mitigate implicit racial
biases is grounded in the promising application of two distinct forms of neurointer-
vention: computerized brain training tasks and non-invasive brain stimulation tech-
niques. The former, owing to their unique capabilities, hold the potential to preserve
the interactive and dynamic essence inherent in mental imagery exercises, whilst
simultaneously establishing a standardized visual environment, without in any way
diluting the cognitive richness of the experience (Salmanowitz, 2015). In light of
these considerations and transposing this conceptual framework to the matter at hand,
judges would find themselves immersed within an interactive simulation, inevita-
bly compelled to navigate a scenario that has been meticulously constructed. Such
virtual environments, meticulously designed with algorithmic precision, possess the
capacity to construct narratives that not only envelop the participant in a sensorially
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immersive experience but also function as transformative catalysts for profound cog-
nitive shifts. These shifts are capable of dismantling the implicit preconceptions that
inherently structure and condition one’s perception of reality. Within this framework,
Salmanowitz delineates a scenario in which the adjudicator, prior to commencing the
deliberative process, would engage with a virtual reality device for a span of five
minutes, immersing themselves in a digital representation wherein they would adopt
the identity of an avatar from a racial group distinct from their own. This immersion
would transcend a mere technological experiment, evolving into a strategic instrument
designed to promote emotional self-regulation, enhance perspective-taking, and ulti-
mately deconstruct the ingrained stereotypes that may unduly influence decision-mak-
ing within the judicial context (Salmanowitz, 2018). The connection to Negowetti’s
framework regarding the adoption of perspective is notably compelling. As previously
articulated, this paradigm is understood as the capacity to position oneself within the
experiential reality of an individual belonging to a social group ethnically distinct
from one’s own. Empathy, in this context, impels judges to engage in a comprehen-
sive awareness of their own responses to the parties and their respective arguments,
thereby enabling them — as well as those tasked with evaluating their decisions — to
scrutinize their own underlying assumptions, identify potential blind spots and biases,
and actively seek supplementary information when the circumstances necessitate such
actions (Bandes, 2011). At a superficial level, this reference may appear to be in direct
opposition to the traditional notion of objectivity, largely due to the positivist concep-
tion that objectivity is construed as an abstract, disembodied state, devoid of emotional
influence. However, rather than subverting this principle, empathy reveals itself as an
essential and inescapable element, as genuine objectivity requires the conscious regu-
lation of emotional responses, situated within the broader emotional-cognitive matrix
that underpins judicial decision-making (Blix and Wettergren, 2019).

Ultimately, non-invasive brain stimulation techniques, such as transcranial
magnetic stimulation (TMS) or transcranial electrical stimulation (tES), with tran-
scranial direct current stimulation (tDCS) being the most widely implemented form,
could offer a more direct approach for enhancing self-regulatory capacities and miti-
gating stereotypical associations. This can be achieved through the stimulation of
pivotal neural regions, such as the medial prefrontal cortex, the anterior temporal
lobe, and the dorsolateral prefrontal cortex, or through intervention in extensive neu-
ral networks implicated in these processes (Lopes, 2021). In a study conducted by
Sellaro et al., participants who underwent tDCS demonstrated an enhancement in
cognitive control over stereotype activation, resulting in a reduction of implicit nega-
tive bias toward an outgroup (Sellaro et al., 2017). Thus, by enhancing the decision-
making faculties integral to the exercise of judicial functions, these interventions
have the potential to play a critical role in mitigating racial biases, thereby facilitating
the realization of the idealized and rational model of legal reasoning. Nevertheless,
valid concerns regarding their safety persist, particularly due to the dearth of research
clarifying their long-term effects on individuals deemed healthy, thereby necessitat-
ing a careful reflection on the enduring consequences of these technologies upon
the human cognitive structure (Lopes, 2021). Such profound considerations open
an expansive field of inquiries concerning their ethical and legal permissibility, un-
derscoring the imperative for a rigorous examination that encompasses not only the
advancements in neuroscience but also acknowledges the philosophical and moral
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dimensions intrinsically linked to their application in such sensitive domains as the
judicial system.

4. Final thoughts: defining a way forward

The imprint of implicit racial biases unveils a profoundly intricate issue that not
only necessitates a rigorous theoretical analysis but also imposes, with an inescap-
able urgency, the imperative for a comprehensive reevaluation of judicial praxis in
the imposition of criminal sentences. The meticulous incorporation of neuroscientific
findings, which bring to light the subtle incursion of latent prejudices, exposes a truth
that surpasses the classical tenets of impartiality, revealing structural fractures within
a legal framework that, despite its aspirational pursuit of justice, remains inexora-
bly shaped by the subterranean currents of subjectivity. This emerging paradigm,
which does not relegate neurotechnology to a secondary role, but rather positions it
as a transformative catalyst with profound and far-reaching implications, suggests
the potential for a more equitable administration of justice. Within this framework,
the implementation of strategies such as computerized brain training tasks and non-
invasive brain stimulation techniques inaugurates an uncharted frontier, wherein the
certainties of criminal law are inexorably interrogated by the revelation of underlying
neurobiological processes that, without the judges’ full awareness, exert a decisive in-
fluence on their decision-making. Notwithstanding this, the emergence of these tools,
with their potential for profound structural reformation, is not devoid of complexities,
as it unveils a vast array of ethical, philosophical, and legal concerns that necessitate
meticulous scrutiny, measured deliberation, and an application that does not obscure
the fundamental principles of justice, but rather elevates them in their most pristine
form. This approach necessitates continuous scrutiny of its long-term implications,
given that its implementation could irreversibly reshape the foundational principles
that have, to date, underpinned the exercise of the judiciary. In this regard, the chal-
lenge manifests as a delicate equilibrium: the integration of these advancements must
occur without compromising the essential ethical and legal prudence, ensuring that,
rather than relegating justice to an unattainable ideal, it is transmuted into a tangible
reality that not only addresses the evolving demands of society, but also remains
steadfastly aligned with the immutable essence of human dignity.
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Introduction

The Fourth Industrial Revolution — or Industrial Revolution 4.0 - is so named
due to the strength of the changes that have occurred in the wake of the capillariza-
tion of the use of the internet, especially from the 1990s onwards, in the most diverse
areas of human existence, which justifies talking about a “revolution.”

The numerous impacts range from the most basic form of day-to-day communi-
cation between friends and family to the reach of advanced technology tools related
to space exploration and the treatment of diseases. Such positive or negative reper-
cussions do not affect people equally because the particularities of each person and/or
group are maximized in this scenario of the Fourth Industrial Revolution.

At this point, we believe it is essential to defend an accurate look at algorith-
mic discrimination since a significant part of consumer relations, employment, and
financial market trends are associated, if not restricted, in the twenty-first century to
the use of algorithms, under promises of various benefits, without, however, a critical
and responsible evaluation of their repercussions for vulnerable groups, which are on
the margins of creation and development of these tools.

From this reflection, we understand that algorithmic discrimination is already
a reality, and that discrimination based on gender, to the detriment of women, has
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materialized as one of its biases, which will be the central object of our analyses in
this article.

For this reason, it is urgent to think of ways to contain such discrimination and
build paths in favor of equality. In this sense, the Just Transition is recommended as a
central tool for human and economic development that, in fact, dialogues with reduc-
ing inequalities instead of contributing to their deepening.

1. Gender-based algorithmic discrimination and the
perpetuation of gender inequalities

Technology is not neutral. Until recently, the twenty-first century has been the
stage for what seems like a dystopian future: We hire and fire people based on al-
gorithms’ recommendations, define advertising campaigns based on mathematical
models, and structure a new business model under the direct influence of artificial
intelligence.

The Industrial Revolution 4.0 means the fusion between “the technologies of
the physical, digital and biological world” (Schwab, 2016, p. 11). This materializes
in a hyperconnected society that is increasingly dependent on the internet and techno-
logical tools and has not remained alert and critical to the problems and challenges of
this moment. In this sense, we highlight algorithmic discrimination based on gender,
which affronts consecrated rights and deepens historical inequalities.

This century represents the beginning of a new social and economic organization
involving how we relate and communicate. We understand that the changes brought
about by disruptive technologies are undeniable, but we must have parameters and
limits. According to Schwab (2016), fighting off technological advances is impos-
sible. However, it is essential to limit how it is developed, protect enshrined rights,
and recognize that people are not expendable. It is not a simple task amid discourses
that constantly reproduce the untruth that machines are neutral and objective. At the
same time, people are driven by emotion and biased and, therefore, less reliable.

O’Neil (2016) says that mathematicians and statisticians have been studying
people’s desires, movements, and purchasing power for decades, which is done in an
attempt to predict credibility and calculate the unique potential of each one, depend-
ing on the spaces they occupy in society: students, workers, lawbreakers, etc. Based
on this premise, it is important to conceptualize algorithms and highlight their impor-
tance. For O’Neil (2020, p.19), the algorithm means:

[...] nothing more than the abstract representation of some process, be it a baseball game, an oil compa-

ny’s logistics chain, a foreign government's actions, or a movie theater’s audience. Whether running inside

a computer or in our heads, the model uses what we know to predict responses in various situations. We

all carry thousands of models in our heads. They tell us what to expect and guide our decisions. (free

translation)

O’Neil (2020) explains that algorithms are always subject to errors because,
by their very nature, they are simplifications. For this reason, they cannot embed all
the complexity and nuances of the real world in themselves, leaving out, inevitably,
some information.

Machines need a human to program them; therefore, algorithmic systems do not
escape the cognition of their developers, which leads to the direct manifestation of
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their judgments and priorities. Therefore, it is pressing to understand that machines’
neutrality is an illusion since models do not emerge as objective entities free of sub-
jectivity; on the contrary, they reveal themselves as entities that mirror the objectives
and ideologies of their architects.

The blind spots of a model reflect the judgment and priority of its creators [...] Here, we see that models,

despite their reputation for impartiality, reflect goals and ideologies [...]. Our values and desires influence

our choices, from the data we choose to collect to the questions we ask. Models are opinions embedded
in mathematics (O’Neil, 2020, p. 22). (free translation).

Thus, even in applying apparently impartial mathematical methods, our own
values and desires operate subtly, permeating from the choices of data to be collected
to the questions we direct to the model. Therefore, in the end, the creative and pro-
gramming subjects of the machines will reproduce, even if unconsciously, several of
their biases and understanding of the world. Therefore, decisions made by machines,
since they were programmed by humans who carry their intrinsic opinions, will not
be neutral or bias-free.

Legitimate objectives, noble intentions, laudable projects... These are generally
the starting points for a new technology or for the application of a consolidated tech-
nology in a non-obvious context.

The denial of biases in the handling of technological tools has always been a
maxim among developers and primary users of these instruments. However, this only
starts from a comfortable discourse that the punctual action of the “non-human” is
neutral and that this is a guarantee of isonomy in favor of meritocracy. It turns out
that human beings are partial, fallible, and constituted under the power of prejudices
and stereotypes.

Therefore, such human biases can be camouflaged within their codes, that is,
within the developed models constituted by sets of assumptions, and some of them
can be considered harmful (O’Neil, 2020). The question arises: Is it possible to elimi-
nate these biases even knowing this?

Human preconceived ideas, intrinsic to cognitive nature, can lead to experiences
of discrimination, so biases in algorithms would be no different. This fact is based on
the premise that these systems, although impersonal in their formulation, are conceived
and programmed by individuals susceptible to their own unconscious predispositions.

In the case of system-automated decisions, all are at risk of discrimination. These
risks can become a mass phenomenon and quickly lead to cumulative disadvantages
over time (Orwat, 2019, p. 22). Therefore, the call to combat discrimination focuses
on the rejection of differentiation practices that exceed the limits of reasonableness,
and the constitutional and legal frameworks previously established legitimately and
democratically. These practices hurt the principle of equality and, therefore, demand
an active response to promote equity and the protection of individual rights.

Thus, the choices made during their development can profoundly impact on
individual rights and freedoms. An algorithm can be understood as an instruction
manual or a detailed recipe that aims to guide the steps to achieve a specific result
— for example, solving problems and assisting in decision-making. It is composed of
transparent and sequentially ordered instructions, ensuring that, when followed, the
desired objective is achieved efficiently and correctly. For O’Neil (2020, p.19), an
algorithm:

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 189



[...] is nothing more than the abstract representation of some process, whether a baseball game, an oil

company’s logistics chain, a foreign government’s actions, or a movie theater’'s audience. Whether run-

ning inside a computer or in our head, the model picks up what we know and uses it to predict responses
in varied situations. We all carry thousands of models in our Heads. They tell us what to expect and guide
our decisions.

We know that algorithms use pre-encoded data to teach them to identify pat-
terns and replicate them in different contexts or tasks. Algorithmic discrimination
begins when the input dataset is influenced by biases that introduce distortions to the
results, generating outputs that do not correctly reflect the programmer’s intentions.
Thus, considering that human biases can lead to experiences of exclusion, algorithm
biases would be no different.

In the face of the exponential advance of neurotechnology driven by disruptive
technologies and generative artificial intelligence, it is vital to recognize that “in the
virtual world (apparently neutral) human rights, especially those who are part of vul-
nerable groups, can be even more subject to potential damage, given the presence of
prejudices and biases in the digital environment, perpetuating historical inequalities”
(Andrade et al., 2024, p. 239) (free translation).

On the same note:

The fact that few enjoy the benefits of this technological shift few enjoys should not be surprising. On the

contrary, it is the result of marginalization processes that, combined, intensify structures and practices that

should not be perpetuated and that need to be faced. This confirms the importance of efforts such as that
seen in the elaboration of the Inter-American Legal Declaration on Neuroscience, Neurotechnologies, and

Human Rights (Andrade and Bertolin, 2022, p. 86) (free translation).

Algorithmic discrimination does not occur only based on gender but also the ba-
sis of race, socioeconomic condition, etc. We highlight a case of a Russian subsidiary
of an American company. Xsolla specializes in payment software solutions for the
online gaming industry, which fired, in August of 2021, 150 employees out of a total
of 450 on the recommendation of an algorithm. The math model named the employ-
ees “little committed” and “unproductive” under the justification that the company
would have stopped growing by 40%. We noted, however, that none of the 150 em-
ployees, according to the Russian Forbes, were in a senior position.

This episode is not unique. In 2019, the giant Amazon acted likewise when it
fired several employees based on computer criteria without the reflection or contri-
bution of the director of operations, the human resources sector, or any other team
responsible for staff matters (Echarri, 2021).

Both occurrences are not classic cases of discrimination based on gender. How-
ever, we know that formal work opportunities are not equal for men and women for
several reasons, among which we highlight the workload that women dedicate to care
activities and motherhood. So, even in cases where there is no explicit discrimination
against women, it is necessary to analyze the repercussions since they affect them
more strongly.

At the same time, gender is one of the most relevant variables in explaining the
setbacks in the “digital world”. That said, two concepts deserve to be highlighted:
gender equality according to UNESCO and discrimination against women by the
United Nations (1989):

Gender Equality is one of UNESCO’s two global priorities. In this understanding, gender equality refers to
the equal rights, responsibilities, and opportunities of women and men and girls and boys. It implies that
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the interests, needs, and priorities of both women and men are taken into consideration, recognizing the

diversity of different groups of women and men. Gender equality is a human rights principle, a precondition

for sustainable, people-centered development, and a goal in and of itself (UNESCO).

According to the Convention on the Elimination of All Forms of Discrimination
against Women:

Discrimination against women shall mean any distinction, exclusion, or restriction made on the basis of sex

which has the effect or purpose of impairing or nullifying the recognition, enjoyment, or exercise by women,

irrespective of their marital status, on the basis of equality of men and women, of human rights and funda-

mental freedoms in the political, economic, social, cultural, civil or any other field. (UN, 1979).

It is important, then, to present cases that unequivocally demonstrate gender-
based algorithmic discrimination.

We have reports of linking negative biases on platforms related to Black, La-
tina, and Asian women, correlating them with pornography and reprehensible social
behaviors. In 2010, a case of algorithmic discrimination was reported when Nikon
cameras were not able to recognize Asian faces, sending the indication that the user
was blinking (Matamoros-Ferndndez and Farkas, 2021).

LinkedIn, the world’s largest professional network that connects people with
opportunities and peers, discovered that hiring algorithms referred more men than
women to available positions due to the “more aggressive” profile in the job search
on the platform (Frasdo, A., and Mulholland; C., 2021). Cases of hiring and firing
based only on algorithm recommendations are increasingly common nowadays.

LinkedIn’s case directly affects women’s employability and their insertion or
reinsertion in the formal labor market. In the situations of Xsolla and Amazon, the
dismissals were carried out without considering the peculiarities that women world-
wide have taken on most of the care of children, the elderly, the sick, and the home.
In the case of Xsolla, we have to remember that it took place during the COVID-19
pandemic when children went homeschooling, and women were the ones who took
care of them.

Another example of algorithmic bias involves Google, which led to acts of dis-
crimination in 2009. When typing “black girls” on Google’s search engine, the re-
sults were associated with pornographic content. Episodes like this reproduce the
marginalization of women and other minorities in society, a fact that caught the at-
tention of Safiya Noble, who ended up culminating in the term “algorithms of oppres-
sion” (Noble, 2021).

Gender-based algorithmic discrimination is particularly concerning because the
myth of technological neutrality fuels it. This myth deepens inequalities and disre-
gards particularities and exceptionalities inherent to women’s human condition under
the premise of falsehood.

The fact that few enjoy the benefits of this technological shift should not be surprising. On the contrary, it
is the result of processes of marginalization that, combined, intensify structures and practices that should
not be perpetuated and that need to be faced. This confirms the importance of efforts such as that seen in
the elaboration of the Inter-American Legal Declaration on Neuroscience, Neurotechnologies, and Human
Rights. (Andrade and Bertolin, 2022, p. 86) (free translation)..

Joy Buolamwini and Timnit Gebru (2018) point out that “facial recognition
systems show higher error rates for women and dark-skinned people,” demonstrating
that vulnerabilities, in this case, gender and race, intersect and potentialize harm.
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The discriminatory action resulting from the operation of these algorithms is
not, as the companies that own the control of the codes allege, the result of the behav-
ior of their users. On the contrary, the results derive from a business model created
and structured for this, based on the concealment and naturalization of the prejudices
of its programmers, in a context of “cyber utopian” visions.

For O’Neil (2020, p. 29), we have to know and combat the so-called “opaque
and invisible algorithms,” about which there is little transparency in how they were
built and how they work or operate. Even wrong or harmful, their models were be-
yond challenge, and “they tended to punish the poor and oppressed of society while
further enriching the rich.” (O’Neil, 2016, p. 7).

In this sense, it is urgent to understand that there is a vast difference between
fair and biased algorithms. This understanding is crucial and lies in the intentionality
and transparency behind the algorithm’s design and implementation. Fair algorithms
are crafted with an awareness of potential biases and include mechanisms to coun-
teract them. This process often involves scrutinizing the data, adjusting for known
biases, and regularly auditing the algorithm’s outcomes (O’Neil, 2016). On the other
hand, biased algorithms, intentionally or unwittingly, ignore these disparities, leading
to results that unfairly disadvantage certain groups.

Although the advances in the affirmation of rights and expansion of opportuni-
ties, such as the growth of the labor market for women, for Wajcman (2012), despite
being perceived as a driving force, technology, and its gains have not guaranteed the
establishment of a new order of organization of States and societies that would be less
unequal. This is because it is observed that the technology market is built based on
pre-existing relations of sex, class, and race, which shape the structure of the work-
force and employment opportunities.

Therefore, it is urgent to discuss and build new paths to protect rights and pro-
mote gender equality, such as Just Transition, to be used as a tool to balance forces
in such a complex scenario.

2. Just Transition and Gender Equality

Just Transition is a concept that arises from the need to adjust economic and
environmental policies to address climate change, ensuring that its impacts and ben-
efits are distributed fairly and equitably among different social groups, economic sec-
tors, and regions. This concept is particularly relevant in the context of a shift from a
fossil-based production model to a low-carbon model, which aims to promote more
sustainable development.

Henar Alvarez Cuesta (2020) points out that the challenge of combating climate
change must be approached not only from an environmental point of view but also
from a labor and social perspective. This involves the transformation of economic
sectors that directly impact people’s lives and jobs, with strategies that provide both
mitigation of climate change effects and adaptation to these effects.

The origin of the term “just transition” dates to the 1990s, when US trade unions
began developing the concept as a support program for workers who lost their jobs
due to environmental protection policies, initially focused on sectors such as coal
(Smith, 2017).
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However, the concept has evolved into a more comprehensive approach. Trade
unions and the like have come to interpret “just transition” as an institutional/state
effort to plan and invest in the Transition to jobs, sectors, and environmentally and
socially sustainable economies. As the understanding of the climate crisis deepened,
“just transition” was explicitly linked to actions against climate change, and initiatives
were taken to incorporate this idea into international regimes, including negotiations
under the Convention-United Nations Framework on Climate Change (UNFCCC).

This development culminated in the inclusion of the concept in the preamble to
the 2015 Paris Agreement, where countries recognize the importance of considering
the imperatives of a fair labor force transition and the creation of decent work and
quality jobs according to nationally defined development priorities.

Despite the concept’s solidification in the international environmental context,
the idea of a Just Transition advocated in this article broadens the scope of this un-
derstanding. A just Transition must ensure that people, countries, and regions are
protected against the deepening of existing social and regional inequalities and that
governments and corporations that profit from these changes plan and bear the cost
of leaving no one behind.

In addition to the transformations caused by more sustainable and efficient pro-
duction models, we are facing today the changes in the productive structure brought
by the 4.0 revolution, especially by using artificial intelligence (Al) in the productive
process. These disruptive phenomena - the change of the energy matrix and revo-
lution 4.0 - must be accompanied by plans for a fair transition so that they do not
deepen the existing social and economic inequality abyss and are tools for advancing
social justice.

When considering social inequality and the labor market, the gender issue is
especially critical. In 2024, women still earned, on average, 77% of what men did for
the same work, and the situation is even more unfavorable for women with children
(UN Women, 2024). The gender wage gap is a persistent reality in the capitalist sys-
tem and has been an integral part of the structure of the global labor market. Although
there are policies that seek to value women’s work equally to men’s, the data indicate
that advances are slow and often ineffective.

Since 1971, the number of countries that have adopted pay equity laws has increased from 2 to 98, with

regional differences in uptake of such laws. However, only one in five economies legislating equal pay for

equal work has also implemented mechanisms to redress the pay gap. (UN Women, 2024, p. 36).

In this structurally unequal scenario, disparities become even more evident in
STEM (science, technology, engineering, and mathematics) fields. Women make up
only 28.2% of the STEM workforce, while they represent 47.3% in non-STEM sec-
tors. In leadership positions within STEM fields, critical to the future of the global
economy, female representation drops to a mere 10% (WEF, 2024).

In the context of disruptive transformations in the production process, such as
the energy transition and the Industrial Revolution 4.0, technology assumes a cen-
tral role in labor market innovations. The skills and knowledge from the field of
STEM are increasingly valued, concentrating on employment and income opportuni-
ties. However, women face significant disadvantages in this scenario, as historically,
STEM fields have been dominated by men due to socioeconomic, cultural, and edu-
cational factors (Chaubey, 2023).
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A crucial distinction between the Industrial Revolution 4.0 and the changes re-
quired for the energy transition, compared to previous industrial revolutions, lies in
the current ability to anticipate the impacts of these changes on society and mitigate
some of the disturbances caused by these transformations. In this regard, the Organi-
zation for Economic Co-operation and Development - OECD has produced a series
of studies on the impact of artificial intelligence on various sectors, including the
labor market. The results of these studies often highlight a significant disadvantage
for women. In the October 2024 document titled “WHO WILL BE THE WORKERS
MOST AFFECTED BY AI?”, the OECD concludes that the most affected will be
workers without higher education, women, and older workers (OECD, 2024).

It is interesting to note that although women represent the majority of univer-
sity graduates in several countries, such as the United States (Pew Research Center,
2024), in most European countries (EUROSTAT, 2023) and Brazil (IBGE, 2022),
the research indicates that workers without higher education will be more impacted,
referring indirectly to men without higher education, since regardless of academic
training, women, having or not higher education, are among the most vulnerable
groups to the effects of artificial intelligence on the labor market.

In the context of energy and ecological transition, productive remodeling that
promises new job opportunities and new fields of action is predominantly based on
STEM knowledge. Women whose professional areas are impacted by the necessary
energy transition often have skills less aligned to new technologies. Therefore, the
emerging scenario indicates that the two disruptive changes in the production model
of the twentieth century tend to affect workers in functions principally exercised by
women, such as those that are less technological, more focused on support, organiza-
tion of spaces, work processes, and customer services.

The Just Transition is a necessary concept for promoting structural public poli-
cies of social justice, which aim to combat historical inequalities and prevent the
deepening of existing inequalities.

In that context, historical inequalities and wage gaps are widening, already dis-
proportionately affecting marginalized groups, with women often at a disadvantage.
Artificial intelligence and energy transformation, as disruptive forces, have the po-
tential to both perpetuate and amplify these disparities, requiring an integrated ap-
proach to social justice that considers redistribution, recognition, and representation
to mitigate these impacts.

Nancy Fraser (2002), in her analysis of social justice in globalization, highlights
the importance of approaching these issues through a three-dimensional perspective
that emphasizes the redistribution of resources, the recognition of marginalized iden-
tities, and the need for equal participation. Fraser (2002) argues that the struggles for
recognition often end up displacing the struggles for economic redistribution, which
can weaken the fight against material inequalities. True social justice must integrate
these dimensions, ensuring that all people can participate as equals in social interac-
tions, which is crucial to counteract economic recognition and equal participation
disparities.

Artificial intelligence systems represent a challenge in technology, as they can
inadvertently or purposefully perpetuate existing prejudices. As Sloan and Warner
(2020) identified, proxy variables used in Al algorithms, such as credit scores to as-
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sess safe driving ability, may reinforce discrimination based on class, race, and gen-
der. This practice can have disproportionately negative impacts on women and other
minorities, who historically face disadvantages in accessing financial resources and
opportunities.

These disruptive changes present challenges to states and organizations that
think about public policies and control or monitoring measures; some countries and
international organizations have proposed parameters to regulate these two signifi-
cant changes in the production model. However, when it comes to the energy tran-
sition, changes are much more focused on implementing policies to reduce carbon
emissions than regulations to ensure a fair transition of these policies.

Despite this, in 2021, the European Union established the Just Transition
Fund—JTF—an initiative created to mitigate the socioeconomic impacts associated
with transitioning to a sustainable and climate-neutral economy. As part of the Just
Transition Mechanism, which integrates the Investment Plan for a Sustainable Eu-
rope, JTF focuses on supporting regions and workers disproportionately affected by
the changes needed to achieve these environmental goals.

The JTF seeks to facilitate the diversification and modernization of local econo-
mies to soften the negative employment repercussions caused by removing industries
that are dependent on fossil fuels or are carbon intensive. By retraining workers and
fostering entrepreneurship, the fund aims not only to protect existing jobs but also to
create new opportunities in sustainable sectors.

It is important to note that the fund recognizes that energy and technology tran-
sition may exacerbate pre-existing disparities. The fund’s regulation emphasizes that
promoting women’s access to the labor market, equal pay, and female entrepreneur-
ship is essential to ensuring equity during and after the Transition. This approach
ensures that transition policies address climate challenges while promoting a more
just and equitable society.

The fund’s resources are directed to the most affected regions, supporting proj-
ects that promote clean technologies, energy efficiency, and emission reduction. By
integrating social justice and climate policy, the JTF exemplifies how energy transi-
tion initiatives can and should address both the immediate economic consequences
and the long-term development needs of impacted communities.

Regarding Industrial Revolution 4.0, in particular, when it comes to the use of
algorithms and artificial intelligence for decision-making, the European Union has
adopted a proactive approach to regulation, trying to establish harmonized rules for
security, ethics, and human centrality in the development and implementation of Al
according to the Regulation (EU) 2024/1689. This initiative focuses on protecting the
health and safety of citizens. It emphasizes the importance of promoting fundamental
rights and gender equality, ensuring that Al is used as a force for good, and promot-
ing innovation and employment fairly and inclusively.

A critical point in this regulatory framework is the concern with perpetuating
gender disparities, especially in areas related to employment. Automation and tech-
nological transformations induced by Al pose significant risks of exacerbating exist-
ing inequalities, strengthening gender stereotypes, and limiting women’s access to
emerging opportunities. Thus, regulation seeks to mitigate these risks by ensuring
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that Al technologies are developed and implemented in ways that do not reinforce
social and gender inequalities.

In September 2024, 57 countries, including the European Union, the United
States, and the United Kingdom, signed the first legally binding Artificial Intelli-
gence (Al) Convention. Under the aegis of the Council of Europe, the Al Convention
was adopted after extensive discussions that began in 2022, highlighting the growing
international concern about Al systems’ ethical and social impacts. This treaty im-
poses on signatory countries the responsibility to monitor the development of Al to
ensure that its use respects strict parameters of public protection, private data, human
rights, democracy, and the rule of law.

The Convention recognizes Al’s potential benefits in promoting human pros-
perity, sustainable development, and gender equality, including the empowerment of
women and girls.

In Latin America, according to the Regulatory Mapping report on Artificial
Intelligence in Latin America (2024), the regulation of Artificial Intelligence (Al)
is at different stages of development, ranging from legislation approved to bills in
progress.

Argentina is at the forefront, with a specific legal framework for Al. The coun-
try has developed several strategies and action plans, including the National Plan
for Artificial Intelligence, which guides measures to maximize Al development and
implementation opportunities.

Chile is developing a national Al policy integrating technology into key sectors
such as health, education, energy, and the environment. The Chilean government is
promoting Al as a tool for economic and social development, with a critical look at
ethics and social impacts.

Colombia is also moving forward with Al legislation, with bills that discuss
governance, ethical use, and security measures for Al systems. The country seeks to
integrate Al responsibly into its digital ecosystem. Both Mexico and Uruguay have
bills under discussion that aim to establish guidelines for the development and use of
Al, focused on ensuring that technology is used ethically and safely and protecting
citizens’ rights.

In Brazil, the regulation of Artificial Intelligence (AI) has advanced. Bill
2.338/2023, which has been passed in the Senate, establishes general national stan-
dards for developing, implementing, and responsible use of Al systems. This project
emphasizes the protection of fundamental rights and the implementation of safe and
reliable systems, respecting the centrality of the human person and respect for human
rights, including equality and non-discrimination.

Despite considerable advancements in the regulatory frameworks concerning
artificial intelligence (Al) across various regions, including the pivotal steps taken by
the European Union, United States, and United Kingdom with the signing of the Al
Convention, a fully consolidated legal framework regarding Al use remains elusive,
particularly concerning policies to mitigate its adverse effects on people’s lives.

The AI Convention marks a stride in international law, aiming to monitor Al de-
velopment rigorously and ensure its alignment with human rights, democracy, and the
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rule of law. However, the convention also highlights critical gaps, notably in address-
ing the specific needs and vulnerabilities of different groups, including women.

In Latin America, where countries like Brazil have made strides in creating
national guidelines for Al, the focus has predominantly been on fostering innovation
and managing privacy and data protection without explicitly addressing how these
technologies could perpetuate gender disparities or affect employment among vul-
nerable populations.

Conclusion

Automation, artificial intelligence, and mass data processing can become pow-
erful tools for deepening inequalities, such as excluding or reducing women’s chanc-
es of entering the formal labor market.

There is an attempt to approximate arbitrary decisions of scientificity under the
arguments of neutrality and objectivity, both untruths since everything is produced
from a human component and consequently has biases.

The mathematization of complex aspects of human life is already causing the
escalation of inequalities and perpetuation of discrimination, such as those that occur
based on gender.

Given the transformations caused by the energy transition and the Industrial
Revolution 4.0, the need for a just transition becomes even more urgent to avoid
worsening social and regional inequalities. In addition, to ensure that no one is left
behind, this Transition must be planned and funded by governments and corporations
that benefit from these changes.

However, for social justice to be effectively promoted, it is essential to address
structural challenges—such as gender inequality in the labor market, especially in
STEM areas where women remain underrepresented. Thus, inclusion and equity pol-
icies must be prioritized so that technological innovation and economic sustainability
can coexist with social justice, ensuring real opportunities for all.

We point to Just Transition as one way to contain the indiscriminate use of
technology, especially the uncritical management of algorithms, which has led to
algorithmic discrimination. Nevertheless, for Just Transition to be effective, govern-
ments, businesses, and social organizations must work together to plan and imple-
ment policies that guarantee decent work opportunities and sustainable development,
promoting social justice and environmental protection in an integrated way.
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Introduction

The phenomenon of child digital influencers, also known as kidfluencers, has
expanded significantly in recent years, transforming into a multi-billion dollar indus-
try that currently moves around US$ 2.9 billion (Abeele et al., 2024). This scenario
emerges in a context of growing child and adolescent participation in social networks
- in Brazil, for example, 88% of children and adolescents between 9 and 17 years old
who are internet users have profiles on social platforms, representing approximately
23 million users in this age group (CGl.br, 2024).

The performance of children and adolescents as digital content producers char-
acterizes a new communicational paradigm, in which these individuals simultane-
ously assume the roles of consumers and producers - the so-called prosumers. This
dynamic, while potentially providing opportunities for creative development and so-
cialization, also raises significant concerns regarding the protection of fundamental
rights of these individuals, who are in a peculiar condition of development.
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The multiple vulnerability that characterizes this phenomenon manifests itself in
different dimensions: psychological, due to impacts on socioemotional development;
economic, through the potential commercial exploitation of child labor; and neuro-
logical, considering the susceptibility to algorithmic manipulation techniques and
persuasive design employed by digital platforms. This last dimension gains special
relevance given the development of neuroscience and its interface with digital tech-
nologies, demanding a new perspective of protection through so-called neurorights.

This study aims to analyze the implications of children and adolescents acting
as digital influencers from the perspective of neurorights, investigating how these can
be applied to provide more effective protection in the digital environment. Specifi-
cally, it seeks to: (i) understand the characteristics and dynamics of the kidfluencers
phenomenon; (ii) identify vulnerabilities and risks associated with digital exposure;
(iii) analyze the applicability of neurorights in the context of childhood and adoles-
cence; and (iv) propose guidelines for public policies and protection practices.

The relevance of this investigation is justified by the pressing need to establish
regulatory frameworks and protection mechanisms appropriate to this new reality,
considering that existing legislation does not yet fully address the specificities of the
digital environment and its impacts on child and adolescent development. Further-
more, the growing monetization of children’s and adolescents’ digital presence de-
mands a critical reflection on the ethical and legal limits of this practice.

1. Children as prosumers in the digital environment

The phenomenon of child and youth prosumers on social media represents a sig-
nificant transformation in contemporary communication and socialization dynamics.
This emerging paradigm is characterized by the intersection between digital content
consumption and production processes, where young audiences assume a dichoto-
mous position, simultaneously manifesting active and passive behaviors in platform-
mediated interactions. This shift reflects a reality where children’s expressiveness
and representations predominantly respond to a specific cultural model: consumer
culture (Tomaz et al., 2023).

The concept of prosumer, originally proposed by Toffler (1980), gains new
dimensions with the emergence of digital participatory culture. Children, previous-
ly considered merely passive content receivers, now actively articulate information
consumption and production, taking a leading role in communication platforms (Cruz
and Cruz, 2024). This dynamic is particularly evident in the kidfluencer phenom-
enon.

Kidfluencers emerged as a new category of child celebrities that fundamentally
differs from traditional forms of child artistic work. Unlike traditional acting, which
requires entertainment industry connections or specific training, social media content
production only demands a social media account, good ideas, some filming and edit-
ing skills, and luck (Masterson, 2021).

The content produced by these young influencers spans a wide variety of for-
mats and themes. On YouTube, most content from leading child influencers focuses
on activities such as electronic games, narratives, product and toy reviews, unboxing,
challenges, and tutorials (Martinez Allué and Martin Cérdaba, 2024). These produc-
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tions frequently employ standardized expressions at the beginning and end of videos,
along with emphatic language and distinctive visual elements that contribute to estab-
lishing a unique channel identity.

Participation in digital communities materializes through different forms of in-
teraction, with platforms generally implementing a metrics system including views,
reactions, comments, and followers, establishing an engagement dynamic fundamen-
tal for profile growth and monetization. This system functions as a form of “fame
gamification,” where engagement statistics can be accessed through commercial
management dashboards, stimulating continuous content production (Albuquerque
etal.,2024).

Like other social media content, production by young influencers can be mon-
etized through multiple mechanisms. The main revenue streams include financial
compensation from companies, such as toy manufacturers paying children to post
videos playing with their products, and the Google AdSense program, which enables
advertising on YouTube channels with view-based payments (Geider, 2021). Some
young influencers achieve significant earnings - cases like Ryan Kaji, who at age ten
earned US$30 million in 2020 through YouTube advertising revenue, exemplify this
activity’s economic potential (Reardon, 2022).

Precisely because of these various monetization possibilities, children and ado-
lescents’ participation dynamics on social media frequently transcend artistic and
cultural expression limits, entering commercial exploitation territory, making it nec-
essary to distinguish recreational artistic expression from what should be identified
as child labor. While the first comprises non-profit activities like dance, theater, and
music in school or social settings, the second is characterized by third-party moneti-
zation of children’s artistic activity, regardless of compensation to the developing
artist (Andrade, 2022).

The early professionalization of children’s digital presence frequently involves
parents’ or guardians’ active participation as activity managers, sometimes becom-
ing these families’ main income source. In some cases, children are intentionally
prepared by their parents to become commodities and “human billboards” from birth,
in a phenomenon termed “micro-microcelebrities” (Abidin 2020). The economic ex-
pression of kidfluencer activities can therefore generate misaligned incentives for
healthy parenting and an imbalance between children’s rights and wishes and the
imposed responsibility of providing family income.

However, one should not look only to families for creating these kidfluenc-
ers. Despite significant family participation, specialized agencies like Clock.Work
exploit these influencers’ activities, developing technically sophisticated advertising
campaigns combining native advertising and host selling, often circumventing ex-
isting regulations through inadequate or imperceptible disclosures (Feller and Bur-
roughs, 2022).

The economic incentive for content production can result in intense material
production volume. The Toys and Little Gaby channel, once the UK’s largest kid-
fluencer channel, posted over 250 YouTube videos in four years, while Ryan Kaji’s
channel accumulated at least 1,830 videos in five years (Masterson, 2021), quantities
raising questions about impacts on involved children’s well-being and development.
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Content produced and offered to children - whether in domestic, school, or me-
dia environments - influences their interactions and, through synthesis, sustains pro-
cesses that may question or reproduce social realities, enabling both creative ways
of reading and narrating the world and generating social constraints. Therefore, risks
from exposure to such social media content production and consumption deserve
deeper exploration.

2. Vulnerabilities in the digital environment

Children and adolescents’ participation as content producers and consumers on
social media exposes these individuals to a complex set of vulnerabilities and risks,
manifesting in different dimensions of their development.

As discussed in the previous section, commercial exploitation emerges as one
of the main factors of child and adolescent vulnerability on digital platforms. Unlike
traditional artistic work, which in many countries has established legal protections,
content production for social media often occurs in a regulatory vacuum (Minnich,
2024). This legal gap leaves children vulnerable to different forms of exploitation,
including by their own parents or guardians.

The Hobson family case illustrates the extreme risks of this exploitation: seven
children were forced to produce content for a YouTube channel that accumulated
over 700,800 followers and 242 million views. To maintain content production, five
of the children were deprived of formal education for years. Additionally, they were
subjected to physical and psychological abuse when they failed to meet production
expectations. Despite the channel generating approximately US$ 300,000 in revenue,
the children had no legal right to these earnings (Masterson, 2021).

Impacts on psychosocial development constitute another critical dimension of
vulnerabilities faced by child influencers. Constant exposure on social media can
significantly affect children’s identity formation, values, and social skills. Studies
indicate that early exposure to certain types of content can negatively influence self-
image perception and self-esteem (Steinsbekk et al., 2020).

The pressure for continuous content production, need to respond to fans, and par-
ticipation in events can generate significant stress levels. Furthermore, there is a risk
of early sexualization, with children being placed in inappropriate poses on accounts
managed by their parents to increase follower counts. This early objectification can
have severe consequences for emotional development and identity formation.

Another critical aspect of the vulnerabilities faced is represented by privacy
and data protection. In 2019, YouTube was fined US$ 170 million for violating the
Children’s Online Privacy Protection Act (COPPA) by collecting personal data from
children under 13 without parental consent (Johnson et al., 2024). This case illus-
trates how digital platforms can exploit child vulnerability for commercial purposes,
even when specific legal protections exist.

Moreover, the phenomenon of “sharenting,” where parents extensively share
their children’s lives on social media, can result in serious online safety threats. For
example, pedophile networks can exploit recommendation algorithms to find content
involving children and use comment features and direct messages for illicit purposes
(Dorasamy et al., 2021).
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All this exposure is amplified by sophisticated algorithmic manipulation strat-
egies and persuasive design implemented by digital platforms, aiming to maximize
user engagement and time spent. Such strategies include deceptive patterns, such as
manufactured time pressure, navigation restrictions, and “bait” mechanisms specifi-
cally designed to stimulate longer usage time and engagement. A significant example
is the confirmshaming pattern, where users are emotionally manipulated to perform
actions they normally wouldn’t, such as maintaining an active monetized account or
continuing to produce content under time pressure (Mathur et al., 2021)

The platforms’ persuasive design operates through functionalities structured to
modify users’ choice set and manipulate information flow. These techniques exploit
psychological vulnerabilities to maximize engagement metrics such as time spent,
daily visits, and interactions, often contrary to the individual’s conscious will. In
children’s specific case, this manipulation is particularly effective due to their lim-
ited self-regulation capacity and understanding of the commercial strategies involved
(Albuquerque et al.,2024). Thus, manipulation through persuasive design and neuro-
technology, using gain and reward methods, can create dependency patterns similar
to those observed in gambling (Cruz and Pereira Junior, 2022).

The impact of this intensive digital exposure on children’s cognitive and emo-
tional development is not yet fully understood due to the phenomenon’s relative nov-
elty. However, preliminary evidence suggests that pressure for constant performance
and early exposure to monetization can compromise healthy personality development
and social skills. The combination of these different vulnerability factors creates a
complex scenario that demands urgent attention from legislators, digital platforms,
and civil society. Effective protection of children and adolescents in the digital envi-
ronment requires a holistic approach that considers not only legal and technical as-
pects but also the psychological, social, and neurological impacts of intensive digital
exposure.

3. The importance of neurorights in protecting
child and teen influencers

The emergence of neurorights as a specific category of legal protection repre-
sents a necessary response to the challenges posed by the intersection of neuroscience
and digital technologies. According to the Neurorights Initiative (2019), this frame-
work consists of five fundamental rights: the right to identity, understood as the ability
to control one’s physical and mental integrity; the right to agency, which encompasses
freedom of thought and free will in choices; the right to mental privacy, concerning the
protection of thoughts against disclosure; the right to fair access to mental enhance-
ment technologies; and the right to protection against algorithmic bias.

As Ana Maria D’Avila Lopes points out regarding neurorights, “this is a com-
plex theme with clearly innovative contours, whose questions may not find answers
in the traditional theory of human rights, which has a clearly ontological character,
thus requiring the formulation of new rights” (Lopes, 2023).

In the specific context of childhood and adolescence, the application of these
rights takes on particular contours, considering the neurological vulnerability char-
acteristic of this developmental phase. This vulnerability is heightened in the digital
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environment where, as seen, behavioral manipulation and persuasive design are em-
ployed to maximize engagement and monetization.

In this sense, the management of kidfluencers’ authenticity involves tensions
between parental control, commercial pressures from advertisers and platforms, and
follower expectations, resulting in a distorted digital identity. In other words, there
is a strong tendency for child influencer profiles not to mirror these children’s real
characteristics, but rather an idealized version created by their parents, companies,
and followers, which can result in identity fragmentation, where the online persona
constructed for commercial purposes overlaps with the natural development of of-
fline personality (Abeele et al.,2024). These practices conflict with the neuroright to
identity, which seeks to ensure the protection of individual authenticity and freedom
of identity construction.

The right to agency is also systematically compromised by the manipulation
mechanisms employed by digital platforms. Children’s limited capacity for discern-
ment, combined with sophisticated persuasive techniques, can result in compulsive
behaviors and choices that are not genuinely autonomous. As previously mentioned,
digital platforms commonly operate with “fame gamification” systems, allowing in-
fluencers access to engagement metrics such as likes and shares, clearly stimulating
the production of more content while diminishing user decision autonomy (Albu-
querque et al.,2024).

Similarly, the right to keep thoughts protected against involuntary disclosure is
constantly challenged by behavioral data collection and analysis practices for com-
mercial purposes. In the case of child influencers, as seen, the issue is aggravated by
the phenomenon of sharenting, whereby parents extensively share their children’s
lives on social media, potentially compromising not only their physical privacy but
also their psychic integrity (Walrave et al., 2022).

Protection against algorithmic bias assumes special relevance when considering
children’s cognitive vulnerability to manipulation and algorithmic systems’ tendency
to amplify stereotypes and problematic behaviors. As evidenced by Feller and Bur-
roughs (2022), there is an emergence of specialized agencies developing sophisticat-
ed native advertising strategies targeted at children, frequently exploiting cognitive
biases and psychological vulnerabilities.

In summary, the analysis and propagation of neurorights in child and youth
protection represents an ethical and legal imperative in face of the challenges posed
by the increasing digitalization of children’s experiences. The in-depth understand-
ing of these rights and their specific application regarding child digital influencers
can contribute to the development of more effective protection mechanisms, ensur-
ing a safer digital environment conducive to the healthy development of children and
adolescents.

4. Perspectives for protecting and promoting children
and adolescents’ neurorights on social media

The effective protection of children and adolescents’ neurorights in the digital
environment demands a multifaceted approach, involving different actors and levels
of intervention. It is essential to analyze the different perspectives and proposals to
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ensure the integral protection of these individuals, considering both the existing regu-
latory frameworks and the new emerging needs of the digital scenario.

In the realm of public policies, the role of the State and regulatory agencies is
essential to establish regulatory frameworks appropriate to the specificities of the
kidfluencers phenomenon. International experience demonstrates the importance of
specific regulation - France, for example, became in 2020 the first country in the
world to establish legal rules for digital influencers under 16 years old, following a
mobilization initiated in 2018 by the Observatory of Parental and Digital Education
(Tomaz et al., 2023).

The existing legal frameworks in Brazil already establish important principles
for integral protection. The Child and Adolescent Statute (ECA), the Consumer Pro-
tection Code (CDC), the Internet Civil Framework, and the General Personal Data
Protection Law (LGPD) constitute fundamental mechanisms for understanding Bra-
zilian children’s rights in the digital environment. However, the application of these
instruments needs to be adapted to the specificities of new forms of digital participa-
tion.

Resolution 163 of the National Council for the Rights of Children and Adoles-
cents (Conanda), approved in March 2014, represents a significant effort to regulate
advertising directed at children, listing various aspects that may configure abusive-
ness. Civil society movements view this resolution as an important complement to
the microsystem of collective rights protection (Thibau and Rodrigues, 2015).

The advertising sector’s self-regulation also plays an important role. In Bra-
zil, the National Council for Advertising Self-Regulation (Conar) code condemns
practices commonly used by digital influencers, such as merchandising or indirect
advertising using children. Conar’s Digital Influencer Advertising Guide establishes
guidelines for applying the code’s rules to commercial content on social networks,
focusing on content generated by users called “influencers” (Tomaz et al., 2023).

Recent legislative proposals seek to fill specific regulatory gaps. Bill No.
1222/2024, inspired by actress Larissa Manoela’s case, provides for increased penal-
ties for the crime of abuse of incapable persons when committed by parents or guard-
ians, and establishes that young people’s corporate participation in their companies
must be preceded by the Public Prosecutor’s Office’s manifestation and contain a
revision clause for contract suspension when artists turn 18 (Marzullo, 2024).

Internationally, initiatives such as the KIDS Act, proposed in the United States,
seek to regulate deceptive advertising practices targeting children, including manipu-
lative design strategies, influencer marketing, native advertising, and neuromarket-
ing techniques. The proposed legislation aims to prohibit common persuasive design
techniques, such as autoplay, push notifications, and manipulative in-app purchase
techniques (Feller and Burroughs, 2022).

Child-centered design also emerges as a crucial aspect for neurorights protec-
tion. The UK’s Children’s Code or Age Appropriate Design Code (AADC) establish-
es important guidelines in this regard, emphasizing how digital products and services
design significantly impacts young people’s online experiences. The code specifi-
cally addresses design techniques intended to influence user behavior, using the term
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“nudge” to describe strategies that direct or encourage users to follow developers’
preferred paths (Grace et al., 2023).

On the other hand, families’ role in protecting children and adolescents’ neu-
rorights is inescapable and complex. Parents and guardians face significant ethical
dilemmas when navigating between parental freedom of expression and children’s
privacy, especially related to sharenting and commercial exploitation of child influ-
encer activity.

Thus, media education and digital literacy for children and their families consti-
tute essential preventive measures. The United Nations General Comment No. 25 on
children’s rights in the digital environment, developed after consulting more than 709
children and young people from 28 countries, emphasizes the importance of support-
ing, promoting, and protecting digital engagement safely and equitably. The docu-
ment establishes necessary measures to ensure the realization of children’s rights
concerning the digital environment, assigning specific responsibilities regarding the
training of parents and educators on the appropriate use of digital tools (UN, 2021).

Monitoring and evaluating the impacts of implemented protective measures are
essential for their continuous improvement. Data collection and analysis on the ef-
fectiveness of regulatory frameworks, combined with research on psychological im-
pacts and advancement of neurorights studies, can provide more solid foundations for
public policy development.

Therefore, it is necessary to recognize that protecting children and adolescents’
neurorights on social media cannot be achieved through isolated measures but re-
quires a coordinated and continuous effort from all involved actors. The successful
implementation of the presented protection perspectives depends on the ability to
balance the need for protection with the recognition of children and adolescents’ au-
tonomy and capacity for expression in the digital environment.

Conclusion

The phenomenon of child digital influencers represents a significant challenge
for protecting children’s and adolescents’ rights in the digital environment. The
analysis developed shows that the complexity of this phenomenon demands an ap-
proach that transcends traditional legal protections, incorporating the dimension of
neurorights as a fundamental framework to ensure the healthy and autonomous de-
velopment of these individuals.

The conceptual and normative reconfiguration of neurorights in childhood and
adolescence proves imperative for addressing the specific vulnerabilities of this age
group in face of algorithmic manipulation techniques and persuasive design em-
ployed by digital platforms. The protection of identity, agency, mental privacy, and
fair access to technologies should be considered priority in the development of public
policies and regulatory practices.

The perspectives for protecting and promoting children’s and adolescents’ neu-
rorights on social networks demand a coordinated effort among different social ac-
tors: states, digital platforms, families, and educators need to act in an integrated way
to create a safer digital environment conducive to healthy development.
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Specific regulation of kidfluencer activity, including labor and patrimonial pro-
tection aspects, proves urgent and necessary. However, this regulation must balance
rights protection with recognizing children’s and adolescents’ capacity for expres-
sion and social participation in the digital environment.

With this in mind, it would be possible to present a list of issues that could per-
meate public policies and programs aimed at ensuring due respect for neurorights and
the peculiar rights of children and adolescents exposed to the kidfluencer situation, as
persons in a peculiar condition of development. The proposal stems from the analy-
sis of researched data, and the questions below can also be structured as topics of a
normative diploma that establishes evaluation parameters aimed at the best interest
of children and adolescents.

Digital Safety Assessment Checklist for Children and Adolescent

a) Digital Identity and Authenticity: 10 Does the online presence genuinely
reflect the child/adolescent’s personality and age? 2) Is there external pressure to
maintain a certain digital image or persona? 3) Do published contents respect natural
identity development? 4-Is there balance between digital exposure and privacy pres-
ervation? 5-Does the child/adolescent show discomfort with their online representa-
tion?

b) Autonomy and Freedom of Choice: 1-Are decisions about publications pri-
marily made by the child/adolescent? 2-Is there clear understanding about conse-
quences of digital interactions? 3-Do platform “gamification” mechanisms influence
compulsive behaviors? 4-Is there freedom to refuse participation in commercial con-
tent? 5-Is time dedicated to digital activities self-regulated or externally imposed?

¢) Mental Privacy Protection: 1-Are there safeguards against excessive behav-
ioral data collection? 2-Are privacy settings adequately managed? 3-Is there exces-
sive sharing of intimate or vulnerable moments? 4-Is the right to digital forgetting
being considered? 5-Is there a protocol for removing sensitive or harmful content?

d) Digital Access and Inclusion: 1-Are available technological tools age-appro-
priate? 2-Is there adequate technical and educational support? 3-Do platforms used
offer effective parental controls? 4-Is there access to updated digital protection re-
sources? 5-Do technologies promote healthy cognitive development?

e) Protection Against Algorithmic Manipulation: 1-Is there monitoring of algo-
rithm-suggested content? 2-Does the child/adolescent recognize native advertising
and influencer marketing? 3-Are there tools to filter potentially harmful content? 4-Is
there understanding about recommendation systems’ functioning? 5-Are strategies
used to minimize exposure to addictive content?

f) Family Supervision and Support: 1-Do guardians maintain open dialogue
about digital experiences? 2-Is there a structured parental mediation plan? 3-Are us-
age rules collaboratively established? 4-Is there regular monitoring of online interac-
tions? 5-Is there emotional support to handle digital challenges?

g) Mental Health and Digital Well-being: 1-Are signs of anxiety related to en-
gagement metrics observed? 2-Is there balance between online and offline activities?
3-Is there monitoring of sleep and behavior patterns? 4-Are regular psychological
impact assessments conducted? 5-Is professional support available when needed?
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h) Digital Literacy and Training: 1-Does the child/adolescent receive education
about digital safety? 2-Is there understanding about social engineering risks? 3-Is
there training about information verification? 4-Are digital critical thinking skills de-
veloped? 5-Is there access to educational resources about digital citizenship?

1) Commercial and Financial Aspects: 1-Is there protection against inappropri-
ate commercial exploitation? 2-Are financial gains adequately managed and protect-
ed? 3-Is there transparency in established commercial relationships? 4-Is specialized
legal advice available when needed? 5-Are child labor regulations respected?

J) Social and Emotional Development: 1-Do digital interactions promote healthy
relationships? 2-Is there space for authentic expression of emotions? 3-Are digital
empathy skills developed? 4-Is there balance between online and in-person socializa-
tion? 5-Is there support for developing digital resilience?

This evaluative framework should be applied periodically, considering: (a) Age
and developmental stage; (b) Family and social context; (c) Purpose of digital plat-
form use; (d) Specific observed impacts; (e) Individual protection needs. Regular
evaluation of these aspects allows: (a) Early risk identification; (b) Implementation
of preventive measures; (c¢) Adjustments in protection strategies; (d) Development of
digital competencies; (e) Promotion of integral well-being.

Finally, the need to continue developing research and studies about neuropsy-
chological impacts of intensive digital exposure is emphasized, as well as about the
effectiveness of implemented protection measures. Only through deep understanding
of these aspects will it be possible to develop truly effective policies and practices for
comprehensive protection of children’s and adolescents’ rights in the contemporary
digital environment.
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1. Overview of the VERIPOL tool

VERIPOL is a pioneering artificial intelligence system in the field of public
security, implemented by the security forces in Spain, specifically by the National
Police,! in order to identify false allegations in criminal proceedings. The tool was
developed in collaboration with a research team from Cardiff University, taking ad-
vantage of advances in natural language processing (NLP) and machine learning
(Quijano Sanchez; Liberatore; Camacho-Collados; Camacho-Collados, 2018). It was

1 See the publication of the National Police on the implementation of this tool: https://www policia.es/_es/comunica-
cion_prensa_detalle. php?ID=4433&idiomaActual=es
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implemented in Spain’s National Police Stations in 2018 after a period of testing in
several towns.?

The core of the VERIPOL tool is based on the use of advanced natural language
processing and machine learning techniques.* These algorithms allow the system to
analyze the linguistic features present in the written complaints submitted by . The
artificial intelligence, trained with thousands of previous complaints - both false and
truthful-, is able to identify patterns and elements that statistically correlate with the
falsity or veracity of the complaint.*

In more specific terms, VERIPOL evaluates a series of parameters of the text of
the complaint such as narrative structure, amount of detail, internal coherence, type
of language used.

The system does not issue a definitive opinion on the falsity of the report, but
makes a probabilistic assessment, assigning a percentage of probability that the re-
port is false or true.> This result is subsequently used by officers as an indication,
which complements other police investigations. The reliability index of the tool is 70
to 90% depending on the source consulted.®

2. Purpose and Objectives of the tool

The use of VERIPOL obeys several purposes of public and private interest that
contribute to the improvement of the criminal justice system and the efficiency of
police resources. Among its main objectives are:

a) Efficiency in resource allocation: Law enforcement is limited by the avail-
ability of human and material resources. The investigation of false reports diverts
resources from the prosecution of real crimes, which is detrimental both to the func-
tioning of the system and to the victims of real crimes. By detecting potential fraud
early, VERIPOL allows for a more efficient allocation of these resources.

b) Protection of the public interest: False complaints constitute an abuse of pub-
lic reporting mechanisms and a fraud on the judicial system. Their proliferation can
cause substantial damage public confidence in the institutions responsible for the
administration of justice. VERIPOL, by identifying such fraudulent practices, con-
tributes to safeguarding the integrity of the criminal justice system.

2 1t was implemented in 2018 after a testing period in police stations in Malaga and Murcia, specifically the success
ratios were 81.58% in Murcia and 84.78% in Malaga. According to published communication from the National
Police “the model is able to discern significant differences in the narrative of true and false allegations leading to the
best separation between these two classes. From this analysis it can be concluded that true and false reports differ
mainly in three main aspects: modus operandi of the aggression, morphosyntax of the report and amount of details.
https://www .policia.es/_es/comunicacion_prensa_detalle.php?ID=4433&idiomaActual=es

3 It uses statistical models trained with sets of true and false allegations to learn the characteristic patterns of each, look-
ing for common word combinations and syntactic structures in false allegations that it contrasts with a database.

tis mainly used to report robberies with violence, intimidation and theft.

5 It is important to note that VERIPOL does not replace the officers in the investigation, but is a support tool that
generates alerts for the police to conduct more detailed investigations.

6 According to the National Police it has an accuracy rate of over 90%: https://www policia.es/_es/comunicacion_
prensa_detalle php?ID=4433&idiomaActual=es “VERIPOL: the police tool for detecting false reports”, available at
this link which quotes police sources, https://www.rtve.es/noticias/20181102/VERIPOL-herramienta-policia-para-
detectar-denuncias-falsas/1831344.shtml According to published several newspapers national newspapers: https://
www .eldiario.es/navarra/policia- nacional-introduce-sistemas- denuncias_1_1658984 html.
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c¢) Fraud deterrence: The mere existence of a tool such as VERIPOL can have
a deterrent effect on potential criminals who, being aware that their reports will be
subject to a thorough and objective analysis, may refrain from filing false reports.

Although VERIPOL is a tool with a high rate of accuracy, it is essential to em-
phasize that its use is subject to legal limitations and guarantees that seek to protect
the fundamental rights of complainants. In accordance with the principles of the rule
of law, the use of artificial intelligence tools in the administration of justice must be
carefully regulated to avoid arbitrariness. In this sense, VERIPOL does not replace
in any case the human assessment of the facts or the traditional police investigation.
Its function is merely auxiliary, providing an indication that must be corroborated by
other evidence. The police remain responsible for investigating the facts and ensuring
that the procedural rights of complainants, such as the right effective judicial protec-
tion, the presumption of truthfulness and the right to a fair trial, are respected.

We will then analyze the technical and legal aspects of the tool to finally reach
the corresponding conclusions regarding the operation of VERIPOL.

3. Technical aspects to consider in VERIPOL

VERIPOL is based on the application of state-of-the-art methodologies in nat-
ural language processing (NLP) and machine learning (Martinez; Delgado; Pérez,
2018) which enable automated analysis of the textual content of the statements
made.

Among the main technological resources used by VERIPOL, the following
stand out:

a) Natural Language Processing (NLP): This technique allows us to unravel
the structure and linguistic style of the allegatlons identifying characteristic idiom-
atic patterns (Camacho-Collados et al. 2016) that tend to differentiate truthful from
fraudulent accounts.

b) Machine learning algorithms: VERIPOL has been trained by analyzing thou-
sands of reports (Ramirez et al., 2017),” both genuine and false, which allows it to
discern regularities in fraudulent reports, such as the scarcity of details, narrative in-
consistency or the use of expressions and terms that tend to betray falsehood.

c) Pattern analysis and narrative complexity: VERIPOL’s algorithms are de-
signed to identify excessive simplicity or lack of cohesion in the narrative of the
facts, recurring characteristics in fraudulent allegations.

3.1. Algorithm and underlying technology

The machine learning and natural language processing (NLP) algorithms imple-
mented in VERIPOL represent sophisticated mechanisms designed for the thorough

7 “The incorporation of machine learning techniques has allowed VERIPOL to accurately identify linguistic cues
typical of false reports, overcoming traditional manual analysis methods” (Martinez et al., 2018).

8 “The use of natural language processing to detect fraudulent patterns in complaints has proven to be an effective
tool in public safety” (Camacho-Collados et al., 2016).

9 “The evaluation of VERIPOL in real contexts has shown an accuracy of more than 90% in the detection of fraudu-
lent allegations, especially in robbery-related statements” (Ramirez et al., 2017).
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scrutiny of text, with the purpose of detecting falsehoods (Méndez et al., 2017).1°
in formal statementsSuch algorithms, fed by extensive volumes of data - including
authentic and fraudulent claims - allow the identification of linguistic and stylistic
patterns that escape conscious human perception. By analyzing the deep structure,
content and time evolution of texts, these algorithms are able to more accurately dis-
cern indications of deception in written communications.

3.1.1. Language as a Reflection of Deception: Language, as a manifestation of
human thought, carries complex patterns that sometimes reveal psychological states
or hidden intentions. Lie detection through linguistic analysis is based on the premise
that certain stylistic features emerge when a person tries to hide the truth. Research,
such as that conducted by Brigham Young University (BYU), has shown that, in
digital interactions, individuals who lie tend to take longer to respond, revise their
writing more frequently, and generate shorter, more carefully controlled responses.
VERIPOL’s algorithms integrate these types of observations and recognize them sys-
tematically.

3.1.2. Psychological Heuristics in VERIPO: VERIPOL incorporates heuris-
tics based on behavioral analysis derived from psychological studies on deception.
Among the clues that its algorithms can identify are the scarcity of details, the lack
of narrative coherence, the use of vague phrases or the repeated revision of the text,
all considered as potential markers of falsehood. These heuristics suggest a corre-
spondence with certain psychological criteria employed in lie detection, linking lin-
guistic analysis with widely accepted principles in cognitive psychology. However,
it is crucial to emphasize that these techniques do not provide absolute determinism;
rather, conclusions derived from VERIPOL are based on statistically calculated prob-
abilities.

3.1.3 Continnuos Learning Capability: Currently, VERIPOL operates under
a supervised learning model, but raises the possibility of expanding to a continu-
ous (Lopez et al., 2018)" or unsupervised learning system, which would allow for a
greater adaptability over time. While its current capability is based on predefined data
sets, its integration with new data - for example, judicial rulings that confirm or refute
the veracity of the allegations - would increase its predictive accuracy. This would
imply a constant feedback of the system, allowing it to evolve in tune with judicial
verdicts, further refining its ability to detect fraudulent allegations.

3.1.4. The Digital Deception Challenge: The realm of digital communications
presents an added challenge in detecting deception, given the lack of nonverbal cues
that are normally used to identify lies. As noted by expert Tom Meservy, the digital
environment is conducive to deception because of the ease with which people can
conceal their identity and construct narratives that, on the surface, appear credible.
However, VERIPOL’s algorithms mitigate this challenge by focusing on linguistic
patterns (Garcia et al., 201 8)12 and the temporal behavior of written responses, obtain-

10 «VERIPOL represents a significant advance in the automation of processes within law enforcement, enabling
faster and more efficient assessment of potentially false reports” (Méndez et al., 2017).

1 «Continuous learning allow tools such as VERIPOL to improve their accuracy over time by incorporating new al-
legations and behavioral patterns” (Lopez et al., 2018).

12 «“VERIPOL has been shown to be effective in detecting common linguistic patterns in fraudulent complaints, such
as excessive use of irrelevant details and narrative simplification” (Garcia et al., 2018).
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ing a higher falsehood detection rate than conventional methods, which in previous
studies barely reach 54% accuracy.

3.2. Natural Language Processing (NLP)

VERIPOL relies on the most advanced techniques of Natural Language Pro-
cessing (NLP) and machine learning, in order to identify linguistic and stylistic pat-
terns that could reveal the falsity of a complaint.

3.2.1. VERIPOL System Technical Components: The VERIPOL system is built
on an architecture composed of several key elements that interact with each other,
especially Natural Language Processing (NLP). In this area, a meticulous analysis of
the text of the reports is carried out, in order to extract features and characteristics
that may reveal inconsistencies or structures typically associated with fraudulent re-
ports. The process focuses on identifying key words, unusual syntactic structures and
narrative patterns. These elements are then processed and classified using labeling
techniques, which assign grammatical roles to different parts of speech to assess their
relevance in determining the veracity of the claim.

3.2.2. Use of the Natural Language Toolkit (NLTK) in VERIPOL: One of the
fundamental pillars of linguistic processing in VERIPOL is the use of the well-known
Python Natural Language Toolkit (NLTK) library (Bird, Klein & Loper, 2009).1
NLTK has established itself as one of the most advanced and versatile tools for natu-
ral language processing, offering an extensive repertoire of functions and resources
designed for textual data analysis. In VERIPOL, NLTK plays a crucial role in several
processing stages, among which the following stand out:

a) Tokenization: This technique allows the text to be broken down into its small-
er components, whether words or phrases, for more detailed analysis.

b) Parts of Speech Tagging (POS tagging): Through this technique, NLTK
identifies the grammatical categories (nouns, verbs, adjectives, etc.) within the text,
providing a structural view of the text.

¢) Lemmatization and stemming: NLTK reduces words to their base or root
form, facilitating uniformity in the analysis and eliminating irrelevant morphological
variations.

d) Feature extraction: The system extracts key stylistic and linguistic properties
of the text that are indicative of its authentic or false nature.

e) Syntactic and semantic analysis: NLTK allows to unravel the underlying
grammatical structure of the text, as well as to understand its overall meaning, both
essential aspects in the identification of fraudulent patterns.

3.2.3. Integration with Machine Learning: VERIPOL not only limits itself to
analyzing language from a linguistic perspective, but also integrates the results of
this analysis with machine learning techniques. Here, NLTK plays a central role by
preprocessing the textual data, preparing the texts for the learning algorithms to work
with. Through transformation to feature vectors, the texts are converted into numeri-

13 “NLTK offers a wide range of tools for natural language processing, facilitating tokenization, lemmatization, and
parsing” (Bird, Klein & Loper, 2009).
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cal representations that machine learning models (Delgado et al., 2017)™ can inter-
pret to make predictions

The combination of PLN and machine learning enables VERIPOL to detect
indications of fraudulent claims with high accuracy. The system learns from large
volumes of historical data, both true and fraudulent reports, and as it processes more
information, it is able to refine its predictive models.

3.2.4. Complement with Weka: Another key component of the system is the
use of Weka (Witten & Frank, 2005),® a powerful machine learning tool. NLTK and
Weka work in tandem: while NLTK handles the initial feature extraction and label-
ing, Weka is used for the more advanced classification and prediction tasks. The
interoperability between these two platforms allows data processed by NLTK to be
exported in a Weka-compatible format, thus optimizing the training and evaluation
of learning models.

3.2.5. NLTK, Leading tool for Natural Language Processing: NLTK has posi-
tioned itself as a leading platform for the development of Python programs that work
with human language data. Through its user-friendly interface and its access to more
than 50 corpora and lexical resources, such as WordNet, NLTK allows a deep analy-
sis of language in its various dimensions. Its multiple functions include classification,
tokenization, stemming, tagging, syntactic analysis and semantic reasoning, making
this library a reference in the field of computational linguistics.

In addition, NLTK integrates easily with other industrial-strength text process-
ing tools and libraries, making it an ideal choice for both academic and commercial
applications. Its flexibility and the support of an active developer community have
enabled NLTK to become a robust open source platform widely used in natural lan-
guage processing projects around the world.

In the context of VERIPOL, NLTK not only provides the fundamental resourc-
es for linguistic analysis, but is also instrumental in the development of algorithms
that enable continuous refinement of the system. As it is updated with new data and
court rulings, the system continues to learn and improve its ability to detect false-
hoods with greater accuracy.

3.3. Tokenization in NLTK: The text segmentation process

At its core, tokenization consists of breaking down the text into minimal units
of analysis, called “tokens”, which can be words, phrases or characters depending on
the desired level of granularity. In VERIPOL, tokenization is mainly performed at the
word level, since the structure and choice of words in a specific context can reveal
key clues as to the veracity or falsity of an allegation.

In NLTK, this process is performed using a set of tools optimized for various
languages and text structures. The steps include lexical segmentation, where con-
tinuous text is separated into words using the WordPunctTokenizer algorithm, and
linguistic exception handling, which adjusts the processing of complex terms such

14 «yERIPOL uses machine learning models trained on historical data to identify fraudulent claims using linguistic
and syntactic analysis” (Delgado et al., 2017).

15 «“Weka enables the implementation of machine learning algorithms and classification techniques on textual data”
(Witten & Frank, 2005).
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as contractions or proper nouns. In addition, sentence tokenization, performed using
the Punkt tokenizer, allows the text to be broken down into sentences, facilitating
the analysis of narrative coherence, which is crucial for detecting inconsistencies in
fraudulent claims.

After tokenization, the data is prepared for machine learning algorithms by vec-
torization. The tokens are converted into feature vectors, using techniques such as
Bag of Words or TF-IDF, which assign numerical representations to the terms. This
numerical data is exported to Weka, where it is processed in a compatible format
such as ARFF, allowing predictive models (Pedregosa et al., 2011)!¢ to be trained to
identify patterns of falsity

This collaborative cycle between NLTK and Weka is not merely sequential;
both systems feed back to each other, continuously adjusting the tokenization and
classification process. Through this synergy, VERIPOL achieves high levels of ac-
curacy in detecting fraudulent claims, combining detailed linguistic analysis with the
power of machine learning algorithms.

3.3.1.. Part-of-Speech Labeling Process with NLTK: POS tagging refers to the
assignment of grammatical categories to each word in a text, such as noun, verb, ad-
jective, among others. This process is fundamental in VERIPOL, as it allows unrav-
eling the underlying grammatical structure of a complaint and discovering patterns
indicative of deception.

NLTK, a key tool in this process, employs statistical model-based taggers, such
as Treebank trained on Spanish corpora, which assign grammatical tags based on
context. This analysis reveals that fraudulent claims tend to present simplified struc-
tures, with limited use of adjectives and a predominance of verbs in simple forms.

In addition to its accuracy, NLTK employs probabilistic models, such as those
based on Hidden Markov Models (HMM), which handle linguistic ambiguity by as-
sessing the probability that a word belongs to aspecific grammatical category. This
probabilistic approach greatly improves the accuracy of falsehood detection.

Integration with Weka converts the labeled data into numerical vectors that feed
the classification algorithms (Hernandez et al., 2019).”” The encoded grammatical
categories are processed by Weka to determine whether the detected distributions are
consistent with those observed in fraudulent claims, using models such as decision
trees or support vector machines (SVM).

This labeling process, moreover, is not static. As Weka classifies allegations,
the system feeds back to NLTK, improving the accuracy of part-of-speech labeling
and refining falsity predictions. Thus, VERIPOL continually refines its ability to de-
tect syntactic inconsistencies, narrative simplicity, and subtle grammatical manipula-
tions, making linguistic analysis a critical tool for identifying fraudulent claims with
greater rigor and sophistication.

16 «“Tools such as Weka and scikit-learn allow the use of predictive algorithms to analyze large volumes of data, im-
proving the accuracy of truthfulness models” (Pedregosa et al., 2011).

17 «“YERIPOL uses a combination of natural language processing and classification to assist police forces detecting
false reports” (Hernandez et al., 2019).
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3.3.2. Lemmatization and Stelig1ming in the Context of Linguistic Processing:
Both lemmatization and stemming seek to simplify words, but differ in their ap-
proach. While stemming uses heuristic rules to trim words to their root, lemmati-
zation reduces words to their base form (lemma), considering their grammatical
category and context. In VERIPOL, both methods are employed strategically accord-
ing to the needs of the analysis.

a) Stemming: Reduction to the root: Stemming, implemented in NLTK through
algorithms such as Porter Stemmer or Snowball Stemmer, removes suffixes to reduce
words to their roots. Although this approach speeds up text processing, the roots ob-
tained are not always real words, which limits their semantic understanding. Never-
theless, in VERIPOL, it is useful for detecting repetitive patterns in denunciations,
especially in situations where efficiency is more important than lexical accuracy. By
applying stemming, morphological variations such as “steal”, “stolen” and “steal”
are treated as a single entity, facilitating the identification of simplified stylistic struc-
tures characteristic of fraudulent allegations.

b) Lemmatization: Contextualized Analysis: Lemmatization, on the other hand,
provides a more accurate analysis by reducing words to their base form, taking context
and grammar into account. Using NLTK’s WordNet-based lemmatizer, VERIPOL
disambiguates words with multiple forms or meanings, which is crucial for detecting
fraudulent narratives. For example, a conjugated verb such as “running” is reduced
to “running”, preserving the original meaning and preventing different forms of the
word from fragmenting the pattern analysis.

c) Weka Integration: Preprocessing and Machine Learning: Both lemmatization
and stemming prepare the text for processing by the machine learning algorithms in
Weka. Words reduced to their base or root form are converted into feature vectors
reflecting their relevance and frequency in the text. Tools such as TF-IDF (Term Fre-
quency-Inverse Document Frequency) allow the importance of each term to be mea-
sured, helping the Weka algorithms, such as decision trees or SVMs (support vector
machines), to classify the allegations as true or false.

d) Impact on False Claims Detection: The joint application of lemmatization
and stemming in VERIPOL optimizes the detection of fraudulent claims. By reduc-
ing words to their essential forms, linguistic analysis is simplified, allowing the sys-
tem to identify stylistic patterns that would otherwise go unnoticed. Key benefits
include:

- Language standardization: Facilitates uniform treatment of different mor-
phological forms of a word, identifying recurring patterns indicative of fraud.

- Machine learning optimization: Weka algorithms can process normalized
texts more efficiently, improving the detection of relationships between words and
contexts.

- Improved accuracy: By eliminating the “noise” caused by morphological
variations, the system focuses on the linguistic aspects crucial for detecting false-
hoods.

18 Stemming is a method of reducing a word to its root or stem. There are some stemming algorithms that help in
information retrieval systems. Stemming increases recall which is a measure of the number of documents that can
be found with a query.
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3.4. Contextualization of Feature Extraction in VERIPOL

The primary objective of feature extraction in VERIPOL is to identify key lin-
guistic elements that may reveal indications of falsity in the allegations. To do this,
the system decomposes the text into essential components, or features, ranging from
grammatical structure and narrative style to the semantics used. These features are
transformed into vectors that the classification algorithms analyze to assess the verac-
ity of the allegations.

The approach taken by VERIPOL focuses on capturing the underlying proper-
ties of language that might go unnoticed in a cursory analysis, such as the frequen-
cy of certain terms, syntactic complexity and semantic coherence. By combining
NLTK tools and Weka algorithms, the system detects patterns that are often associ-
ated with fraudulent narratives, thus offering a substantial advantage in identifying
falsehoods.

3.4.1. Feature Extraction Processes with NLTK: The feature extraction process
in VERIPOL begins with the exhaustive use of NLTK capabilities, a key library in
natural language processing (NLP). This decomposition includes several analytical
levels:

a) Tokenization and Segmentation: The text is divided into smaller units, such
as words or phrases, allowing a detailed analysis of the underlying grammatical struc-
tures.

b) Parts of Speech Tagging (POS Tagging): Grammatical tags are assigned to
words, allowing the identification of stylistic patterns associated with fraud, such as
the excessive use of adjectives or impersonal forms.

¢) Lemmatization and Stemming: These processes reduce words to their base
form, avoiding redundancies when analyzing morphological variations and facilitat-
ing a more coherent analysis.

d) N-gram extraction: VERIPOL also uses the n-gram technique to analyze spe-
cific word combinations, allowing the detection of recurrent speech patterns (Cabrera
et al., 2019)" or stylistic anomalies.

e) Frequency of Terms and Lexical-Semantic Analysis: VERIPOL analyzes the
frequency of use of certain terms, which may reveal attempts to artificially emphasize
key aspects of the story.

3.4.2. Vectorization and Transformation with Weka: After extracting the rel-
evant linguistic features with NLTK, these are transformed into feature vectors for
processing by the machine learning algorithms in Weka. This vectorization process
converts the textual data into numerical representations that the algorithms can inter-
pret. One of the key approaches is the TF-IDF transformation, which measures the
relative importance of words in the complaint set.

Subsequently, the vectors are normalized and filtered to remove irrelevant fea-
tures, thus optimizing the performance of automatic classification models such as
decision trees, SVM or Bayesian models.

19 “The use of natural language processing (NLP) tools in VERIPOL has been instrumental in identifying speech pat-
terns that are not easily detectable by humans” (Cabrera et al., 2019).
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3.4.3. Process Impact and Benefits: VERIPOL’s efficiency in feature extraction
has a decisive impact on false report detection. By combining linguistic, lexical and
syntactic features, the system detects subtle patterns that would not be perceptible to
a human observer. In addition, continuous feedback between NLTK and Weka al-
lows for progressive learning, refining the detection models.

Finally, the ability to scale the analysis of large volumes of data in an automated
manner makes VERIPOL a highly effective tool, enabling law enforcement to ad-
dress large-scale fraud with precision and efficiency.

3.5. General Context of Syntactic and Semantic Analysis in VERIPOL

Syntactic analysis in this context consists of interpreting the grammatical struc-
ture of the text, i.e., how words and phrases are organized to form meaningful sen-
tences. This phase is essential to unravel the structural skeleton of the language in
the allegations, identifying grammatical patterns that can differentiate a sincere state-
ment from a fraudulent one.

Semantic analysis, on the other hand, seeks to understand the meaning of these
structures by evaluating how words relate to each other to form a coherent narra-
tive. In the case of VERIPOL, semantic analysis helps determine whether statements
made in a complaint present logical inconsistencies or indications of fabrication.

3.5.1. Syntactic Analysis with NLTK: Within VERIPOL text processing, parsing
is facilitated by the capabilities of NLTK, which allows decomposing the text into its
underlying grammatical structure.

a) Syntactic Parser: NLTK includes parsers that build syntactic trees for text
sentences. These trees graphically represent how words and phrases are structured
within a sentence, providing a detailed view of the grammatical relationships be-
tween text components. The syntactic parser examines how nouns, verbs, adjectives
and other parts of speech are linked according to grammatical rules.

- Noun and Verb Phrase Analysis: VERIPOL uses this analysis to identify
recurring patterns in the organization of phrases. For example, fraudulent allegations
may be characterized by an excessive use of simple or fragmented sentences, which
may be indicative of an effort to construct a narrative that appears credible but lacks
complexity typical of true stories.

b) Named Entity Recognition (NER): An essential part of parsing in VERIPOL
is named entity recognition, which allows identifying names of people, places, dates
and other entities appearing in text. NLTK offers modules for the recognition of these
entities, which is fundamental in the analysis of allegations, since named entities can
reveal patterns of manipulation or overload of superfluous details, typical of false
statements.

c¢) Chinking and Chunking: NLTK employs chunking techniques, which group
words into broader phrases or segments based on grammatical patterns. In turn, the
reverse process, known as chinking, excludes certain elements to focus the analysis
on relevant structures. In VERIPOL, these techniques allow a more precise segmen-
tation of sentences, helping to identify suspicious word combinations, such as overly
simple narratives or those lacking a clear narrative context.
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3.5.2. Semantic Analysis with NLTK: Semantic analysis goes beyond mere
structure, focusing on the meaning underlying sentences and how concepts are inter-
related to create a coherent discourse.

a) Lemmatization and Meaning Normalization: NLTK is also used to perform
lemmatization, that is, to reduce words to their base form. This technique is useful
for unifying terms that may have morphological variations, allowing for a more ho-
mogeneous analysis of meaning. By reducing words to their roots, the system can
identify semantic discrepancies where a complainant uses words in an inconsistent
or unusual way.

b) Semantic N-Gram Analysis: Semantic n-grams are another technique em-
ployed by VERIPOL to capture sequences of words and analyze their semantic re-
lationship within the text. Through this technique, NLTK evaluates associations
between nearby words, allowing to detect inconsistencies in the narrative or unnatu-
ral uses of language. For example, a false report may include sentences that, although
grammatically correct, do not have a logical semantic relationship, which is an indi-
cation of deception.

c) WordNet and Semantic Relationships: NLTK integrates WordNet, a lexical
database that groups words into semantic categories such as synonyms, antonyms
and hyponyms. In VERIPOL, this tool is used to identify semantic relationships that
help unravel the hidden meaning in the allegations. Incorrect use of synonyms, the
presence of antonyms in inappropriate contexts, or a lack of lexical variation may
indicate that the reporter is fabricating a story.

- Hyponymy and Hyperonymy: The relationship between more general terms
(hyperonyms) and more specific terms (hyponyms) is also analyzed to detect incon-
sistencies in the level of detail. For example, a false report (Navarro et al., 2019)20
may make excessive use of hyperonyms to avoid specifying details that could be
falsifiable.

3.6. Weka Integration: Semantic Transformation in Predictive Models

Once NLTK has performed the syntactic and semantic analysis, these features
are transformed into data that can be processed by Weka for classification into pre-
dictive models (Rodriguez et al., 2018).2! In this phase, we seek to identify patterns
that correlate syntactic structures and semantic meanings with allegations previously
labeled as true or false.

a) Transformation of Syntactic and Semantic Features into Vectors: Grammati-
cal and semantic relations extracted from the text are converted into feature vectors.
These vectors include information about sentence structure (such as the relationship
between nouns and verbs), semantic coherence (relations between words) and the
use of named entities, among other aspects. Weka uses these vectors as inputs for its
classification model.

20 «“yVERIPOL has been shown to significantly reduce the time and costs associated with investigating false allega-
tions, increasing the operational efficiency of police forces” (Navarro et al., 2019).

21 «Predictive models implemented in VERIPOL allow to predict with high accuracy the probability of falsehood in
complaints from linguistic and semantic patterns” (Rodriguez et al., 2018).
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b) Predictive Model Training: Syntactic and semantic features are integrat-
ed into Weka’s machine learning algorithms, such as support vector machines or
decision trees, which look for patterns in fraudulent claims. This approach allows
VERIPOL to improve its accuracy as it learns to detect narratives that are syntacti-
cally correct, but semantically inconsistent.

c¢) Narrative Coherence Assessment: One of the most important aspects of in-
tegration with Weka is the ability to assess overall narrative coherence. Semantic
analysis offers a more holistic view of the discourse, allowing Weka to identify in-
consistencies in the narrative flow that could be indicative of a fabricated narrative.
This is particularly useful in the analysis of false allegations, where whistleblowers
often attempt to construct stories that are credible at a superficial level, but lack inter-
nal coherence when analyzed for their deeper meaning.

3.7. Impact of Syntactic and Semantic Analysis on VERIPOL Efficacy

Syntactic and semantic analysis, facilitated by NLTK and Weka, gives VERIPOL
a unique ability penetrate into the deepest layers of language and uncover inconsis-
tencies that would otherwise go unnoticed. This combination of techniques allows:

a) Detection of Fabricated Narratives: Syntactic and semantic analysis allows
VERIPOL to identify stylistic and narrative patterns typical of false statements.
Fraudulent narratives tend to have a less complex structure and lack semantic coher-
ence, factors that can be effectively detected using this technology.

b) Continuous Improvement in Classification: As the system processes more
complaints, the feedback obtained allows the Weka-based machine learning models
to be refined, which further refines VERIPOL’s ability to detect fraud with ever-in-
creasing accuracy.

c¢) Reduction of False Positives: Semantic analysis makes it possible to reduce
the rate of false positives, i.e. truthful statements that initially could have been classi-
fied as false due to syntactic or grammatical errors. By evaluating both structure and
meaning, VERIPOL ensures a more accurate classification

3.8. Machine learning algorithmns

VERIPOL employs a series of advanced machine learning algorithms for the
purpose of detecting fraudulent claims through language analysis. These algorithms
are trained to identify linguistic and stylistic patterns that indicate the falsity of a
statement. In the following, I describe the most prominent algorithms, applying edu-
cated and technical language, according to the documentation provided and my spe-
cialized knowledge:

a) Decision Trees: The Decision Trees algorithm is based on a hierarchical
structure where successive decisions, represented in nodes, guide the analysis of the
system. In the context of VERIPOL, each node represents a question about a linguis-
tic feature (such as term frequency or grammatical structure), and the branches of
the tree represent the possible answers. This structure makes it easy for the system
to classify reports as true or false. The strength of decision trees lies in their ability
to decompose a complex problem into a set of binary decisions, which simplifies the
analysis of large volumes of textual data.
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b) Support Vector Machines (SVM): Support Vector Machines (SVM) are an-
other mainstay in VERIPOL’s arsenal of algorithms. This method uses geometry to
draw a hyperplane that separates different kinds of allegations (true and false) in a mul-
tidimensional space. The SVM approach is particularly effective when working with
data that is not linearly separable, as this algorithm can transform the data into a high-
er dimensionality space using kernel functions, maximizing the separation between
classes. The accuracy of SVMs in VERIPOL lies in their ability to handle complex
linguistic features, such as semantic analysis and narrative inconsistency detection.

c¢) Bayesian Models: The Bayesian classifier, based on Bayes’ theorem, is used
to estimate the probability that a report is false based on the features extracted from
the text. This algorithm assumes that the features are independent of each other (con-
ditional independence hypothesis) and calculates the probability that an allegation
belongs to a certain class (false or true) based on the previous data. In VERIPOL, the
Bayesian classifier has an outstanding predictive value, as it analyzes the combina-
tion of linguistic elements such as parts of speech and grammatical patterns, attribut-
ing to each one a probabilistic weighting that influences the final decision.

d) Cross Validation and Evaluation Metrics: A crucial aspect in the implementa-
tion of these algorithms is cross-validation (Kohavi, 1995),2 which allows VERIPOL
to measure the effectiveness of its models. This technique divides the dataset into
chunks, one of which is used to evaluate the model’s performance while the rest is
used to train it. This ensures that the model generalizes well to previously unseen
data. Metrics used to assess accuracy include:

- Accuracy: Measures the proportion of true positives in the model predic-
tions.

- Recall: Evaluates the model’s ability to identify all positive cases

- F1-Score: The harmonic mean between precision and recall, providing a bal-
anced measure of performance.

- ROC curve and AUC: These evaluate the model’s ability to distinguish be-
tween classes, with the Area Under the Curve (AUC) being a key metric for assessing
its overall effectiveness.

e) Optimization and Continuous Updating: VERIPOL not only benefits from
the predictive power of these algorithms, but implements continuous improvement
processes through feedback with new data and human reviews. The models are peri-
odically retrained, adapting to changes in reporting patterns and adjusting the hyper-
parameters of the algorithms to improve their performance. Also, the incorporation of
new features, derived from advances in linguistic analysis, strengthens the predictive
capability of the system.

f) Integration with Apache OpenNLP and Weka: As for the techniczzlal infrastruc-
ture, VERIPOL integrates Apache OpenNLP (Apache OpenNLP,2010).  to perform
natural language preprocessing (NLP) and extract semantic and syntactic features
from the text. Subsequently, the classification algorithms, such as SVM and Bayesian

22 «Cross-validation is essential in training predictive models to avoid overfitting and to ensure generalization to new
data sets”(Kohavi, 1995).

23 “The use of Apache OpenNLP enables advanced natural language processing through techniques such as tokeniza-
tion, part-of-speech tagging, and named entity recognition” (Apache OpenNLP, 2010).

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 223



models, are executed in Weka, a machine learning platform that facilitates the vector-
ization of textual data and the efficient processing of large volumes of data.

4. Legal aspects to be considered in VERIPOL

The use of artificial intelligence (Al) in the legal field raises important ques-
tions about fundamental rights, due process and legal guarantees. In this context,
VERIPOL as a support tool  for the detection of false allegations, introduces a frame-
work of regulation and action that must be subject to basic principles of criminal law,
criminal procedure, and of course, constitutional law, in order to guarantee legality
and justice in its application.

The main legal aspects surrounding the use of VERIPOL are developed below:

4.1. Principle of legality

The principle of legality, which is enshrined in Article 9.3 of the Spanish Con-
stitution, establishes that all actions of the Administration, including State security
forces, must be subject to the law. In the context of VERIPOL, the use of this tool
must have an adequate regulatory basis that regulates its implementation and limits.
This ensures that the tool not used arbitrarily, but within the legally established pa-
rameters.

VERIPOL cannot replace the police investigation or the evidentiary analysis
carried out by judges or prosecutors. Its use must be complementary and limited to
acting as an additional indication, which must be corroborated or disproved by the
evidence obtained within the framework of the formal investigation

4.2. Presumption of innocence

One of the most relevant aspects from a legal point of view is the presumption
of innocence, a fundamental right enshrined in Article 24.2 of the Spanish Constitu-
tion. This basic principle in criminal law guarantees that everyone is innocent until
proven guilty. VERIPOL, by issuing a probability of falsehood in the complaint,
should not in any case violate this right, because it can not be considered that a com-
plaint is false simply by the result that the tool yields.

In this sense, the information provided by VERIPOL cannot be used as con-
clusive evidence of falsity, but must be seen only as one more element in the overall
assessment of the facts. The principle of presumption of innocence must be respected
at all times, both for the complainant and the accused, ensuring that any sanction or
legal consequence arising from the complaint is based on solid evidence obtained
throughout the criminal process.

4.3. Right to a fair trial and due process

The use of technology such as VERIPOL in the judicial and police sphere poses
important challenges with respect to the right to a fair trial, also regulated in Article

2 1tis important to note that VERIPOL does not replace officers in the investigation, but is a support tool that gener-
ates alerts for the police to conduct more detailed investigations.
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24 of the Spanish Constitution. Any citizen has the right to have his or her complaint
investigated impartially and with all procedural guarantees, without an automated
tool being able to unduly influence the perception of its credibility.

In addition, it is imperative that transparency in the use of the tool is maintained
and that both complainants and defendants are aware of how this technology is being
used in their case. This is particularly relevant if VERIPOL results are used to make
decisions that affect the course of an investigation. Information obtained through Al
algorithms should not be used in an opaque manner or without the possibility of re-
view and rebuttal, as this could violate the principle of the right to defense.

4 4. Right to the protection of personal data and privacy

As a whistleblower analysis tool, VERIPOL processes a large volume of per-
sonal data, including sensitive data related to crime reports. In this sense, it must
ensure compliance with the data protection regulations in force, mainly the General
Data Protection Regulation (GDPR) of the European Union and the Organic Law
on the Protection of Personal Data and Guarantee of Digital Rights (LOPDGDD) in
Spain.

The use of data by VERIPOL must be duly justified, limited to the purpose of
fraud detection and, in any case, comply with the principles of data minimization and
confidentiality. The responsibility for the processing of this data lies with the authori-
ties using the tool, who must ensure that there is no violation of the right to privacy
of complainants or persons involved in the cases analyzed.

4.5. Dissuasive impact on criminal law: false reporting

VERIPOL’s main objective is the detection of false allegations,” as the Span-
ish Penal Code punishes those who, with knowledge of their falsehood or reckless
disregard for the truth, accuse another person of acts which, if true, would constitute
a criminal offense, thereby triggering the initiation of proceedings.

VERIPOL can play a preventive role in deterring potential false whistleblow-
ers. However, it is necessary to remember that for a report to be considered false in
legal terms, it is essential to prove not only the falsity of the reported fact, but also
the malicious intent of the complainant. This means that it must be proven that the
whistleblower was aware of the falsity of the fact or acted with a clear disregard for
the truth.

VERIPOL’s automatic detection of inconsistencies or typical patterns of false
allegations does not replace the thorough examination of the complainant’s intention
by judicial agents. Thus, the tool only suggests a possible indication of falsehood,
which must be corroborated in the judicial process with due evidentiary rigor.

4.6. The principle of proportionality

The principle of proportionality, enshrined in Spanish criminal and procedural
law, is one of the fundamental principles in the actions of public authorities. This

%5 False accusation constitutes a crime typified in the Penal Code in Title XX “Crimes against the Administration of
Justice”, Chapter V “False accusation and accusation and simulation of crimes” and more specifically in Art. 456.
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principle requires that any measure or tool used by the State, including artificial intel-
ligence technologies such as VERIPOL, must be appropriate, necessary and propor-
tional to achieve the legitimate objective it pursues.

In the context of VERIPOL, this means that the use of the tool must be propor-
tional in relation to the objective it pursues, which is the identification of false allega-
tions. Proportionality is assessed at three levels:

a) Adequacy: VERIPOL must be adequate to detect false reports without af-
fecting fundamental rights, and must have demonstrated its effectiveness in meeting
this objective.

b) Necessity: The use of the tool must be necessary, i.e., there must not be an-
other less intrusive or restrictive measure that achieves the same result with the same
effectiveness.

c¢) Proportionality in the strict sense: The benefits of using VERIPOL must out-
weigh the harm it may cause. This implies that, when implementing the tool, it must
be assessed whether the possible impact on individual rights, such as the presumption
of truthfulness of the whistleblower, is justified against the public interest of prevent-
ing fraud in the criminal justice system.

4.7. Application of general principles in relation to the burden of proof

A key aspect of VERIPOL s legality is related to the distribution of the burden
of proof in criminal law. Under the principles of the Spanish criminal system, the
burden of proof is on the accuser, who must prove the guilt of the accused beyond a
reasonable doubt.

VERIPOL, in its role of analyzing the veracity of complaints, can in no case
reverse this burden of proof or create a presumption of guilt for the complainant,
which would be contrary to the fundamental principles of criminal law. The detection
of patterns suggesting falsity in a complaint cannot, by itself, constitute conclusive
proof that the complainant has committed a crime of false reporting. Consequently,
the results obtained by VERIPOL should be handled as evidence that complements
the investigation, and not as the main or only evidence on which to base an accusa-
tion or file the complaint

4.8. Judicial evaluation of the evidence provided by VERIPOL

The use of VERIPOL introduces a relevant legal question: what weight should
the results of an artificial intelligence tool have in criminal proceedings? In this re-
gard, it is essential to remember that, under Spanish procedural law, judges have
the power to freely assess evidence (principle of free assessment of evidence). This
means that the result produced by VERIPOL, although it can be used as one more
element, must be weighed together with other evidence collected during the police
investigation.

Therefore, the judge cannot base a decision exclusively on the VERIPOL report,
without it supported by additional objective or testimonial evidence that corroborates
the alleged falsity of the complaint. The evidence must be evaluated in its totality and
in context, avoiding giving technology a higher decisive value than traditional means
of proof, such as statements, expert, or documentary evidence.
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4.9. Right to transparency and to the motivation of judicial decisions

In relation to judicial transparency, complainants who are affected by VERIPOL
results have the right to know how the tool has been used in their specific case. This
right derives from the general principle of motivation of judicial decisions.”® Any de-
cision taken on the basis of the evidence provided by VERIPOL must be sufficiently
reasoned and explain in a clear and understandable way how the judge has assessed
the results obtained from the Al tool.

In addition, under the right to defense and the right to due process,” the com-
plainant has the right to challenge the results of VERIPOL This implies that the pro-
cedure must guarantee effective access to information on the operation of the tool
and allow the affected party to exercise his or her right of contradiction, being able to
present counter-evidence or request a review of the facts.

4.10. Neutrality and absence of bias in the use of VERIPOL

One aspect of legal relevance is the neutrality of the algorithms used by
VERIPOL and the absence of discriminatory bias. As an Al tool, VERIPOL must be
completely neutral and not introduce biases that unfairly affect certain social groups
or categories of whistleblowers.

In this sense, it is the responsibility of law enforcement and judicial authorities to
ensure that VERIPOL algorithms do not perpetuate pre-existing stereotypes or biases in
the criminal justice system.” To prevent this type of situation, it is essential that the tool
be subject to periodic audits and performance reviews to ensure its correct functioning
and that the training process of the algorithms is carried out with representative data and
without implicit biases. In addition, the judicial system must be in a position to correct
any errors that may arise from unjustified bias in the use of VERIPOL.

4.11. Limitations on the use of VERIPOL:
guarantee of non-decisional automation

The General Data Protection Regulation (GDPR), in Article 22, establishes a
general prohibition on decisions based solely on automated data processing, including
profiling, if such decisions have adverse legal effects or significantly affect the indi-
vidual. This has direct implications on the use of VERIPOL, since its implementation
cannot lead to automatic decisions that directly affect the complainant, such as the fil-
ing of the complaint or the initiation of criminal proceedings for false reporting.

To com 9ly with this regulation, it is essential that VERIPOL be used only as an
auxiliary tool " in the investigative process and that final judicial or police decisions
be made by human beings.

26 According to art. 120 of the Spanish Constitution. Judicial decisions must be motivated, exhaustive and congru-
ent.
27 Principle enshrined in art. 24 of the Spanish Constitution.

28 Ror example, it could be the that complaints filed by certain vulnerable groups (such as immigrants or people with
low economic resources) are disproportionately labeled as false due to linguistic patterns or social circumstances.
This would be a violation of the principles of equality and non-discrimination (Art. 14 of the Spanish Constitution).

29 The authorities should be empowered to review, interpret and, if necessary, rectify the results obtained from the
tool, ensuring that the complainant has the opportunity to be heard and to present his or her allegations.
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4.12. The right to explicability of algorithmic decisions

The right to explainability is an emerging concept in the field of the use of arti-
ficial intelligence in judicial and administrative processes. This right implies that per-
sons affected by automated decisions, such as those generated by VERIPOL, should
have access to a clear and understandable explanation of how the decision or recom-
mendation was reached. In this sense, law enforcement authorities using VERIPOL
must ensure that complainants can understand the criteria and patterns that the tool
has used to label their complaint as possibly false. Lack of explainability could gen-
erate a risk of arbitrariness and opacity, which would undermine confidence in the
justice system and could lead to the violation of fundamental rights. To avoid this,
it is important that the authorities responsible for the use of VERIPOL implement
mechanisms to audit and review the results and explain the algorithmic processes to
affected citizens in an accessible and transparent manner.

5. Conclusion

VERIPOL is presented as an innovative tool that significantly improves effi-
ciency in the detection of false reports, without compromising the legal guarantees of
whistleblowers. Its use allows the optimization judicial and police resources, while
protecting the fundamental rights of citizens and ensuring greater effectiveness in the
prosecution of real crimes.

The tool, framed within the growing use of artificial intelligence in the field of
justice, opens the way to a future where technology will decisively complement the
work of the authorities, always in line with respect for fundamental rights.

In this paper we have focused on analyzing the main legal and technical aspects
surrounding VERIPOL as they are multiple and complex, due to the innovative and
sensitive nature of this type of tools in the criminal context.

From our technical point of view, we have concluded that the underlying ar-
chitecture of VERIPOL, as well as the technological elements that comprise it, con-
stitute a constantly evolving tool that is harmoniously aligned with contemporary
advances in technology. As time progresses, the corpus of data feeding this system
is expected to expand exponentially, which will allow the neural network to increase
its learning and generalization capacity by incorporating an increasing number of test
cases and analysis situations.

The progressive sophistication of processors, which will result in higher pro-
cessing speed and a significant increase in the number of cores, will further enhance
the efficiency of this tool.

This phenomenon will manifest itself in a substantial reduction of error mar-
gins, making VERIPOL an increasingly robust and reliable system.

In addition, the development of intelligent interfaces will open up a range of
possibilities by integrating biometric and behavioral factors, such as assessment of an
individual’s nervousness, retinal analysis, heartbeat monitoring and neural commu-
nications. This multidimensional advancement in technology, similar to that seen in
multiple contemporary systems, suggests that the combination of various intelligent
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interfaces will not only enrich the capabilities of the system, but also significantly in-
crease its accuracy and effectiveness in detecting anomalies and deceptive patterns.

In short, the synergy between the expansion of the database, the improvement
of machine learning algorithms and the implementation of biometric interfaces con-
verge to raise the quality and efficiency of VERIPOL, consolidating its position as an
essential tool in the analysis and verification of allegations.

From our point of view, we consider that the use of artificial intelligence in
justice must be strictly regulated and controlled to ensure that the established legal
framework is respected, protecting the fundamental rights of citizens and avoiding
possible arbitrariness or discrimination.

VERIPOL should be used exclusively as an auxiliary instrument or support
tool, respecting the principles of proportionality, presumption of innocence, free
assessment of evidence, and data protection. Its implementation and use must be
accompanied by periodic audits for review and improvement, transparency in the
implementation processes and absolute respect for the rights and procedural guaran-
tees established by our legal system and governing criminal law.
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“Technologies subject the concept of person to cross-oscillations of dilation and
compression. Electronics comes to the conclusion that “we are our information”;
Genetics, on the other hand, insists that “we are our genes”. The technological
emphasis will have to be mitigated to prevent biology from becoming a biography
and virtuality from dragging people down new paths of abstraction. The person
will always be something more than the set of physical and virtual data
that composes him.” Stefano Rodota, in The Right to Have Rights. p.159-160.
Editora Trotta, S.A, Madrid, 2014. (free translation)

Introduction

The digital transformation of the Brazilian Judiciary has been an irreversible
and progressive process, driven by the advancement of new technologies and the
search for greater efficiency and transparency in the provision of jurisdiction. The use
of Artificial Intelligence (Al), electronic systems, and digital platforms for procedur-
al processing represent a revolution in the way justice develops its activities, bringing
numerous benefits, such as greater speed in the analysis of processes, reduction of
bureaucracy, and improvement of judicial management. However, this technological
revolution raises fundamental questions about its impacts on fundamental rights and
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the centrality of the person, a principle guaranteed by the Federal Constitution and
which should be the structuring axis of any innovation applied to the justice system.

The centrality of the person, understood as the primacy of the person in any
other situation, especially in the market, in relation to their rights, dignity and indi-
vidual guarantees related to automated processes, should be the essential criterion
for evaluating the incorporation of new technologies into the Judiciary. The risk of
dehumanization of justice, the loss of observation of the uniqueness of the person in
concrete cases, and the difficulty of challenging automated decisions are just some of
the concerns that emerge with the use of Al in the judicial sphere. When algorithms
start to perform functions traditionally assigned to judges, lawyers, and civil servants,
there is a need for careful regulation to ensure that such tools are used as a support,
and not as a substitute for human activity.

Another critical challenge addressed in this research is the digital divide and its
repercussions on access to justice. The computerization of the Judiciary, while ex-
panding accessibility for some, imposes barriers for those who do not have the tech-
nological resources or knowledge necessary to use electronic systems. Vulnerable
populations, such as low-income people, the elderly, individuals with disabilities,
indigenous communities, and residents of rural areas, face difficulties in interacting
with digital platforms, which can result in the restriction or even denial of their right
to access justice.

In view of this panorama, this article proposes a critical analysis of the automa-
tion of the Judiciary, emphasizing the need for the use of technology to respect the
centrality of the person and not be limited only to effecting institutional efficiency.
To this end, the article examines the impacts of Al on fundamental rights, the chal-
lenges of the digital divide, and the risks of standardizing judgments by algorithmic
systems. It also discusses the measures that must be adopted to ensure that techno-
logical advancement in the Judiciary respects human dignity, democratic principles
and social rights, ensuring that innovation does not result in setbacks in the rights
conquered.

1. Digital transformation within the Judiciary

The use of electronic instruments by the Judiciary in Brazil had as its starting
point Law 8900, of May 26, 1999 (Brazil, 1999), which allowed, in its article 1, the
parties to use a data and image transmission system of facsimile type or other similar,
for the practice of procedural acts that depend on a written petition.

This Law became known as the “Fax Law”, changed the concept of paper pro-
ceedings, allowing both parties and magistrates to use an electronic instrument to
forward documents to the proceedings. However, the need to attach the physical doc-
ument, within five days of sending it electronically, indicated a certain distrust of the
use of the electronic novelty.

Another important moment in the trajectory of the Brazilian Judiciary towards
the digital process was the enactment of Law 14.419, of December 19, 2006 (Brazil,
2006), which provided for the computerization of the judicial process.

This Law allowed the use of electronic proceedings in the civil, criminal, and
labor areas, as well as in the Special Courts, by the use of a digital certificate for digi-
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tal signature. Among other changes, the Electronic Justice Gazette was implemented,
available on the World Wide Web, to publish judicial and administrative acts; the
method of counting deadlines when using the electronic process was established; al-
lowed the bodies of the Judiciary to develop electronic systems to be used in judicial
proceedings through digital records; indicated the need to use open source, accessed
through the World Wide Web, prioritizing the standardization of the systems.

With the implementation of the electronic judicial process, without a doubt,
many advantages have been brought to the judicial services. However, with the nov-
elty, there were also problems, both of a technical nature and others generated by the
Brazilian socioeconomic reality that exhibits an abyssal social inequality.

The National Council of Justice, the administrative and financial control body
of the Judiciary, created by Constitutional Amendment 45, of December 30, 2004
(Brazil, 2004), hired a consulting service, in partnership with the Institute of Technol-
ogy and Society (ITS), which was prepared by the School of International and Public
Affairs (SIPA), at Columbia University, called “The Future of Al in the Brazilian
Judicial System” in which it set three objectives: i) to create a panorama (capable of
being implemented later) to map and categorize the various artificial intelligence (AI)
tools already developed by the Brazilian Judiciary, including a comparative study
and an integration and standardization model; i1) design a collaborative governance
structure that allows the judiciary to achieve greater cooperation and collaboration;
and that it works in a manner compatible with the Electronic Judicial Process (PJE)
and its tools; ii1) conduct an analysis of the principles, incentives and internal regula-
tions that govern the operation of the PJE Innovation Laboratory (Electronic Judicial
Process), including a proposal for improvement and expansion of current manage-
ment models, in accordance with international best practices.

Also in this document, it is observed that the consultancy carried out establishes
an Agenda with the principles that must be observed by the use of Artificial Intelli-
gence (Al) by the bodies of the Judiciary, among them, the role of human supervision
and human rights.

With regard to human rights and security, the document produced by Columbia
University and the Institute for Technology and Society (ITS) points to concern when
it states; “[...] Another relevant point is the concepts of personal data and privacy
protection. Google’s white paper on Al discussed the importance of comprehensive
data protection legislation in order to mitigate the human rights risks posed by Al.
However, they also warn that additional measures are necessary to protect personal
data. Brazil has the General Data Protection Law (LGPD), which deals with the use
of personal data in the public and private sectors, as well as stipulates under what
circumstances (such as consent) an entity is authorized to use it. The CNJ should also
rigorously examine the types of personal data being used by Al tools and take addi-
tional measures to ensure data protection.”

The Justice 4.0 Project, promoted by the National Council of Justice in partner-
ship with the United Nations Development Program 32345°678 (UNDP) aims, in
summary, to provide the entire Brazilian Judiciary with the digital process in order to
maximize productivity, reduce bureaucracy and integrate information.

The use of the digital process by the Brazilian Judiciary reaches almost the
entire procedural collection that is processed in the Brazilian Courts. However, the
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modernity brought by technology has not been able to avoid the digital divide that
affects a considerable portion of the Brazilian population, keeping the poorest away
from access to justice, with serious offense to human rights.

2. Artificial intelligence and fundamental rights

For the development of this work, it is essential to carry out an analysis of the
definition of Artificial Intelligence, with a brief report on its origin and development.

Likewise, the definition of fundamental rights is indispensable to achieve the in-
tended objective, especially with an approach to those related to the digital context.

2.1. Concept of Artificial Intelligence

In order to define the concept of Artificial Intelligence (Al), it is possible to start
from the conceptualization attributed by bills that aim to regulate the use of Al, as
well as from international regulations and also from doctrine.

In Brazil, Bill n0.2338/2023 defines an Al system, in the following terms:

Art. 4 For the purposes of this Law, the following definitions are adopted:

| — artificial intelligence system: computational system, with different degrees of autonomy, designed to

infer how to achieve a given set of objectives, using approaches based on machine learning and/or logic

and knowledge representation, through input data from machines or humans, with the objective of produc-
ing predictions, recommendations or decisions that may influence the virtual or real environment (Brazil,

2023);

The definition contained in PL2338/2023 was subject to consideration by the
Committee of Jurists' established to analyze the bills that aim to regulate the use of
Artificial Intelligence in Brazil and, among its members and other participants, there
was no convergence regarding the definition of Al.

The aforementioned bill was considered in December 2024 by the Federal Sen-
ate, which approved a substitute for the original bill and forwarded it to the Chamber
of Deputies for consideration, as part of the legislative process.

Among the many modifications to the original project, the following stand out,
due to its importance, the maintenance of social network algorithms and the provision
that provides for the protection of the rights of creators of content and artistic works
out of the list of systems considered to be of high risk.

Regarding the conceptualization of Artificial Intelligence, say Barrea, Salmoria
and Rodrigues (2023, p. 333)

To form the concept of Al, it is necessary to relate it to other areas of knowledge, as it reaches all seg-
ments of society. Al technology is used to read exams, grant credit, geolocation, streaming services,
among others.

In fact, Artificial Intelligence is composed of models, created by programmers, which select the information
to be provided to the system and that will be used to predict solutions and results.

From data and information, human activity treats this material, so that facing the (im)possibility of neutral-
ity of those who produced them constitutes a concern with the results (outputs) that, depending on the
programmers who insert the information, are covered with cognitive biases.

! Committee of Jurists established by the Act of the President of the Senate No. 4, of 2022, aimed at subsidizing the
preparation of a draft substitute to instruct the consideration of Bills No. 5,051, of 2019, 21, of 2020, and 872, of
2021, which aim to establish principles, rules, guidelines, and foundations to regulate the development and applica-
tion of artificial intelligence in Brazil.
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The European Union recently issued the first regulation on Artificial Intelli-
gence (Al), known as the Al Act, whose discussion began in 2021, with the European
Commission’s proposal that aimed to establish a harmonized legal framework for the
development and use of Al in the European Union.

The regulation was approved in May 2024, with entry into force on August 1
of the same year, and its gradual application was established over the six to thirty-six
months following the entry into force of the /A Act.

Among the fundamental points of Al regulation, the following stand out: 1) the
definition of an Al system, aligning with the approaches of the Organization for Eco-
nomic Cooperation and Development (OECD) to differentiate Al from simple soft-
ware; i1) the adoption of a risk classification, pointing to Al systems as unacceptable
risk, high risk, limited risk and minimal risk; iii) the creation of a governance and
inspection system, with the purpose of supervising the implementation of the rules,
especially for general-purpose Al; iv) the prohibition of practices such as cognitive
behavioral manipulation, emotion recognition in work environments and social scor-
ing; v) the observation, by implementers of high-risk Al systems, of the impacts on
fundamental rights before putting these systems into use.

This regulation of Al by the European Union, since the first negotiations, has
served as a parameter for many countries, including Brazil, in the discussion and
regulation of the matter, especially with regard to the conceptualization of Al and the
preservation of fundamental rights, democracy and the rule of law.

The European Union has issued Regulation (EU) 2024/1689 of the European
Parliament and of the Council, dated 13 June 2024, with harmonised rules on artifi-
cial intelligence, which in its considerations states:

The objective of this Regulation is to improve the functioning of the internal market by providing for a uni-
form legal framework, in particular for the development, placing on the market, putting into service and use
of artificial intelligence systems (Al systems) in the Union, in line with Union values, in order to promote the
uptake of human-centric and trustworthy artificial intelligence (Al), while ensuring a high level of protection
of health, safety, fundamental rights as enshrined in the Charter of Fundamental Rights of the European
Union (‘the Charter’), including democracy, the rule of law and protection of the environment, protection
against the harmful effects of Al-systems in the Union, and supporting innovation. This Regulation ensures
the free cross-border movement of Al-based products and services, thereby preventing Member States
from imposing restrictions on the development, marketing and use of Al-based systems, unless explicitly
authorised by this Regulation.
It can be seen that the European Union’s rules regarding Artificial Intelligence
are concerned with preserving the centrality of the person, trust, a high level of pro-
tection for health, safety and, with special emphasis on fundamental rights, as well as

democracy, the environment and the rule of law.

The concerns raised in the European Union document are also present in Bill
2338/2023, approved by the Federal Senate and now under analysis by the Chamber
of Deputies, thus observing the commitment of the Brazilian parliament to the cen-
trality of the person and the protection of fundamental rights, when regulating Arti-
ficial Intelligence in Brazil.

In Regulation (EU) 2024/1689 of the European Parliament and of the Council,
article 3, item I, defines an Artificial Intelligence System, in the following terms:

‘Al-system’ means a machine-based system designed to operate with varying levels of autonomy, and
which may exhibit adaptability after deployment and which, for explicit or implicit purposes, and on the
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basis of the input data it receives, infers how to generate outputs, such as predictions, content, recom-

mendations or decisions that may influence physical or virtual environments;

It is noted that both in the definition contained in Regulation (EU) 2024/1689 of
the European Parliament and of the Council, and in Bill 2338/2023, machine learn-
ing, including supervised, unsupervised and reinforcement learning; systems based
on logic and knowledge; statistical methods, in addition to the definition of related
terms such as input data, biometric identification, and biometric verification, among
others, to cover detailed aspects of the use and application of Al.

Thus, any definition of an Artificial Intelligence System must contain, in addi-
tion to the requirements common to its description, mechanisms that guarantee a safe,
ethical development that respects fundamental rights.

2.2. Fundamental rights

Fundamental rights are inherent to the human condition itself, linked to human
rights. Throughout history, several moments have been important for the construc-
tion of what is called fundamental rights, with emphasis on the Magna Carta of 1215
where, for the first time, limits were placed on the absolute power of the monarch and
rights were established for subjects, among them, what is now called due process, the
right to a fair trial and the prohibition of confiscation.

Next, the Virginia Declaration of Rights (1776) and the United States Declara-
tion of Independence (1776) can be indicated as instruments for the constitution of
fundamental rights, which affirmed inalienable rights, such as life and liberty.

The Bourgeois Revolution of 1789 marked the rupture of a relationship of vas-
salage, with limitation of rights, to give rise to a new legal, economic and social
order, marked by the tripod — equality, liberty and fraternity, added to the right to
private property, giving rise to the Declaration of the Rights of Man and of the Citi-
zen, whose content guaranteed, in addition to bourgeois ideas, freedom of expression,
equality before the law and the presumption of innocence.

Fundamental rights have also been guaranteed in several modern constitutions,
among them, the Constitution of the United States (1787) guarantees fundamental
rights such as freedom of speech, religion, press, assembly and petition, in addition
to protecting against arbitrary searches and seizures, guaranteeing due process and
the right to a fair trial, the French Constitution (1791)

Declaration of the Rights of Man and of the Citizen (1789), incorporated into
the French Constitution of 1791, establishing fundamental rights such as liberty,
equality, property, security and resistance to oppression and the Mexican Constitu-
tion (1917) resulting from the Mexican Revolution that came to incorporate social
rights, including rights to work, education, health and agrarian property, as well as
civil and political rights.

The Weimar Constitution marked the combination of classical civil and politi-
cal rights with social and economic rights with the aim of establishing a more just
and balanced society.

Among the main fundamental rights guaranteed by the Weimar Constitution,
the following stand out: the right to equality before the law, without discrimination
of race, origin, language, class or religion; freedom of the press and opinion; freedom
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of association and peaceful assembly without prior permission; the right to privacy;
universal suffrage; It guaranteed due process of law and also the protection of private
property, with the condition that it must serve the common good, and that expropria-
tions can only occur with fair compensation.

The atrocities of the Second World War made the most degrading side of the
human being known, with the most demeaning demonstrations of evil, but, on the
other hand, there was a reaction in the sense of placing dignity as an inherent condi-
tion of the human being.

In the post-war period, the United Nations was established and then the Univer-
sal Declaration of Human Rights (UDHR) was promulgated, which is a milestone in
the universal protection of human rights.

The United Nations, regarding the effects of the Universal Declaration of Hu-
man Rights, states:

The UDHR, together with the International Covenant on Civil and Political Rights and its two Optional Protocols
(on the complaint procedure and on the death penalty) and with the International Covenant on Economic, So-
cial and Cultural Rights and its Optional Protocol, form the so-called International Bill of Human Rights.

A number of international human rights treaties and other instruments adopted since 1945 have expanded
the body of international human rights law.

They include the Convention on the Prevention and Punishment of the Crime of Genocide (1948), the In-

ternational Convention on the Elimination of All Forms of Racial Discrimination (1965), the Convention on

the Elimination of All Forms of Discrimination against Women (1979), the Convention on the Rights of the

Child (1989) and the Convention on the Rights of Persons with Disabilities (2006), among others.

The emergence of new technologies, from the second half of the last century,
including computers and artificial intelligence, have put fundamental human rights
at risk, since technological innovations have shown signs that they could reduce or
even annul rights to freedom of expression, privacy, driving the need to protect fun-
damental rights in the digital age.

Thus, together with the technological advances related to Artificial Intelligence, it
is essential to adopt measures related to the protection of fundamental rights, especially
with regard to the dignity of the person, so that new technologies can be enjoyed, but
without allowing setbacks related to conquered rights, especially the right to privacy,
freedom of expression, non-discrimination and above all, the right to information on
how their data is used by Al, always with the centrality of the person prevailing.

3. Impact of AI on Fundamental Rights

The emergence of new technologies, including Artificial Intelligence, has fre-
quently had an impact on fundamental rights, either due to the opacity of algorithms,
or due to moderation control exercised without human participation, as well as due
to the influence of the market in a society where its strength tends to prevail over
the centrality of the person, causing injuries to the right to privacy. the protection of
sensitive personal data, freedom of expression and information, the right to non-dis-
crimination and equality, among others.

3.1. Privacy and Data Protection

The Brazilian constitutional order, whose foundations are set forth in article 1
of the Federal Constitution, ensures the dignity of the human person, as well as ex-
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plicit in the list of fundamental rights, contained in article 5, to be ensured, the right
to privacy and data protection.

The General Data Protection Law (LGPD) establishes:

Article 1 This Law provides for the processing of personal data, including in digital media, by an individual
or by a legal entity governed by public or private law, with the objective of protecting the fundamental rights
of freedom and privacy and the free development of the personality of the natural person.

Art. 2 The discipline of personal data protection is based on: | - respect for privacy; Il - informational self-

determination; lll — freedom of expression, information, communication and opinion; IV — the inviolability

of intimacy, honor and image; V — economic and technological development and innovation; VI - free
enterprise, free competition and consumer protection; and VII — human rights, the free development of
personality, dignity and the exercise of citizenship by natural persons.

Article 5 For the purposes of this Law, the following shall be considered:

| - personal data: information related to an identified or identifiable natural person;

[l - sensitive personal data: personal data on racial or ethnic origin, religious conviction, political opinion,

membership in a union or organization of a religious, philosophical or political nature, data related to health

or sex life, genetic or biometric data, when linked to a natural person; [...]

Bill 2338, of 2023, which provides for the use of Artificial Intelligence, points
out in its article 2, the foundations for the implementation and use of Al systems,
including the centrality of the person and privacy, data protection and informational
self-determination.

Although the right to privacy and data protection are enshrined in the Federal
Constitution as fundamental rights and protected by the General Data Protection Law
(LGPD), the emergence of new technologies, such as Artificial Intelligence (Al),
has produced a series of violations of these rights, especially by the way this data is
treated, importing privacy exposures and data misuse.

In this regard, Linera (2022, p. 37), when dealing with the issue within the
framework of the European Union, states:

It seems that among the fundamental rights most affected by the use of Al systems will be those that
guarantee the private dimension of individuals: privacy, one’s own image, the protection of personal data
and the secrecy of communications, recognised in paragraphs 1 and 4 of Article 18 EC, in Article 8 ECHR
and Articles 7 and 8 of the Convention on the Functioning of the European Union. and one of the factors
that make Al such a powerful tool is its capacity to process a huge amount of data and to detect the con-
nections that may exist between them, as well as its potential to, as recalled in the European Union White

Paper on Al (p.15), “track and deanonymize” data relating to individuals, and thus generate new risks

around the protection of personal data in relation to data sets that do not contain personal data and that is

that consent to the transfer of two or three apparently irrelevant data can generate, when inserted within a

much larger set of data, “baby data” unpredictable for the person concerned, which has a very important

effect on requirements such as consent, expression of personal autonomy and transparency.

The guarantee of privacy and data protection, through the use of Artificial Intel-
ligence, in order to meet the constitutional precepts that place them as fundamental
rights, requires the taking of measures, on the part of those who, not being holders of
these rights, do not use them without due prior consent, including the impossibility
of changing or canceling them.

The advantages of using Al to process personal data cannot be ignored, and the
assertion that the generation of data produced by it can be faster and more efficient
than that carried out manually by humans is true, as well as that the use of this data by
the public administration can favor the reduction of errors and accelerate results.

The issue is not restricted to whether or not to use Al, but to place as a limit for
its use, respect for fundamental rights, preventing the use of personal data, with the
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exposure of the privacy of its holder, from bringing harm to the person or that it is
used to enrich large companies that operate in the field of new technologies.

Also among the risks of using Al in disagreement with fundamental rights,
it can be pointed out that the autonomy of data processing, especially through the
use of algorithms, undermines the person’s right to informational self-determination,
through improper use or beyond what is consented.

The challenge that arises in relation to the use of Al and the fundamental right to
privacy and data protection is to regulate the use of technology in order to preserve and
protect such rights, without impeding the development of new technologies, that is,
the balance between the advancement of technology and the centrality of the person.

3.2. Freedom of Expression and Information

Freedom of expression is one of the most important achievements of the French
Revolution, when the relationship of vassalage that marked the Middle Ages ended,
with the consequent issuance of the Declaration of the Rights of Man and of the Citi-
zen, of 1789, ensuring equal treatment between men, freedom of belief and freedom
of expression and information.

The right to freedom of expression and information has been one of the great
challenges presented by the use of Artificial Intelligence, considering the scenario in
which new technologies and social networks have expanded the space for people’s
manifestation, with greater ease, reach and speed.

Traditional communications carried out by radio, television and newspapers,
which had already suffered a decrease in their reach with the introduction of the
World Wide Web in the last century, were further reduced with the emergence of Al,
whose greatest advantage over traditional models would be in the ease of manifesta-
tion, the speed of its transmission and the processing of data.

Among the objectives of the Republic, listed in article 3 of the Brazilian Federal
Constitution, there is political pluralism, the basis of the Democratic State, translated
by the guarantee of the diversity of political positions, as well as by the possibility of
defending them freely, without limit and without the imposition of controls related
to content.

The use of Al has often resulted in the exposure of sensitive data, those related
to it described in article 5, I, of the General Data Protection Law (LGPD),? especially
when the selection of data and its use happens through the use of an algorithm.

Freedom of expression in its relationship with Artificial Intelligence can offend
fundamental rights to the extent that the search for information on social media can
be influenced by the algorithm that will only lead to certain information that serves
the interests of economic or political groups, there would therefore be a violation
of the fundamental right of expression, To the extent that receiving information cut
down by the algorithm, in order to meet a certain interest, freedom of expression
would be compromised, as a consequence.

2 Article 5 For the purposes of this Law, the following shall be considered: [...] Il — sensitive personal data: personal
data on racial or ethnic origin, religious conviction, political opinion, membership in a union or organization of a
religious, philosophical or political nature, data related to health or sex life, genetic or biometric data, when linked to
a natural person; [...] (Brasil, 2018).
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By the way, Arroyo (2022), states:

Large search engines are the instruments for searching, receiving or imparting information; however, their

content is indexed or classified by algorithms that can lead to information fragmentation, favoring only

certain platforms and types or conglomerates of media. In this sense, the algorithm may also be biased
towards certain types of content or content providers, with the danger of affecting values related to plural-
ism and information tolerance of various media.

The use of artificial intelligence and algorithms in the production of informa-
tion and, consequently, in the exercise of the right of expression, are liable to be sub-
jected to moderation mechanisms, as a way to avoid violations of fundamental rights.
It happens that, many times, there is no knowledge of how the moderation process
is developed and applied, leaving doubts about human participation and the use of
algorithms. In this regard, Silva (2022) says that little is known about moderation
practices on platforms and social media and, often, when it is known, it is through
press leaks. It also argues that this hard work of moderation of billions of units of
content is distributed geographically and racially in the world, with rules established
by major technology professionals, aiming at profitability and the escape from legal
implications, carried out, almost always, by precarious professionals from countries
in the global South.

The socioeconomic inequality that exists in the global South, so patent and clear
in the areas of health, education and subsistence conditions with a minimum of dig-
nity, also appears in identical proportions in the influence that large economic groups
exert on the use of artificial intelligence and algorithms to the detriment of the fun-
damental rights to freedom of expression and information. reaffirming the tendency
that makes the market prevail over the uniqueness of the person.

3.3. Non-discrimination and equality

Addressing the relationship between Artificial Intelligence and the fundamen-
tal right to non-discrimination and equality it is important to bring to the discus-
sion structural racism, whose verification is presented by the perpetuation of racism
through social, political and economic systems and institutions, materialized by sys-
temic disparities in areas such as education, health, housing, employment and crimi-
nal justice, where particular racial groups face significant and persistent barriers.

Regarding the origins of structural racism in Brazil, one of the most expressive
factors can be indicated as the formation of the Brazilian state, founded on a patriar-
chal, prejudiced and slave-owning society, marked by an extensive period of discrim-
ination that gave rise to a racial inequality that has been reproduced for generations
and that can be seen in the absence of investment in health, housing, schools, and
public sanitation in areas occupied mostly by black people, not to mention the lack of
access to justice that make clear the disparities in the justice system in the dispropor-
tionate rates of incarceration of black people and the underrepresentation of minori-
ties in positions of power and influence as patent examples of structural racism.

Regarding online racism in Brazil, Silva (2022) points to research developed
by Luiz Trindade (2018) that brings especially relevant data on the behavior of ag-
gressors and characteristics of the targets: 81% of the victims of racism on Facebook
in Brazil are middle-class black women, with higher education; 76.2% of the aggres-
sors had no previous relationship with the victim; 66% of the aggressors are young;
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and often the articulations to Racist slurs are reactions to positive events exposed on
social media by black women.

Violations of the fundamental rights of non-discrimination and equality can also
be detected in the so-called algorithmic discrimination that translates into behavior
where artificial intelligence systems perpetuate and amplify pre-existing prejudices
and social inequalities.

Considering that algorithms, as a rule, are conditioned by the human being, the
biases that can produce discrimination arise from biased historical data or inadequate
selection of training data, resulting in systematic negative impacts on minority groups
in areas such as employment, credit, criminal justice and access to services.

In this regard, Noble (2018, p. 1) states that algorithms reflect the priorities,
values, and judgments of those who have the power to encode them, often reinforcing
and perpetuating social inequalities.

With the same concern, Arroyo (2022) warns about the risk of decision-making
algorithms, based on previous human decisions, marked by the same biases, which
already hinder daily decision-making and which will probably be replicated and mul-
tiplied in algorithmic systems. As an example, the aforementioned author points out
that a biased algorithm that systematically discriminates against a group in society
(e.g., based on their age, sexual orientation, race, gender, or socioeconomic position)
can raise considerable concerns, not only socially, but also by the use of voter prefer-
ence and behavior algorithms that can suffer an equal or more powerful impact than
traditional media.

In this way, the use of artificial intelligence, as well as algorithms, when not
subordinated to the limits of respect for fundamental rights, the centrality of the per-
son and the primacy of equality, can establish discrimination of different orders and
become even more worrying when, due to their biases, they perpetuate structural
racism.

4. The centrality of the person guaranteed
by the Federal Constitution

The analysis of the constitutionalization of law modifies the old nineteenth-
century understanding of civil law, with a patrimonialist and individualist bias, by
which property and contract were at the top of protection, the thing, therefore, was
placed to the detriment of the person. It is the conception, already outdated, that civil
law takes care of and resolves issues involving individual interests and constitutional
law, questions related to the organization of the State would remain. It would be du-
alism — public law versus private law. The State taking care of the collective interest,
the person of its interests. Each one in different fields, in circles with almost or no
intersection.

The liberal state, with the evidence in the individual, made clear the presence
of a subject of law - the abstract subject, marked by the privilege of bearing the con-
dition of owner and, therefore, that of contracting, being called subject-owner. This
liberal idea intended to fulfill the determination achieved by the ideals of the French
Revolution, especially that of equality.
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However, the equality defended by liberals did not recognize the singularity
and plurality of the person which, in the words of Hanna Arendt (2009), would be the
paradoxical plurality of singular beings.

The abstract subject, however, molded in excessive formality, was not capable
of understanding reality, of admitting and protecting the differences between people,
his perspective was closed within what was codified, initially in the French Civil
Code of 1804, later spreading to other foreign legislations, including the Brazilian
Civil Code of 1916, where the pretension of completeness and self-sufficiency, It
ended up essentially regulating rules that served the owner subject, excluding wom-
en, minors, people with disabilities, blacks and other vulnerable groups.

The proposal of the liberal state, with the subject-owner, contained the idea of the
“world of certainties”, everything was provided for in the codified legislation, there
was the materialization of the principle of equality, in this case, formal equality.

In this scenario, where the abstract subject prevails, jurists began to realize that
the idea of abstraction was no longer presented, as Rodota (2014) states, as an instru-
ment capable of understanding the realized, but, on the contrary, it was an impedi-
ment, an obstacle, imposing the annulment of the subject by the loss of the face, as in
the figures portrayed in the works of Francis Bacon, where the body is present, but
the vision of the face is blurred, smoked, without particularities that differentiate it
from the others.

There was the prevalence of the thing, of the abstract subject, without a face, over
the person. This situation could be observed in the treatment given by the Brazilian
Civil Code to women, whose expression of will was at a lower level than that of the
husband who prevailed; excessive concern with the assets of the wards to the detriment
of their well-being; the exercise of the right to property in an absolute way, disregarding
its effects on the environment and people’s health; the denial of full capacity to people
with disabilities, in addition to the little concern for the vulnerable in general.

Legal relations in the liberal state were founded on economic freedom, on the
“invisible hand” of the market, as stated by Vieira de Andrade (2001), which, in the
prevailing view at the time, would lead to the best of all worlds, but, in reality, the
intention was to avoid interference by the State that could reduce the performance of
the “invisible hand”, putting at risk the values of autonomy of the private sphere. the
freedom and property of individuals.

The man of the Liberal State was reduced to the condition of a subject of law
and, as such, had no feelings, he was moved only by the law of the market. A “met-
alist automaton”, his motivations centered, as Aronne (2013) states, on the theory of
fair exchange.

However, the effects of the First World War did not take long to influence the
flexibility of the concept of completeness and self-sufficiency of civil law and, thus,
to put in check the figure of the subject of law. In Germany, says Wieacker (2010),
it proved necessary to impose restrictions on freedom of contract and the freedom to
use property, giving rise to a global economic policy that began to influence private
law, with the emergence of a constitution that, in the event of the failure of free com-
petition or the threat to social solidarity, gave rise to an intervention by the public au-
thorities with a directing function by the public administration of the economy.
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In Brazil, following the 1930s, there was also a breakdown in the feeling of
completeness of the Civil Code, based on greater State intervention in the economy,
with the imposition of restrictions on private autonomy and the presence of the phe-
nomenon called contractual dirigisme. At this moment, it is observed that the idea
of absolute property so characteristic of the liberal state, power and strength of the
subject-owner, suffers fissures with the distribution of the property of the soil and
subsoil, imposed by the Federal Constitution of 1934, as well as the edition of De-
cree-Law 25, of 1937, still in force, which regulates the preservation of assets of cul-
tural interest through the institute of Listing, a limitation on the right to property.

Such phenomena favored a relocation of constitutional law, leaving a position of
mere repository of political expectations, far from the daily life of the common man,
whose centrality of his legal relations was located in property and contract, to place at
the center of the legal system the constitution with all its load of principles to serve as
a parameter for the interpretation of all the other norms existing in the legal system.

The dialogue between civil law and the constitution and, therefore, a displace-
ment of the subject of law towards the person, based on the principles and objectives
of the republic that should guide the interpretation of the norms, favored the rupture
of the prevalence of the thing over the person and, in an efficient way, pointed out to
the interpreter the important element to be preserved, in the case of family relations,
the aspect of affectivity as opposed to patrimony, in contracts the existence of weak
contractors, in private property the fulfillment of the social function, in the use of
technology the preservation of their intimacy.

As already said, man within his plurality is unique in the sense that he must be
the end and not the means, leading to the understanding that he cannot be used as an
instrument for the personal projects of another, but that the State is the one that must
serve the person and not the other way around, reaffirming the primacy of the impor-
tance of dignity as an intrinsic value of each person.

The inclusion of the dignity of the human person in international texts and con-
stitutions, since the Second World War, has consolidated understandings about its
content, even recognizing multiculturalism, the diversity of many ethnicities and so-
cieties, but extending its scope to respect for the physical, psychic and bodily integ-
rity of the person, admitting that there are basic needs, without which, the dignity of
the human person would be violated, among them, the guarantee of housing, basic
health, education and work conditions.

In addition to meeting the basic needs of the person, it is necessary for the ful-
fillment of the dignity of the human person, the adoption of equal treatment that pre-
vents any type of discrimination, whether economic, ethnic, cultural, sexual option,
religious or political, whose fulfillment favors equal political participation. Equality
is a prerequisite for meeting the minimum requirements of the primacy of the dignity
of the human person, and it is inadmissible for a dignified existence of the person to
treat him or her as an object.

In the Brazilian legal system, as of the current Constitution, the dignity of the
human person is the foundation of the system, serving as the basis, parameter and
limits of its whole, boasting a superior fundamentality in relation to the other prin-
ciples, without discrediting the absence of hierarchy between the principles and their
superiority over the rules.
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In an unequal society such as the Brazilian one, conservative and patrimonial-
ist, with an undisguised difficulty in recognizing social differences and combating
them, the principle of the dignity of the human person is an effective instrument to
prevent the objectification of man, and it is essential that the implementation of new
technologies, whether by the Judiciary or other State institutions, does not lose sight
of the fact that the centrality of the person is an inalienable constitutional imposition.
under any justification.

5. The digital divide and access to justice

Access to justice is not restricted only to the possibility of filing lawsuits, as has
been imagined for a long time. On the contrary, the current concept of access to jus-
tice has become broad, including not only the possibility of having resolved the pen-
dency through a judicial decision, but, above all, because it has within its reach the
Public Defender’s Office for those who do not have resources, as well as free costs
and emoluments, the resolution of conflicts by alternative forms and, more recently
by the possibility of using the digital process.

The option of using the digital process by the Judiciary had as its scope greater
accessibility to judicial services with speed and security. However, along with the
benefits that the digital process has brought, there is an important aspect that deserves
to be highlighted: the digital divide.

As the process became digital, a legion of people emerged who did not have
access to the new model, either due to economic limitation or technical inability to
handle the new tools.

At this moment, there is the presence of the Brazilian reality, arising from the
formation of the Brazilian State, whose mark was patrimonialism and conservatism,
with the exclusion of vulnerable groups that, in some way, did not serve the market
and, therefore, had no interest or protection.

Brazilian socioeconomic inequality once again justifies the digital divide, mak-
ing clear the affected groups, in this case, low-income people, the elderly, women,
people with disabilities, indigenous populations, immigrants, residents of rural areas,
all those who face barriers that put their fundamental rights at risk.

The high rate of illiteracy, unemployment, low education, and the difficulty of
dealing with digital technologies, such as the internet and electronic devices, trans-
late the digital divide that can jeopardize participation and involvement in spheres of
interest, whether linked to public administration or access to the Judiciary.

The lack of minimum computer knowledge results in difficulties in accessing
information and services made available by the Courts, in addition to the language
used by the procedural systems.

The absence of public policies that make the contact of those who are unable to
understand or handle the equipment of the digital judicial process more accessible,
requires the Judiciary to facilitate access to justice by adopting language that allows
the understanding of judicial acts. An example of facilitating the understanding of
judicial acts performed by digital means is the use of visual law that clearly explains,
using figures, videos or other mechanisms for which the procedural act for which it
was requested is intended.
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The elaborate language historically adopted by the Judiciary has always been
a barrier to understanding for those with low education or reduced cognition, an as-
pect that was aggravated with the adoption of the digital process. There would now
be two problems that would keep citizens away from access to justice — inaccessible
language and the use of unknown digital tools.

It is essential that the Judiciary adopt measures that can guarantee the digital
inclusion of vulnerable groups through a structure that allows access to judicial ser-
vices for all who do not have the economic conditions to acquire electronic equip-
ment, as well as for those who have limitations to use the digital process, offering
access through traditional channels.

The digital divide has negative impacts on access to justice, as the impossibility
of using digital technologies imposes a limitation of rights on vulnerable groups.

Among the negative aspects that may arise from the right of access to justice
due to the digital divide, the following can be pointed out:

(1) The digitalization of processes: with regard to the security and ease of han-
dling the records in any location, as long as they have access to the World Wide
Web, it has brought limitations to vulnerable groups who, due to the absence of spe-
cific computer knowledge, are restricted in accessing the records and, thus, prevented
from, for example, complying with procedural acts.

Not that the digitization of the records is a problem, quite the contrary, it fa-
cilitates access to judicial services. However, this advantage has only been enjoyed
by a group of people who have knowledge of information technology and who can
purchase equipment and hire data plans.

Those who are not in this group, the digitally excluded, are at the mercy of the
electronic procedural systems adopted by the Courts or, when they do, they are pre-
carious and do not lend themselves efficiently to alternative access for those users
who, for some reason, cannot use electronic means.

(ii) The difficulty in communicating with the Courts has been another negative
impact of the adoption of the digital process by the Courts, since communications
from then on occur only by digital means, with the use of e-mails, communication
platforms such as Whatsapp or Telegram, disregarding the social reality in which a
considerable part of the population does not have the economic or understanding con-
ditions to acquire or use digital tools.

Once again, it is observed that the adoption of digital models in judicial pro-
ceedings does not take into account vulnerable groups, and such behavior may result
in harm to the excluded who, not of their own volition, may miss judicial deadlines
and, as a consequence, have been denied the guarantee of due process of law for not
participating in judicial proceedings.

6. Commitments that can be adopted by the Judiciary
to combat the digital divide

The Judiciary is not a mere spectator in this scenario of adoption of digital pro-
cesses, whether by civil society or by the public authorities, much less an institution
indifferent to the consequences of the adoption of new technologies, but, above all,
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committed to the centrality of the person, the preservation of his dignity, as one of the
objectives of the Republic.

As the holder of part of the State’s power, it is up to the Judiciary to ensure the
effectiveness of the guarantees of ample defense, adversarial proceedings, whether in
the judicial, administrative or private relations spheres, through digital inclusion, in
order to ensure equitable access to technologies, favoring citizens, especially those
who are vulnerable, the acquisition of skills to use digital technologies.

Also within the responsibility of the Judiciary to ensure equal access to the new
technologies used by the justice system, it is necessary to provide face-to-face as-
sistance services for those who do not have access to or are not familiar with digital
technologies. To this end, the Judiciary must effectively maintain the qualification
and training of civil servants to support vulnerable people in the use of new technolo-
gies and, thus, mitigate the digital divide.

The updating of data related to the advances and possible setbacks in digital
inclusion related to judicial processes, requires the Judiciary to constantly carry out
research and data collection and, in this way, subsidize decisions in order to maintain
the growing adoption of measures that combat the digital divide.

The fight against digital exclusion requires the adoption of measures that en-
sure a more egalitarian and inclusive society, with the understanding that the subject
cannot do without a holistic approach that considers the various reasons for its occur-
rence, with emphasis on poverty and discrimination in all its dimensions.

Therefore, the fight against the digital divide related to vulnerable groups re-
quires, among other measures, the strengthening of the defense of human rights
through public policies that guarantee respect for the dignity of the person, consid-
ering their uniqueness; the fulfillment of the objectives of the Republic indicated in
article 3 of the Constitution of the Federative Republic of Brazil ? especially those
that deal with the fight against poverty and regional inequality, in addition to the rec-
ognition of political plurality; Without forgetting access to education in all its forms,
both formal and regular education offered by educational institutions, as well as other
forms of education by offering access to inclusive schools, art and learning to be
made available to all age groups.

In addition to all these measures, the fight against digital exclusion does not
dispense with the adoption of public policies that guarantee access to decent work, to
health programs that favor the preservation of the person’s psychophysical integrity;
the fight against any form of discrimination and, also, a policy that ensures broad
and active participation in decisions that affect the community, especially vulnerable
groups before government agencies and in decision-making processes.

Conclusions

The modernization of the Brazilian Judiciary, through automation and Artificial
Intelligence, represents a significant advance in the search for greater efficiency and
transparency in the provision of jurisdiction. However, as demonstrated throughout
this study, this advance cannot occur at the expense of denying the centrality of the

3 https://www planalto.gov.br/ccivil_03/constituicao/constituicao.htm. Accessed on 12.12.2024.
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person, a fundamental principle that should guide any and all innovation in the legal
field.

The use of Al in justice offers undeniable advantages, such as faster data pro-
cessing and the processing of cases, but it also poses substantial risks. The lack of
algorithmic transparency, the possibility of reproducing discriminatory biases, and
the tendency to standardize decisions without considering the uniqueness of each
individual are problems that can compromise the equity and justice of the system.
The autonomy of magistrates, the right to be heard, and the possibility of reviewing
automated decisions are essential elements that cannot be neglected in the implemen-
tation of these technologies.

In addition, the survey showed that the digital divide continues to be one of the
biggest challenges in the digitalization of the Judiciary. Unequal access to informa-
tion technologies prevents many people from fully exercising their right to defense
and participating in judicial proceedings in a fair and equitable manner. Socioeco-
nomic inequality, coupled with the lack of technological infrastructure and digital
training, directly impacts vulnerable populations, further widening the gap between
those who can access electronic services and those who remain excluded from the
justice system.

Given this scenario, it is essential that the Judiciary adopts digital inclusion pol-
icies that ensure universal access to justice. This includes making alternative chan-
nels available to citizens without access to technology, offering digital training, and
adapting electronic platforms to meet the needs of different audiences. In addition,
the regulation of the use of Al in the Judiciary must ensure that its application re-
spects fundamental rights, prioritizing human oversight, the transparency of algo-
rithms, and the possibility of challenging automated decisions.

Finally, it is concluded that the automation of the Judiciary must be imple-
mented with responsibility and commitment to constitutional principles. Technology
should be used as a tool to strengthen human rights and social inclusion, observe the
centrality of the person and not as a mechanism that reinforces inequalities and dehu-
manizes the judicial process. The balance between innovation and respect for human
dignity must be the central axis of any digital transformation policy in the Judiciary,
ensuring that the modernization of the system does not compromise justice, equity,
and universal access to fundamental rights.
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Introduction

In today’s digital age, privacy has become a paramount concern for individuals
in a scenario where information technologies are readily available and pervasive. Big
tech companies gather, analyse, and trade personal data, raising alarming questions
about how our information is used. Since in recent years non-invasive and wearable
neurotechnologies have become increasingly accessible to the public, legislations
face new dimensions of privacy challenges. These technologies, capable of collect-
ing and processing neural data, have amplified existing concerns regarding privacy
and personal autonomy.

To face threats derived from advancements in neurotechnologies, legal litera-
ture has introduced the so-called neuro-rights, a new type of human rights that in-
cludes free will, mental continuity, non-algorithmic discrimination, and equal access
to mental enhancement, and, of course, mental privacy. This innovative legal frame-
work has sparked extensive debate about the necessity of establishing new human
rights in light of the evolving landscape of neuroscience and neurotechnologies. Spe-
cifically, the dialogue around brain privacy raises critical questions about whether
existing privacy laws adequately could protect individuals from intrusions stemming
from collecting and analysing neural data. Advocates for neuro-rights argue that the
proper solution is a new mental privacy right. In contrast, opponents argue that intru-
sions to privacy derived from the collection and analysis of neural data are already
covered by current privacy protection mechanisms.

This article takes an intermediate approach, delving into the insufficiencies of

current personal data protection laws based on the privacy self-management model.
This model has already been criticised as flawed in protecting regular personal data
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in the present scenario. A fortiori, the paper emphasises that these existing laws also
fail to address the complexities and sensitivities surrounding neural data.

By arguing in favour of the necessity to update current privacy protection
mechanisms without incepting a new right to brain privacy is expected to help ad-
equately protect individuals’ cognitive processes. While potentially contentious in
terminology, the proposal for a “human neuro-right to mental privacy” underscores
the pressing need for enhanced protective measures tailored to neural data’s intrica-
cies. Ultimately, the article seeks to illuminate the critical significance of neural data
and stimulate discussion on the most effective strategies for its protection in an in-
creasingly digital world.

The paper is structured into three main sections. The first section delves into the
concept of privacy, examining the mechanisms available under contemporary law to
protect it and its weaknesses. The second section highlights the challenges that emerge
from developing new neurotechnologies and their implications for privacy protection.
Finally, the third section presents potential strategies aimed at bolstering privacy in
the context of the irruption of pervasive devices processing biometric data, sketching
the idea that neural data should be considered hyper-sensitive data, which reinforces
safeguards for privacy in the era of portable and wearable neurotechnologies.

1. What is privacy, and how does the Law protect it?

Human rights are often regarded as fixed and immutable legal concepts, but hu-
man rights, understood as those inherent to the human condition, appear historically
only in modern times, culturally linked to humanist philosophy (Habermas, 2011).
The relationships between human rights and modernity are so intertwined that it is
challenging to attribute contemporary meaning to the notion of human rights in previ-
ous stages of human history. Even among human rights, few legal institutions are as
context dependent as the right to privacy, which has evolved in close relation to the
specific context from which they emerged.

According to this, it is not surprising that the right to privacy was not included
in early declarations of constitutionalism, such as the French Declaration of Rights
of Men and of the Citizen or the U.S. Bill of Rights—at least not in its current form.
Actually, the right to privacy was a legal creation from the 19th century, and it only
emerged when specific technological innovations related to the transmission of infor-
mation started to play a key role in shaping social relationships and simultaneously
threatening people’s basic interests.

Precisely, this dependence on contextual elements explains the plasticity of the
right to privacy in terms of its evolution, to the extent that it has evolved in parallel
with mass media and information technologies. As Acemoglu and Johnson (2012) note,
technological development does not automatically translate into widespread prosper-
ity since the way technologies evolve is influenced by economic, social and politi-
cal decisions. Like all technology, information networks are not neutral and have also
been shaped by political and economic powers. Similarly, Harari (2024) explores key
dilemmas that people across different eras have faced when constructing information
networks, examining how various responses to these dilemmas framed contrasting hu-
man societies. This helps to explain how the concept of privacy has evolved throughout
history concerning different dimensions of the quotidian life of modern societies.
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It is well known that the right to privacy is closely tied to the rise of mass media.
It has been argued that the modern idea of privacy was coined in the homonymous
article written by professors Warren and Brandeis, where privacy is defined as “the
right to be let alone”, that is, to remain outside of public scrutiny (Warren & Brandeis,
1890). According to Keulen and Kroeze (2018, p.29), journalism flourished with the
advent of what has been called “New Journalism” during this period. New Journalism
had a bright side since it was understood as the image of the ‘modern’ committed,
well-informed, and respectable media who wrote columns or tried to find out what
‘really’ happened. However, new journalism also refers to the emergence in the U.S.
of a trend called boulevardism, a style of journalism in mass media newspapers that
focuses on gossip, scandal, and celebrity life.

Indeed, mass media evolved dramatically during the 20th century, first, with the
invention and widespread adoption of radio and television and with the emergence of
the internet lately in the last decade of the century. Additionally, companies and the
government have developed increasingly sophisticated mechanisms for data collec-
tion, heightening the possibilities of profiling and tracing individuals. As information
technologies changed through the years, privacy also evolved in parallel. In this light,
Westin (2003) shows these developments, identifying three eras of steadily growing
privacy concerns and societal responses across citizen-government, employee-em-
ployer, and consumer-business relationships in 1961-1979, 1980-1989, and 1990—
2002. Each period is described in terms of new technological applications, shifting
social climates, and organisational and legal developments.

As briefly outlined above, the history of privacy also reflects the difficulties in
defining the concept. In general terms, the right to privacy can be defined as the right
to exclude third parties from accessing certain personal information, but this defini-
tion falls short in specific contexts, and legal scholarly literature has highlighted the
complexities of providing a single-dimensional definition. As put by Solove (2002,
p-1094), privacy is a kind of multi-layered right and can be understood through a
series of different conceptions that embody the notion of privacy within certain spe-
cific contexts: (1) the right to be left alone; (2) limited access to the self; (3) secrecy;
(4) control of personal information; (5) personhood; and (6) intimacy. Furthermore,
much confusion stems from terminology since the term intimacy has been preferred
in Europe and Latin America rather than privacy, although the conceptual problems
seem to be similar on both sides of the Atlantic (Figueroa, 2014, p. 46).

To understand how legal systems protect privacy, it is essential to take into ac-
count the dichotomy between private and public life, although this distinction is often
blurred, porous, contestable, and subject to ongoing negotiation and struggle (Thom-
son, 2011, p. 49). To cope with this issue, legal strategies typically involve identi-
fying various domains of protection, such as the home, family, and body, among
others. These dimensions of personal life are generally understood to belong to the
private sphere and, therefore, fall within the scope of privacy protection. In this light,
a well-known example is the German Constitutional Court case law, which has cre-
ated the notion of “spheres of protection” (Sphéren-theorie). This term refers to the
German approach to privacy infringements, which distinguishes between three pri-
vacy spheres —the intimate, private, and social spheres —each with a distinct protec-
tion regime (Lindemann & Van Toor, 2018, p. 377).
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Under this framework, privacy is safeguarded through a series of restrictions
that limit the ability to access, collect, store, manage, and transmit personal informa-
tion. Privacy laws operate within a model known as “self-management of privacy.”
In this paradigm, privacy is an umbrella term as the law grants individuals a set of
specific rights that enable them to make informed decisions about how to manage
their personal data. These rights primarily include consent, access, modification, and
deletion concerning the collection, use, and disclosure of personal data. These rights
aim to give individuals control over their personal data, allowing them to assess the
costs and benefits of its collection, use, and disclosure (Solove, 2013, p. 13). Accord-
ing to this model, personal data may be stored and processed based on the consent of
the data subject, which can be withdrawn at any time. Additionally, administrative
agencies are responsible for implementing protection mechanisms to ensure the exer-
cise of these rights. An important distinction in this context is the difference between
ordinary personal data and sensitive personal data. The latter are subject to stricter
conditions, as they are closely tied to individuals’ private lives.

The self-management of privacy model was initially adopted by The U.S. Pri-
vacy Act of 1974 and followed by the European Union’s Data Protection Directive
in 1995. Currently, this model is spread worldwide and is the predominant strategy
for privacy protection. However, it was initially conceived to respond to the needs
that arose in an era before the internet became ubiquitous, which has led to criticisms
regarding its poor adaptation to the digital age. The proliferation of the data market
on the Internet has brought to light a series of difficulties that have revealed several
challenges stemming from the difficulty of controlling the information individuals
provide to data market companies.

At present, companies have an enormous capacity to store and process large
amounts of personal data concerning individuals’ digital lives. In addition, a striving
personal data market has stimulated the widespread circulation of personal informa-
tion, which has become the gold of the 21st century. This is because, with the help of
algorithms and artificial intelligence, accurate predictions can be made about people’s
preferences, interests and activities. This technology has been used for different pur-
poses, from targeted advertising to influencing democratic processes (Véliz, 2021).

Thus, the weaknesses of the model increase their effects in the era of big data,
where the information market has flourished as one of the most profitable industries
and big tech companies have accumulated great power and influence worldwide (Ba-
ruh & Popescu). Solove’s account has been highly influential, and recently, several
studies have dug into the model’s flaws, also called “notice and consent”. For in-
stance, Kroger et al. (2021) developed a long list of obstacles, rendering this strategy
useless in the big data era. Among them can be mentioned: time constraints, lack of
knowledge, information overload, lack of transparency, financial incentives, non-ne-
gotiability of terms, uniformity of practices, etc.

2. Personal data and neurotechnologies.

There is a vast bibliography that addresses the legal implications of neurosci-
ences. For more than three decades, this literature has reflected on the possibility and
consequences of scrutinising what occurs inside mental processes in areas of the Law
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where legal categories have been built on the notion of free will, like criminal law
and tort law. Seminal contributions to this discussion can be traced back to influential
works such as Denno’s 1988 analysis, which initiated a dialogue about the relevance
of neuroscientific insights in criminal responsibility. Similarly, Restak et al. (1996)
expanded on the implications of brain science for mental health and competency as-
sessments within legal contexts. Kulynych’s work in 1997 further delved into the nu-
ances of how cognitive neuroscience could reshape our understanding of intent and
agency in legal scenarios.

Currently, the significant advancements in neuroscience (NS) and neurotech-
nologies made in the second and third decades of the 21st century are approaching a
new era in the relationship between neuroscience, neurotechnology, and the Law. The
development of invasive and non-invasive neuro-technological devices has led to a
rising capacity to map brain functioning and store and process information, enabling
substantial progress in static and functional brain imaging (Shen, 2010). Todays, it is
already possible to know in detail not only the anatomy of the brain but also how this
organ works internally through neural connections. While research was previously
limited to static images, recent advances have allowed neuroscientists to identify
specific brain functions and explore complex neural networks. As a result, imaging
techniques more accurately incorporate dynamic dimensions every time, providing
an initial understanding of how the human mind operates (Bareither, 2014, p. 41).

During the Obama administration was established in the U.S. the Brain Re-
search Through Advancing Innovative Neurotechnologies (BRAIN) aimed to expand
the understanding of the human brain. By accelerating the development and appli-
cation of innovative technologies, researchers have worked on developing a revo-
lutionary new dynamic image of the brain that, for the first time, would show how
individual cells and complex neural circuits interact both in time and space. This
knowledge has been sought for decades because it is essential in the search for new
ways to treat and even prevent brain disorders such as Alzheimer’s and Parkinson’s
diseases. This image supposedly will fill major gaps in our current knowledge of the
brain and will provide unprecedented opportunities to explore precisely how this or-
gan registers, processes, uses and stores information. The BRAIN project has made
enormous progress that allows us to glimpse the creation of increasingly precise ways
of recording human brain activity in real-time, at the same time that it has begun to
experiment with forms of stimulation and manipulation, such as the use of Transcra-
nial Magnetic Stimulation, Deep Brain Stimulation and Brain-Machine Interfaces,
which raises alarms about how this outlook could affect human cognitive capacities
(Paredes & Quiroz, 2022).

Although the development of these neurotechnologies may take years or even
decades to perfect, some commentators have noted that we are progressing toward
creating devices capable of decoding people’s mental processes and directly influ-
encing the brain mechanisms that underlie what we refer to as individuals’ inten-
tions, emotions, and decisions (Yuste & Goering, 2017, p. 160). This issue gained
momentum in 2017 when discussions about so-called neuro-rights emerged in le-
gal academic journals. The neuro-rights debate stems from several important ethical
concerns related to advancements in neurotechnology that the legal system needs to
address: the protection of privacy concerning brain information, the potential impact

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 255



on individuals’ moral agency, the possibility of enhancing cognitive abilities, and
safeguarding against biases that may arise from the use of these technologies (Yuste
& Goering, 2017).

The neuro-rights approach claims the need to recognise a new human rights
category to face those concerns in legal terms since classical human rights could be
overwhelmed by scientific and technological advances. For example, the neuro-rights
proposed by Yuste et al. (2021, p.160) include: (1) the right to identity, or the abil-
ity to control the physical and mental integrity of people; (2) the right to agency, or
freedom of thought and free will to choose one’s own actions; (3) the right to mental
privacy, or the ability to keep thoughts protected from disclosure; (4) the right to fair
access to mental augmentation, or the ability to ensure that the benefits of improve-
ments in mental and sensory capacity through neurotechnology are distributed fairly
across the population; and (5) the right to protection against algorithmic bias, or the
ability to ensure that technologies do not introduce prejudice. These proposed new
human rights should be integrated into major human rights legal frameworks, such as
the Universal Declaration of Human Rights.

It is still unclear how far these NTs can develop and whether, at some point,
they could thoroughly do something like “reading the mind” in all its complexity or
even more influence or modify thoughts. However, one of the first visible manifes-
tations is privacy concerns. For Farahany (2023), certain forms of intrusion into the
human mind, the product of emerging technologies, are so close to materialising that
they impose the need for an urgent public discussion that allows the Law to develop
safeguards for cognitive freedom and free will, as they would for any other area of
personal freedom. According to that, some recent studies have shown their potential
and imminence. For example, scientists at the University of Texas have developed
a technique capable of translating people’s brain activity (including unexpressed
thoughts) into lifelike speech. (Tang et al., 2023). This non-invasive brain-computer
interface (BCI) can decode continuous thoughts, combining functional magnetic res-
onance imaging scans and artificial intelligence language models.

Researchers had already demonstrated a few years ago that they could decode
unspoken language by implanting electrodes in the brain and using an algorithm that
translates brain activity into language (Moses et al., 2019). However, this technique
requires surgery, which is why it is eventually attractive only for patients with severe
pathologies for whom the benefits outweigh the costs and risks. On the other hand,
until now, BCIs were effective in decoding only basic brain states such as fatigue or
anger, but the University of Texas study shows the potential of a non-invasive brain-
computer interface (BCI) that can decode the brain’s continuous language in a way
that another person could read the essence of what the patient is thinking, even with-
out saying a single word.

The previous section highlighted the limitations of the current privacy manage-
ment model, emphasising that it is outdated in today’s digital landscape. Originally
designed to address privacy intrusions stemming from traditional media—such as
print publications, radio broadcasts, and television programming, this model is ill-
equipped to handle the complexities of contemporary privacy challenges. These tra-
ditional media violations often involved invading an individual’s privacy to harvest
highly valuable information, primarily for commercial gain and profitability. The
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present-day scenario resembles an institutional design where thieves break into jew-
ellery shops only for targeting the most expensive diamonds, illustrating the mod-
el’s focus on mainly securing and protecting what traditional media once considered
high-value information.

In today’s digital landscape, personal data companies generally do not distin-
guish between different types of information. They operate using an accumulation
model that effectively merges and analyses both sensitive and non-sensitive data
alongside artificial intelligence technologies. This modus operandi carries signifi-
cant implications for privacy and data ethics as these companies can create detailed
profiles that enhance their ability to predict and influence individual behaviours. The
more data the model processes, the more refined its predictive capabilities become,
leading to a deeper understanding of consumer habits and preferences.

The vast amount of information companies can currently collect can lead to
invasive profiling— where they can seemingly predict people’s actions and decisions
based on their digital footprints—today’s focus primarily remains on observing ex-
ternal behaviours. The risk associated with new technologies lies in the boundary
between external observation of actions and invasive intrusion into people’s thoughts
and personal beliefs. Crossing this boundary could represent a significant turning
point in the ongoing struggle to protect individual freedoms and privacy in an age
where data-driven insights are becoming increasingly powerful.

3. Neural data as especially sensitive biometric data

According to Dantcheva et al. (2015), biometrics is the science of recognising
individuals based on their physical, behavioural, and physiological attributes such as
fingerprint, face, iris, gait and voice. Databases have increasingly started to incorpo-
rate biometric data, which includes information related to the physiological function-
ing of the human body. This data can encompass a variety of metrics, such as systems
that monitor heart rates, fingerprints, facial recognition, and even more intricate mea-
sures like eye movement tracking or brainwave activity. The integration of biometri-
cal data into databases is significant for several reasons. Biometrical data enables
a more in-depth and detailed examination of individual behaviours by comparing
biometric reactions with behavioural patterns identified through different methods.
For example, researchers and analysts can explore how particular types of content
consumption—like articles or videos—relate to physiological responses, including
variations in adrenaline or dopamine levels, heart rate changes, or other emotional
and physical involvement indicators.

Combining biometrical data with data obtained from digital footprints amplifies
the scope and precision of data companies in profiling users. Crossing information
using algorithms opens pathways to deepen understanding human behaviour’s intri-
cate dynamics. By analysing, for instance, the timing of these interactions, along-
side biometric responses, makes it possible to draw conclusions about how specific
stimuli affect individuals on a biological level (e.g. moments of heightened arousal or
relaxation in response to particular types of news or social interactions).

As put by Pauzauskie et al. (2024), in recent years, we have seen the prolifera-
tion of consumer neurotechnology devices collecting neural data with promises to
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enhance cognition, improve sleep, deepen meditative states, and balance mood,
among other indications. Furthermore, companies such as Meta, Apple, Snap, and
Neuralink have patented or are developing wearable neurotechnologies that will soon
enter the market at world population levels never seen before. Overall, the infusion of
biometric data into analytical frameworks has the potential to revolutionise our un-
derstanding of human behaviour. However, simultaneously, it raises important ques-
tions about privacy and the ethical use of such data in decision-making processes.

Of course, attempting to read human mind is not something new. Behavioural
sciences have used traditional observation methods for centuries with this purpose.
In the digital age, people’s minds are analysed processing the traces left behind when
using digital platforms, aided by powerful algorithms. With the rise of neurotechnolo-
gies, a new and more accurate way of reading people’s minds is emerging through the
combination of neural data scanning and all the already existing techniques. While
it has not yet been proven that complex and abstract mental states can be deciphered
only using neural data, we know that this data holds significant potential for interpret-
ing and enhancing the meaning of other information easily available, functioning as
a type of metadata. Consequently, there is a pressing need for regulation to protect
neural data due to its unique implications.

Legislations worldwide have generally used the concept of sensitive data to
establish a special regime for protecting specific personal information that requires a
higher level of confidentiality due to its critical nature. However, there is no univer-
sally accepted definition of sensitive data, and many legislations avoid providing a
strict definition. Instead, they present a list of types of information deemed sensitive
and deserving of special protection. This list varies across jurisdictions, but common
examples include ethnic origin, political opinions, religious or philosophical beliefs,
and health or sexual life, among others. Quinn and Maglieri (2021, p. 1584) have
observed that, like all institutions related to privacy, the concept of sensitive data has
been evolving both in legal terms (de jure) and in practice (de facto), resulting in an
expanded scope that now includes new categories. In any case, biometric data is al-
ways classified as sensitive data.

To understand the importance of neural data, i.e. data collected from neural ac-
tivity, it is essential to comprehend that not all biometric data carries equal potential
for extracting meaningful insights. Among different types of biometrical data, neural
data likely has the greatest capacity to disclose critical information about an individ-
ual. Indeed, scholarly literature has distinguished between soft and hard biometrical
data (Reid et al., 2013), and of course, neural data represents one clear case of hard
biometric data. Revealing data from neural activity in a person would uncover myriad
information about their mental states, thoughts, emotions, and behaviours (Tong &
Pratte, 2012). This process, often referred to as “brain reading” or “neural decoding,”
involves analysing patterns of brain activity to infer what a person is experiencing or
thinking. For example, studies have shown that it would be possible to decode a per-
son’s conscious experiences, such as visual perceptions and covert attitudes, based on
non-invasive measurements of their brain activity (Haynes & Rees, 2006).

Arriving at this point is where it is necessary to retake the debate on neuro-rights
as a potential new category of human rights. As previously mentioned, the right to
privacy has become a central focus among the various proposals on neuro-rights.
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Accordingly, a body of scholarship has concentrated on the need for new human
rights to address the challenges posed by neurotechnological advancements, arguing
the limitations of existing legal frameworks. The Neuro-rights Foundation and prom-
inent scholars like Ienca and Andorno (2017) and Yuste and Goering (2021) have
championed this perspective. In this way, the neuro-rights approach has proposed
a new human right called the right to mental privacy, which seeks to protect neural
data from the risks posed by emerging technologies. However, the idea of a new hu-
man right to neural privacy immediately has raised the question of whether this new
right would substantively differ from the traditional notion of privacy. Most of the
literature has argued that the answers to this question should be negative, claiming
that such neuro-rights would be redundant (Zafiga-Fajuri et al., 2021), even if there
is little effort to determine how current legal structures can face the new challenges
posed by neurotechnologies.

Previous sections of this work have provided categorical evidence demon-
strating that the current privacy protection frameworks are insufficient in the era
of neurotechnologies, especially considering the self-management model of privacy.
Therefore, there are compelling reasons to reassess privacy protection laws to respond
to neurotechnology developments, adopting an intermediate strategy in the way that
Istace (2025) calls a “derived approach.” It does not necessarily mean avoiding dis-
cussing whether new rights are necessary. The problem is that while this discussion
is academically engaging, it may unintentionally slow down responses to pressing
concerns since human rights is an arena crossed by complex philosophical and legal
discussions and debates in this area could take a long time to solve. In other words,
there are pragmatic reasons for adopting an adaptive model that leverages existing
structures to enhance institutions to protect the right to privacy as quickly as possible.
Meanwhile, scholars can continue discussing if new rights are necessary. However,
there is no reason to stop legal development because, given the relevance of the issue,
legislation must be able to provide suitable responses, even though they can be under-
stood as provisory. Under these conditions, it is possible to consider brain privacy as
one of the distinctive dimensions that shape the whole concept of privacy.

As explained earlier, there is nothing strange to the genetics of the right to
privacy as it is a multidimensional, constantly evolving right. This would make it
possible to conceive how existing mechanisms can be fine-tuned, crafting a new di-
mension of privacy regarding neural information. The proposal here sketched consid-
ers the auto-manage model of privacy as being overcome concerning neural data and
the need for new tools. This new dimension should be protected under the category
of hyper-sensitive information. In today’s world, there is a growing concern about
the widespread availability of non-invasive devices that are easily accessible to the
public. These devices pose significant privacy challenges, such as insecure data-shar-
ing channels, unclear and often misleading privacy policies, and an increased risk of
malicious cyberattacks. As a result, stricter consent regulations for brain data are es-
sential, and these regulations should be even more stringent for neural data due to its
specific vulnerabilities and the serious consequences of its misuse. This urgent need
for enhanced regulatory measures highlights the importance of protecting individu-
als’ neural privacy in an era where technological advancements continually blur the
lines between accessibility and security.
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Neural data should be regarded as highly sensitive, necessitating real-time mon-
itoring of its usage and implementing stricter requirements. The following safeguards
could be discussed to ensure its protection: a. encryption, where sensitive data is
encrypted both in transit and at rest to prevent unauthorised access; b. access con-
trol, which allows only authorised personnel to access the data; c. data minimisa-
tion, which involves collecting only the minimum amount of data necessary for the
intended purpose to reduce the risk of exposure; d. regular audits to identify and
mitigate potential vulnerabilities; and e., data breach protocols, which establish secu-
rity measures for responding to data breaches, including notification procedures and
remediation steps, should be in place. By following these guidelines, we can better
protect neural data from unauthorised access and potential risks.
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Introduction

Neurotechnology is reshaping workplaces, introducing opportunities for inno-
vation while raising significant ethical and legal concerns. This new frontier allows
for the collection and analysis of neural data, encompassing cognitive states, emo-
tional responses, and even thought patterns. While enthusiasts emphasize the poten-
tial for increased productivity and enhanced employee well-being, critics warn of the
risks to mental privacy, autonomy, and dignity.

The commodification of neural data introduces profound ethical dilemmas. For
instance, can employers claim ownership over the cognitive processes of their work-
force? Or should such data be protected as an intrinsic part of individual autonomy?
These questions challenge traditional legal notions of property and privacy, urging
the development of robust regulatory frameworks. This chapter explores these com-
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plex issues, addressing the balance between innovation and a new pattern of funda-
mental human rights in the workplace.

1. Neurotechnology and the capital of surveillance

In the workplace, neurotechnology commodifies neural data, transforming cog-
nition into a tradable asset under the framework of surveillance capitalism. EEG moni-
toring and emotional analysis grant employers deep insights but raise ethical concerns,
including discrimination, pressure to optimize, and loss of privacy. This risks work-
place inequalities and challenges labor rights, as workers may be coerced into cogni-
tive surveillance. Legally, existing frameworks struggle to protect mental autonomy.
Ethically, it reduces individuals to data points, undermining human dignity. Urgent
regulations are needed to prevent exploitation and safeguard cognitive freedom.

1.1. The commodification of neural data

The emergence of neurotechnology has ushered in an unprecedented era where
human cognition itself becomes a measurable and tradable commodity. Neural data—
encompassing brainwave patterns, emotional responses, and cognitive states—have
been elevated to the status of “capital neural,” serving as a critical asset in modern
workplaces. Employers, through wearable devices and neurotech tools, now seek in-
sights into workers’ mental processes, from engagement levels to stress thresholds.

The commodification of workers’ neural data refers to the transformation of
cognitive processes—such as attention, emotions, and decision-making—into eco-
nomic assets that can be collected, analyzed, and monetized by employers. By turn-
ing brain activity into a commercial asset, the boundaries between personal thought
and corporate control become increasingly blurred, necessitating robust regulatory
protections.

It’s possible to mention the Emotiv MNS, a neurotech device marketed as a pro-
ductivity-enhancing tool, monitors employees’ focus and stress levels in real time.
While enthusiasts argue that it promotes workplace well-being, critics view such
practices as invasive, stripping workers of their cognitive privacy.

This commodification introduces ethical dilemmas: Do employers have the
right to claim ownership over their employees’ mental states? Or should neural data
be protected as an intrinsic part of individual autonomy? Such questions challenge
traditional legal notions of property and privacy, urging regulatory frameworks to ad-
dress this unique intersection of technology and labor.

1.2. The role of technology in shaping employment
dynamics and workplace inequality

Neurotechnology aligns with the broader context of “surveillance capitalism”, a
term coined by Shoshana Zuboff to describe the economic model where data extraction
fuels profit. In this paradigm, neurotechnology extends the frontier of surveillance from
the physical and digital spheres into the cognitive domain ( Zuboff, 2019).

The mechanisms for data collection in neurotechnology primarily include three
main approaches. First, brainwave monitoring measures focus, engagement, and cog-
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nitive load through EEG-based tools such as Emotiv MN8 and Neurosky Mindwave
(Maia et al., 2022). Second, emotional response analysis tracks emotional states us-
ing brain signals or physiological responses like heart rate, with Affectiva Emotion
Al being a notable example. Lastly, neural profiling uses cognitive patterns to assess
compatibility with specific tasks or roles, as seen in systems like HireVue Al Recruit-
ment (Paredes et al., 2023).

By leveraging these tools, employers gain unprecedented insights into their
workforce. However, these practices raise ethical concerns, particularly in scenarios
where refusing to participate may result in adverse career consequences. A notable
example occurred in China, where the Hangzhou Zhongheng Electric company im-
plemented EEG-based “smart caps” to monitor workers concentration during shifts
(Goémez, 2022). Although the data collected was used to optimize workflows, it also
generated fears of punitive measures against employees deemed less “focused”, blur-
ring the line between efficiency and exploitation.

Furthermore, the integration of neurotechnology in labor relations risks exacer-
bating preexisting inequalities. Workers with cognitive profiles deemed “suboptimal”
could face discrimination, while those with highly adaptive neural traits might receive
preferential treatment. These impacts can be categorized into three main areas:

a) Discrimination

The exclusion of candidates based on “neural inefficiencies” represents a pro-
found threat to workplace equity. Neurotechnology allows employers to identify and
categorize workers by their cognitive profiles, potentially leading to hiring practic-
es that prioritize individuals with higher neural focus or productivity levels. This
creates an artificial hierarchy where individuals who do not align with these stan-
dards—whether due to neurological diversity, temporary stress, or other factors —are
unfairly marginalized. For example, neuroatypical individuals, such as those with
ADHD or anxiety disorders, may face systematic exclusion from certain roles despite
their potential to excel with appropriate accommodations.

Moreover, the reliance on neural data for decision-making can reinforce exist-
ing biases, as algorithms trained on biased datasets might inadvertently perpetuate
systemic inequalities based on gender, race, or socioeconomic status. This raises ur-
gent ethical and legal questions about how to ensure fair hiring practices and protect
diverse cognitive profiles in the workforce.

b) Increased pressure to “optimize”

The expectation for employees to use neuro-enhancement tools to remain com-
petitive represents a shift in workplace norms that can have detrimental effects on
individual well-being and organizational culture. As neurotechnology becomes more
accessible, workers may feel compelled to adopt tools such as cognitive enhancers,
brain stimulation devices, or mindfulness apps to boost productivity or focus. While
these technologies promise benefits, they also introduce significant risks. Continuous
optimization demands can lead to burnout, as employees are pressured to constantly
improve their cognitive performance to meet escalating expectations.

Furthermore, the normalization of neuro-enhancement in the workplace could
create a two-tiered labor market, dividing those who have access to these technolo-
gies from those who do not, further exacerbating existing inequalities. For example,
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workers from disadvantaged backgrounds may lack the financial means to invest in
neuro-enhancement tools, thereby limiting their opportunities for career advance-
ment. This dynamic raises critical questions about consent, as the distinction between
voluntary and coerced participation becomes increasingly blurred in highly competi-
tive environments.

c¢) Loss of autonomy and privacy

Invasive neuro-monitoring technologies create a direct threat to workers’ au-
tonomy and privacy, fundamentally altering the relationship between employees and
employers. The ability to continuously track cognitive states, such as focus or emo-
tional engagement, shifts power dynamics within the workplace, granting employers
unprecedented access to the inner workings of employees’ minds. This can lead to
scenarios where workers feel they have little control over their mental states, as they
must constantly regulate their emotions and thought processes to align with organi-
zational expectations.

For instance, in high-stress environments with continuous EEG monitoring, em-
ployees may suppress natural cognitive fluctuations out of fear that perceived lapses
in concentration could result in punitive actions or dismissal. Such practices not only
undermine mental autonomy but also contribute to a culture of hyper-surveillance
that erodes trust between employers and employees. The commodification of cogni-
tive states raises profound ethical questions about the limits of workplace monitoring
and the extent to which an individual’s mental processes should remain inviolable.

These practices present significant legal challenges. For instance, the principle
of non-discrimination enshrined in many Constitutions Laws, such as Brazil’s (Art.
7, XXX), may not yet adequately address biases introduced by neurotechnology. Ad-
ditionally, labor laws must evolve to ensure that neural data is not weaponized to
perpetuate inequality.

1.3. Ethical questions in the commodification of thought

Beyond its legal dimensions, the commodification of thought raises profound
ethical concerns. Is it morally justifiable to monetize human cognition? Critics argue
that such practices risk dehumanizing workers, reducing them to mere neural compo-
nents optimized for productivity. This reductionist approach disregards the holistic
value of human effort, creativity, and individuality —traits that transcend measurable
neural outputs.

From a philosophical perspective, the commodification of thought directly chal-
lenges Kantian ethics, which posit that individuals should always be treated as ends in
themselves, not merely as means to an economic goal. By extracting and monetizing
cognitive data, neurotechnology risks violating this principle, as workers are trans-
formed into data points within systems designed primarily for profit maximization.
This shift not only undermines the intrinsic dignity of labor but also raises concerns
about the erosion of personal identity in the face of technological standardization.

Additionally, these practices echo critiques rooted in Marxist theory, which
identifies labor as a fundamental expression of human creativity and self-actualiza-
tion. By converting thought into a tradable commodity, neurotechnology perpetuates
the alienation of workers from their own cognitive processes, further deepening the
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divide between human agency and economic utility. The worker’s mental effort, once
an integral part of their individuality, becomes subsumed into a broader system of
surveillance capitalism.

The ethical implications of this commodification extend beyond the workplace.
When cognitive data becomes an economic asset, it risks reinforcing systemic inequi-
ties, as access to and control over this data often lie with powerful corporations. This
dynamic exacerbates the vulnerability of workers, particularly those in precarious or
low-income positions, who may feel compelled to consent to invasive monitoring out
of economic necessity. Such coercion undermines the principles of informed consent
and autonomy, cornerstones of modern ethical frameworks.

Furthermore, neurotechnology’s ability to reshape labor dynamics raises ques-
tions about the moral boundaries of efficiency. While increased productivity may be
a laudable goal, it must not come at the cost of workers” mental and emotional well-
being. The relentless pursuit of optimization through cognitive surveillance risks fos-
tering environments of constant pressure and competition, where workers are judged
not for their holistic contributions but for their neural efficiency.

These ethical dilemmas underscore the urgency of establishing robust safe-
guards to protect workers’ autonomy and dignity. Regulatory frameworks must ad-
dress not only the potential misuse of neural data but also the broader implications of
commodifying thought itself. Ethical guidelines should emphasize the preservation
of cognitive freedom, the right to mental privacy, and the recognition of labor as an
inherently human act that cannot be reduced to neural metrics.

In synthesis, the commodification of thought through neurotechnology poses
ethical challenges that strike at the core of what it means to be human. As workplaces
increasingly integrate cognitive surveillance, society must confront these dilemmas
with a commitment to upholding the intrinsic value of human effort, ensuring that
technological advancements serve humanity rather than exploit it.

2. The new asset: neural data in the economic context

Neural data, extracted from brain activity, is becoming a key economic asset,
extending surveillance capitalism into cognition. While it promises workplace op-
timization, it raises ethical concerns about privacy, autonomy, and discrimination.
Existing laws fail to address its risks, allowing potential exploitation and deepening
inequalities. Without strict regulations, neural data could dehumanize labor, reducing
workers to mere productivity metrics. Safeguards must ensure transparency, protect
workers’ rights, and prevent coercion.

2.1. Neural data: a new economic pillar

In the 21st century, personal data has become a cornerstone of the global econ-
omy. Yet, the advent of neurotechnology is pushing this frontier further by introduc-
ing neural data—information directly extracted from brain activity. This new form of
data includes metrics such as levels of attention, emotional states, and cognitive reac-
tions, offering employers unprecedented insights into the mental states of workers.
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Neural data holds immense economic value due to its real-time accuracy and
depth. Companies are integrating neurotechnologies to monitor and optimize work-
force productivity. However, this integration also raises significant ethical concerns,
particularly when neural data is commodified without clear safeguards. Regarding
this, it’s important to delineate the key differences between personal and neural data.(
Frame 1)

Frame 1 - Personal Data x Neural Data

Type of Data Source Primary Use Ethical Risks

Social media, online

Personal Data iransactions

Marketing, targeted advertising | Privacy breaches, data misuse

. . Banking systems, credit Risk assessment, fraud Economic exclusion based on
Financial Data reports prevention profiling
Neural Data Brain-computer interfaces, Workforce optimization, mental Invasion of mental privacy,
EEGs monitoring exploitation

Source: By the authors

Neural data’s unique nature transforms it into a form of “capital neural,” a high-
ly sensitive asset with the potential to disrupt existing legal and ethical frameworks.
The incorporation of neural data aligns with the mechanisms of surveillance capital-
ism, a term coined by Shoshana Zuboff to describe the commodification of human
behavior through data collection. Neurotechnologies enable employers not only to
analyze physical actions but to delve into cognitive patterns, further extending the
scope of surveillance capitalism.

For example, tech companies like Emotiv have developed brain-monitoring de-
vices marketed as tools for enhancing workplace efficiency. While these devices can
track engagement and stress levels, they also blur the lines between innovation and
intrusion. Such practices exemplify the double-edged nature of neural data in the
workplace.

The current legal frameworks, such as the European GDPR and Brazil’s LGPD,
are insufficient to address the complexities of regulating neural data .These regula-
tions, while robust in safeguarding traditional personal data, lack explicit provisions
for the unique nature of neural information. This regulatory gap creates a vacuum that
allows for potential exploitation, leaving neural data vulnerable to misuse and rais-
ing concerns about privacy and autonomy in the era of neurotechnology (Andorno,
2023).

2.2. The commodification of thought

Neural data represents a paradigm shift in how human cognition is treated ec-
onomically. The commercialization of thoughts, emotions, and cognitive process-
es raises significant ethical and legal concerns, challenging fundamental principles
such as mental autonomy and the intrinsic dignity of the individual. The act of com-
modifying such deeply personal data undermines the sanctity of mental autonomy,
transforming what was once considered inviolable into a tradable asset. The ethical
dilemmas of commodification could be schematized regarding their challenges and
potential outcomes. ( Frame 2)
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Frame 2 - Commodification of neural data ethical challenges

Aspect Challenge Potential Outcome
Mental Autonomy Loss of control over one’s cognitive data Reduced trust in workplace environments
Exploitation Risk Monetization of neural data without consent Marginalization of vglnerable worker
populations
Dignity of the Worker Reduction of individuals to “data points” Dehumanization in professional

relationships

Source: By the authors

The commodification of neural data fundamentally threatens workers’ control
over their own mental processes. Once cognitive data becomes a tradable commod-
ity, employees may lose the ability to regulate how their thoughts and emotions are
accessed, interpreted, or used by employers. This erosion of autonomy can lead to an
environment of mistrust, as workers feel that their most personal and intimate experi-
ences are being monitored and exploited. The lack of transparency in how neural data
is collected and utilized exacerbates this issue, creating a sense of vulnerability and
fear among employees. For instance, continuous EEG monitoring in the workplace
could compel workers to self-regulate in ways that compromise their natural cogni-
tive rhythms, leading to stress and reduced well-being.

The monetization of neural data, especially without explicit consent, introduces
a significant risk of exploitation. Vulnerable worker populations, such as those in
low-income roles or precarious employment, are particularly at risk, as they may
feel pressured to consent to invasive practices out of economic necessity. This dy-
namic mirrors broader patterns of inequality, where those with fewer resources are
more likely to be subject to exploitative labor practices. The absence of robust legal
safeguards further compounds the problem, as it allows corporations to extract val-
ue from neural data without adequately compensating or protecting the individuals
whose data is being used. This exploitation creates a dangerous precedent, reducing
workers to mere sources of economic value rather than respecting their humanity and
agency.

One of the most concerning aspects of neural data commodification is its poten-
tial to undermine the inherent dignity of workers. By reducing individuals to “data
points,” workplaces risk dehumanizing professional relationships, shifting the focus
from collaboration and creativity to mere productivity metrics. Philosophical per-
spectives, such as those of Immanuel Kant, caution against treating humans as mere
means to an economic end, emphasizing the intrinsic worth of every individual. The
transformation of workers into units of data not only violates this ethical cornerstone
but also damages organizational culture, fostering environments where employees
feel undervalued and interchangeable. Over time, this dehumanization can lead to
diminished morale, higher turnover rates, and a loss of the intangible qualities that
make human labor irreplaceable —such as empathy, innovation, and adaptability.

Philosophical frameworks provide valuable insights into the risks associated
with the commodification of thought. However, practical solutions are also neces-
sary to address the ethical dilemmas posed by this paradigm shift. Robust regula-
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tions must be established to ensure that neural data is collected, stored, and utilized
transparently and consensually. Furthermore, ethical guidelines should reinforce the
importance of preserving mental autonomy, protecting vulnerable populations, and
upholding the dignity of all workers. Without such safeguards, the commodification
of thought threatens to deepen existing inequalities, erode trust, and compromise the
foundational principles of labor ethics.

2.3. Neural data and economic inequalities

The integration of neural data into workplace practices presents a dual-edged
sword: while it offers significant opportunities for innovation and productivity, it also
risks exacerbating preexisting socio-economic inequalities. Workers possessing “de-
sirable” neural traits—such as high cognitive responsiveness or emotional stability —
may gain preferential treatment, creating a hierarchy of neural privilege. Conversely,
individuals with cognitive profiles deemed ‘“suboptimal” could face exclusion or
marginalization, particularly in hiring processes or performance evaluations.

For example, hiring algorithms designed to prioritize high cognitive respon-
siveness may unintentionally discriminate against neurodiverse candidates, such as
those with ADHD, autism, or anxiety disorders. This perpetuates systemic biases
and undermines workplace diversity. Furthermore, as neural data becomes a valuable
economic asset, disparities in access to neurotechnology could deepen inequalities,
with wealthier workers or organizations reaping disproportionate benefits from ad-
vanced tools, leaving others behind.

To address these challenges, proactive measures are essential. The following
safeguards can help ensure that neural data is integrated into workplace practices
ethically and equitably

a) Regulatory Reforms

Neural data should be classified as sensitive data under international privacy
laws, placing it on par with biometric and genetic information. This classification
would mandate stringent protections for its collection, storage, and use, ensuring that
neural data is handled with the utmost care and respect for individuals’ mental auton-
omy. For instance, international frameworks like the GDPR (General Data Protection
Regulation) could serve as models, incorporating explicit provisions for the ethical
handling of neural data. Such reforms would establish a baseline for accountability,
limiting the scope for misuse and exploitation.

b) Worker Protections

Transparency and informed consent must be cornerstones of neural data collec-
tion and usage in the workplace. Employees should have the right to understand how
their neural data will be used, who will access it, and for what purposes. This includes
providing clear, accessible documentation and allowing workers to opt out of data
collection without fear of retaliation. Additionally, organizations should implement
robust policies to safeguard against coercion, ensuring that participation in neuro-
technology initiatives is genuinely voluntary. Worker protections must also address
the potential misuse of data, with clear guidelines on how neural information can and
cannot influence decisions about hiring, promotions, or terminations.
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¢) Corporate Accountability

To deter misuse and exploitation of neural data, organizations must face tangi-
ble consequences for unethical practices. Establishing penalties for violations—such
as hefty fines or legal action—can act as a strong deterrent. Additionally, companies
should be required to conduct regular audits of their neurodata practices, ensuring
compliance with ethical and legal standards. These audits should involve third-party
oversight to maintain objectivity and transparency. Beyond punitive measures, com-
panies should also be incentivized to adopt best practices in neurotechnology integra-
tion, such as receiving certifications for ethical handling of neural data.

The commodification of neural data, as a new form of capital, has the potential
to reshape economic and legal landscapes. However, without robust safeguards, its
integration risks perpetuating systemic inequalities, undermining mental autonomy,
and eroding worker dignity. By implementing comprehensive regulatory reforms,
prioritizing worker protections, and holding corporations accountable, society can
navigate these challenges while ensuring that neurotechnology serves as a force for
equity and innovation, rather than exploitation.

3. The worker as a product: invisible impacts

Neurotechnology can turn workers into products, reducing them to neural
metrics for corporate efficiency while eroding mental privacy. Continuous cogni-
tive monitoring increases burnout, distrust, and mental health disparities, especially
for neurodiverse individuals. Without transparency and legal protections, employees
face coercion and exploitation. Ethical safeguards must prevent invasive surveillance
and prioritize worker well-being over productivity.

3.1. Mental privacy vs. corporate efficiency

The integration of neurotechnology into workplace dynamics reveals a profound
conflict: the pursuit of corporate efficiency versus the preservation of mental privacy.
Unlike traditional surveillance methods, neurotechnologies penetrate the cognitive
realm, extracting data directly from workers’ brains. This unprecedented intrusion
into the private domain of thoughts and emotions not only challenges existing labor
rights but also raises serious ethical concerns.

Mental privacy, often regarded as the final bastion of individual autonomy, is
now under threat. Devices such as EEG-based headsets allow employers to measure
focus, engagement, and stress levels in real time. Although marketed as tools to en-
hance productivity and employee well-being, these technologies often lack transpar-
ent consent mechanisms, effectively transforming workers into unwilling subjects of
cognitive surveillance. For instance, employees may be unaware of how their neural
data is being collected, stored, or used, further undermining their autonomy.

The legal frameworks currently in place struggle to keep pace with these tech-
nological advancements. While labor laws robustly protect physical privacy, they are
ill-equipped to address the nuances of neural data. For example, Brazil’s LGPD (Lei
Geral de Protecao de Dados) and Europe’s GDPR (General Data Protection Regu-
lation) classify certain categories of personal data as sensitive but fail to explicitly
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consider the invasive nature of neurotechnologies. This gap creates a regulatory vac-
uum where coercion and misuse thrive, leaving workers vulnerable to exploitation.

To safeguard mental privacy, it is imperative to establish legal protections that
explicitly address neural data. These should include provisions for informed consent,
transparency in data use, and strict limitations on the purposes for which cognitive
data can be collected (Gémez, 2022). Additionally, companies must be held account-
able for any breaches, with penalties sufficient to deter unethical practices.

3.2. The invisible costs to mental health

While enthusiasts of neurotechnology argue that it can reduce workplace stress
and optimize workflows, the reality often paints a more complex and troubling pic-
ture. Continuous cognitive monitoring places workers under immense psychological
pressure, particularly when they feel their neural states are under constant scrutiny.
This phenomenon, referred to as the “optimization syndrome,” exemplifies the men-
tal toll of striving for perpetual productivity in an environment where performance
is reduced to neural metrics.The psychological impacts of this relentless surveillance
are profound and some of them could be highlighted above.

a) Increased Burnout

Employees subjected to constant cognitive monitoring frequently report feel-
ings of exhaustion and alienation. The pressure to maintain “optimal” states of focus
and engagement often results in physical and emotional fatigue, with workers fearing
that any deviation from prescribed metrics might jeopardize their job security.

b) Erosion of trust

A lack of transparency regarding how neurotechnologies are deployed and what
data is being collected undermines trust between employers and employees. Workers
who feel surveilled are less likely to perceive their workplace as a safe or supportive
environment, leading to decreased morale and productivity.

¢) Mental Health Disparities

The expectation to achieve and maintain optimal cognitive states dispropor-
tionately affects neurodiverse individuals or those with mental health conditions. For
these workers, the stress of conforming to rigid neural standards exacerbates inequal-
ities, further marginalizing already vulnerable groups.

Employers must strike a careful balance between leveraging neurotechnology
for productivity gains and protecting employees’ mental health. This involves adopt-
ing ethical practices that prioritize worker well-being over short-term efficiency. In-
ternational labor organizations, such as the International Labour Organization (ILO),
emphasize the importance of mental health as a core component of workplace safety
and productivity. Companies should align with these principles by: implementing
policies that limit the use of neurotechnology to non-invasive, consensual applica-
tions; providing access to mental health resources for employees subjected to cogni-
tive monitoring; ensuring transparency in how neurotechnologies are deployed and
how neural data is handled.

By addressing these invisible costs, employers can foster an environment that
values both innovation and human dignity, paving the way for a future where neuro-
technology enhances, rather than diminishes, workplace dynamics.
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4. The mind as an inviolable space

Cognitive freedom is a fundamental right threatened by neurotechnology, which
enables external influence over thoughts and decisions. Workplace neuro-monitoring
risks undermining free will, turning workers into tools for corporate goals. Without
strict regulations, neural data misuse can erode autonomy, blur moral responsibility,
and commodify thought. Countries like Chile and Brazil are pioneering legal protec-
tions, but global standards are urgently needed to safeguard mental privacy and hu-
man dignity.

4.1. Cognitive freedom as a fundamental right

The quick advancement of neurotechnology has brought new urgency to the
debate over cognitive freedom—the right to think, reason, and make decisions free
from external interference or manipulation. While this right is often considered im-
plicit within broader human rights frameworks, the growing capabilities of neuro-
technologies demand its explicit recognition and protection. It’s necessary to discuss
the Key Dimensions of Cognitive Freedom like freedom, autonomy and privacy.

a) Freedom of Thought

This dimension safeguards individuals from intrusive monitoring or alteration
of their mental processes. In a world where neurotechnology enables real-time track-
ing of focus and emotional states, the right to freely think without surveillance or
external influence is paramount.

b) Autonomy of Decision-Making

Cognitive freedom entails protecting individuals’ capacity to act based on their
own reasoning, unaffected by technological manipulation. This is particularly criti-
cal in contexts where neurotechnologies might be used to subtly influence choices,
whether in consumer behavior, political preferences, or workplace performance.

c¢) Mental Privacy

As perhaps the most fundamental aspect of cognitive freedom, mental privacy
ensures the right to keep one’s thoughts and cognitive states private. This princi-
ple extends beyond protection from employer or corporate intrusion to include safe-
guarding against state actors’ potential misuse of neurotechnologies for surveillance
or control.

Chile has emerged as a global pioneer in addressing these concerns through
legislation. In 2021, it became the first country to explicitly enshrine neuro-rights
in its constitution. This groundbreaking legal framework recognizes mental privacy
and cognitive liberty as fundamental rights, setting a precedent for the protection of
individuals against the misuse of neurotechnologies. The legislation mandates that
neural data be treated as sensitive personal data and imposes strict limitations on its
collection and use. While Chile has led the charge, other countries, including Brazil,
are beginning to engage with the concept of cognitive freedom and neuro-rights.

In 2023, Brazil advanced discussions on cognitive freedom through Proposta
de Emenda Constitucional n.° 29/2023. This proposal aims to amend Article 5 of the
Federal Constitution to include the protection of mental integrity and algorithmic
transparency as fundamental rights. The proposed text, which would be added as
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item LXXX, states: “LXXX - scientific and technological development will ensure
mental integrity and algorithmic transparency, in accordance with the law”

If approved, this amendment would position Brazil as a leader in safeguarding
cognitive autonomy and regulating technological advancements, aligning with global
trends while addressing the unique challenges posed by neurotechnology in the na-
tional context.

In the European context, Spain has initiated discussions on integrating neu-
ro-rights into its legal framework. Proposals include treating neural data as highly
sensitive information under the General Data Protection Regulation (GDPR), with
additional layers of protection against its misuse.

Although no federal legislation explicitly addresses neuro-rights, certain states
have taken steps in this direction. For example, California’s Consumer Privacy Act
(CCPA) includes provisions that could potentially cover neural data under its broad-
er privacy protections. Furthermore, ethical debates on neurotechnology are gaining
traction in academic and policy circles, signaling a growing awareness of the need
for regulation.

At the supranational level, the EU is exploring regulatory pathways to address
emerging neurotechnologies. The European Parliament has called for robust ethical
guidelines and legal frameworks to ensure that neural data is collected and used re-
sponsibly, particularly in employment and healthcare contexts.

Australia and New Zealand are actively monitoring neurotechnology’s impli-
cations through research initiatives and public consultations. Discussions focus on
ensuring that advancements in neurotechnology do not compromise individual free-
doms or exacerbate social inequalities.

The explicit recognition of cognitive freedom in legal frameworks is not merely
a legal necessity but a moral imperative. Chile’s neuro-rights legislation and Brazil’s
constitutional amendment proposal serve as models for global adoption, demonstrat-
ing how nations can proactively address the ethical challenges posed by neurotech-
nology. However, a truly effective response requires international cooperation, with
nations adopting shared principles and standards to prevent exploitation and ensure
that neurotechnology enhances human flourishing rather than undermines it.

4.2. Free will and the mind as a sanctuary:
protecting cognitive autonomy in the age of neurotechnology

Neurotechnology brings renewed scrutiny to age-old debates about free will.
By unveiling the neural mechanisms underlying decision-making, these technologies
challenge traditional notions of human agency. If thoughts and actions can be influ-
enced, predicted, or even manipulated through neurodata, the philosophical founda-
tion of free will becomes increasingly tenuous, raising profound ethical, legal, and
societal questions.

Consider, for instance, a workplace where neurofeedback tools subtly guide
employees’ decision-making to align with corporate goals. While this may enhance
productivity, it fundamentally alters the nature of individual choice. Are these deci-
sions genuinely the workers’ own, or are they the product of engineered cognitive
states designed to serve organizational objectives? The implications of such scenarios
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extend beyond efficiency: they challenge the authenticity of human agency and the
moral integrity of decision-making processes.

Moreover, if neurotechnology can shape decisions, the attribution of moral and
legal responsibility becomes significantly more complex. Workers whose actions are
influenced by cognitive manipulation may not fully own their choices, necessitating
a reevaluation of foundational concepts such as liability, intent, and consent. This
raises critical questions for legal systems and ethical frameworks, which must adapt
to the nuances introduced by neurotechnological interventions.

In light of these challenges, the mind must be regarded as a sanctuary —an in-
violable space immune to commodification or intrusion. This perspective aligns with
international human rights principles that prioritize individual dignity, autonomy,
and freedom of thought. Safeguarding cognitive autonomy is essential not only for
preserving individual rights but also for ensuring that neurotechnological advance-
ments do not erode the foundations of human agency and responsibility.

Addressing the ethical and practical implications of neurotechnology requires a
multi-faceted approach that combines legal, corporate, and societal initiatives. First,
the establishment of international standards is essential to recognize cognitive free-
dom as a fundamental right. These frameworks should explicitly define mental priva-
cy and autonomy, ensuring that neural data is treated as sensitive information subject
to stringent protections. By adopting global agreements, nations can harmonize ef-
forts to regulate the ethical use of neurotechnologies and prevent their misuse.

Second, corporations must embrace transparency and accountability in their de-
ployment of neurotechnologies. Policies should mandate clear communication about
how these tools are used, what data is collected, and how it is stored or shared. Ad-
ditionally, limitations must be enforced to prevent neurotechnologies from manip-
ulating workers’ cognitive states beyond acceptable ethical boundaries. Corporate
responsibility should extend to fostering environments where workers feel empow-
ered to make autonomous decisions, free from undue influence or coercion.

Finally, public awareness campaigns are crucial to educate workers and the
general population about the risks and rights associated with neurotechnology. Em-
powering individuals with knowledge about their cognitive freedoms and the ethi-
cal dimensions of neural data use will foster informed participation in the evolving
landscape of neurotechnological applications. Such campaigns should emphasize the
importance of mental privacy, the risks of commodifying thought, and the value of
preserving the sanctity of the mind.

The philosophical and practical challenges posed by neurotechnology under-
score the urgent need to safeguard the sanctity of the human mind. Cognitive freedom
is not merely an abstract ideal but a cornerstone of individual dignity and autonomy.
As neurotechnological advancements continue to unfold, maintaining the mind as an
inviolable space will be critical to balancing the benefits of innovation with the pres-
ervation of humanity’s most fundamental rights.

Conclusion

The rise of neurotechnology marks the beginning of a transformative era, brim-
ming with opportunities and challenges, particularly in the workplace. Neural data,
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with its unprecedented depth and precision, offers the potential to revolutionize in-
dustries, enhance productivity, and unlock new dimensions of human potential. Yet,
this same technology poses existential threats to fundamental rights, such as mental
privacy, cognitive autonomy, and human dignity.

The integration of neurotechnology into workplace practices requires a delicate
balancing act. While its promise of increased efficiency and improved well-being is
enticing, the risks of exploitation, inequality, and commodification of the mind de-
mand urgent attention. As this article has explored, the ethical and legal dilemmas
arising from the commodification of thought are profound and cannot be ignored.

Key questions remain at the forefront of this technological revolution: How can
we protect workers’ rights in an era where thoughts can be monitored and monetized?
What safeguards are necessary to ensure that neurotechnology serves humanity rath-
er than exploits it? Where should we draw the line between innovation and intrusion
into the sanctity of the human mind?

The answers to these questions lie in a multifaceted approach grounded in pro-
active regulation, ethical vigilance, and global cooperation. Legal frameworks must
evolve to address the unique challenges posed by neurotechnology. Laws should in-
corporate core principles such as informed consent, ensuring that workers have full
control over the use of their neural data and can opt out without fear of retaliation.
Transparency and accountability are equally essential; organizations must disclose
how neurotechnologies are implemented, what data is collected, and how it is used,
with clear penalties for misuse. Regulatory frameworks must also harmonize glob-
ally to prevent exploitation and ensure that neurotechnology operates within ethical
boundaries.

Chile’s neuro-rights legislation serves as a pioneering example, proving that it
is possible to enshrine cognitive protections within constitutional and legal systems.
Brazil’s Proposta de Emenda Constitucional n° 29/2023, which seeks to incorporate
the protection of mental integrity and algorithmic transparency into its constitutional
framework, highlights the growing recognition of these issues in diverse legal con-
texts.

However, the challenges posed by neurotechnology extend beyond the legal
domain. The commodification of neural data forces us to reevaluate fundamental
concepts such as autonomy, dignity, and freedom. What does it mean to be human
in an age where cognitive states can be measured, influenced, and sold? The mind,
as the final frontier of privacy, must remain a sanctuary —a space free from intrusion
and commodification. Upholding the sanctity of the human mind requires a collec-
tive commitment to ethical principles that prioritize individual dignity over economic
gain.

The future of cognitive freedom depends on the actions taken today by policy-
makers, businesses, and civil society. Governments must enact robust laws to protect
workers’ mental privacy and cognitive autonomy, establishing clear boundaries for
the ethical use of neurotechnologies. Businesses must adopt transparent, ethical prac-
tices that prioritize the well-being of employees over short-term productivity gains.
Civil society must advocate for the recognition and enforcement of neuro-rights, en-
suring that public discourse includes the voices of all stakeholders.
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Neurotechnology offers humanity a glimpse into a future where cognition can
be optimized, enhanced, and better understood. But this future must be guided by a
steadfast commitment to the inviolability of the human mind. As societies grapple
with the implications of these advancements, the question remains: Are we prepared
to defend the freedom to think, dream, and define ourselves in a world where even
our thoughts risk becoming commodities? The path forward demands vigilance, col-
laboration, and a shared resolve to prioritize humanity over exploitation. By embrac-
ing transparency, accountability, and respect for fundamental rights, we can ensure
that neurotechnology becomes a force for progress that enhances human dignity rath-
er than undermining it.
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Introduction

In the past, human brain research was conducted in clinical settings by medi-
cal professionals involved in the diagnosis and treatment of patients with some kind
of neurological or psychiatric condition. However, the situation surrounding hu-
man brain research has changed drastically since the end of the 20th century. In
particular, the development and popularization of functional magnetic resonance
imaging (fMRI), invented by Dr. Seiji Ogawa et al, has expanded the scope of re-
search to healthy subjects, and research at facilities other than medical institutions
has flourished. In addition, the spread of near-infrared spectrometers (NIRS) and
improvements in electroencephalography (EEG) have reduced the physical burden
of participation in experiments, and the age range of research subjects has expanded
from infants to the elderly. Thus, human brain research has expanded from clinical
medicine to cognitive psychology, and then to the elucidation of the neural basis
of the human brain, including advanced thinking ability, morality, and ethics. This
trend in neuroscience research has prompted the establishment of the academic field
of Neuroethics. More than twenty years have passed since its establishment, and the
information on brain activity obtained through the advancement of human brain mea-
surement technology has been combined with the development of data science and
artificial intelligence research to establish the technological field of neurotechnology.

! This work was supported by JSPS KAKENHI (Grant Number JP23K22293 and JP24K06393) and JST Moonshot
JPMIMS2012.

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 279



Along with the progress of neurotechnology, neuroethics has also met informatics
and law and is about to enter a new academic stage. This paper reviews the history of
neuroethics, describes the development of neurotechnology and discusses the future
ethical concerns it raises.

1. Synonyms for ‘“Neuroethics’ on the eve of its establishment

Neuroethics is a part of applied ethics that examines the ethical, social, and
legal issues involved in the conduct of brain science research and the ethical use of
research results. As an academic field, it was established in 2002 at the Dana Founda-
tion conference called “Neuroethics: Mapping the Field” held in San Francisco. and
the term rapidly spread thereafter (Marcus, 2002). Initially, Neuroethics was defined
as “the ethics of neuroscience,” which deals with practical ethical issues that arise in
the process of conducting brain science research mainly on human subjects, and “the
ethics of human society,” which refers to the process of social value judgment and the
ethical standards of human beings themselves, as a result of research findings on the
neural basis of mental activities such as human-specific ethical views, religious be-
liefs, and value creation (Roskies, 2002). As a matter of fact, the arguments that led to
the origin of these fields, and the analogy of neuroethics that reflects these arguments,
were introduced more than 30 years before the establishment. The first appearance of
the term “Neuro-ethics” was proposed by Pontius (Pontius, 1973). This was a critical
review of an experimental paper by Zelazo and colleagues (Zelazo et al., 1972) that
tested the hypothesis that neonates in the process of acquiring the gait reflex could
acquire walking function earlier if they were given motor stimulation that would
forcibly stimulate the gait reflex. The experimental approach “early intervention in
the neurodevelopmental process that controls the motor system” is thought to have
been used to argue that the conduct and results of the experiment were unethical in
that they could interfere with the natural process of development of the entire nervous
system and should be criticized (Fukushi and Sakura, 2009). The second synonym
was “Neuroethicist” introduced by Cranford in 1989 (Cranford, 1989). This term ap-
peared in a discussion of what role neurologists should play in light of their increas-
ingly frequent involvement in ethical decisions in clinical medicine and institutional
ethics committees, including patient care and end-of-life care. The third synonym,
“Neuroethical,” refers to the proximity of philosophy of mind and neuroscience and
discusses the importance of neurological functions as the basis of human identity and
the role of advanced neuroscience research in reexamining questions about the hu-
man psyche in the field of philosophical ethics (Churchland, 1991). The emergence
of these terms was metaphorical, applied to the problems and their solutions in the
extension of traditional bioethics and philosophy of science. Therefore, it cannot be
said that they directly contributed to the creation and naming of Neuroethics as a
modern academic field, but it is possible to seek the roots of the academic elements
that Neuroethics encompasses (Illes, 2003).

2. Co-evolution of Neuroethics and Neurotechnology

Neuroscience has made many contacts with engineering fields, influenced by
the entry of information and communication engineering, innovations in human brain
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measurement technology, and the development of data science research using mea-
surement data. In particular, neurotechnology, represented by technologies that mea-
sure brain activity and convert it into commands to operate equipment or linguistic
information to be spoken, has made significant progress in recent years as a technol-
ogy field that is expected to have market value due to its fusion with big data and
Al technologies, as well as the lightweight and minimally invasive nature of de-
vices used to measure brain activity. Therefore, from the perspective of Neuroethics,
the practice of “responsible research and innovation (RRI)” that contributes to the
ethical development, use, and diffusion of neurotechnology is progressed (OECD,
2019). Development of international standards for neurotechnology has also become
a topic of discussion in the 2020s, with the Institute of Electrical and Electronics
Engineers (IEEE) beginning to develop international standards for ethical aspects
of technology development and dissemination (IEEE Standards Association, 2020,
also see IEEE P7700 website https://standards.ieee.org/ieee/7700/11038/). The IEEE
has also established an organization called the Neuroethics Framework, which con-
siders the ethical use and dissemination of neurotechnology, taking into account the
cultural aspects of the country or region to which the user belongs, depending on
the purpose of use (https://brain.ieee.org/publications/ieee-neuroethics-framework/).
Another organization, International Organization for Standardization/ International
Electrotechnical Commission Joint Technical Committeel (ISO/IEC JTC1) has also
established Sub Committee SC43 to standardize Brain-Computer Interface (BCI) for
non-medical purposes (see ISO/IEC JTC1 SC43 website https://www.iso.org/ com-
mittee/9082407 .html). In this way, neuroethics related to governance in line with the
development of neurotechnology, has co-evolved with various academic fields that
encompass elements related to neuroethics, such as bioethics, philosophy of science,
engineering ethics, law, religious studies, science and technology studies, and regu-
latory science, emphasizing the need to promote new systematization of neuroethics.
Furthermore, as symbolized by the concept of Neurorights, it has become a driving
force for the development of the fusion field of neuroethics and Neurolaw by increas-
ing the points of contact between the fields of neuroethics and law (Chandler, 2018;
Ienca 2021). Based on these circumstances, the next section discusses the relation-
ship between the information environment and humans in the future that is predicted
from the advancement of neurotechnology.

3. Future Possible Communication Technology Utilized
by Advanced Neurotechnology

It has been pointed out that the development of Neurotechnology may bring
about a major change in the forms of communication in human society. Research
in archaeology, linguistics, psychology, biology, and other fields has revealed that
humans have long communicated using verbal expressions by means of speech, sym-
bols, letters, or gestures, and that these expressions are related to the biological evolu-
tionary process followed by humans and the expansion of the cerebral cortex (Bretas
et al., 2020). Neuroscience research has also revealed that there is a neural basis for
human language ability and that the cerebral cortex contains brain sites responsible
for language function (Friederici, 2011; Sousa et al., 2017). In recent years, the appli-
cation of the BCI to the neural basis of language function has led to the development
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of technologies for “verbalization of brain activity,” i.e., reading internal language di-
rectly from the brain. This approach has led to research and development of brain-to-
brain communication (B-to-B communication) technology (Nam et al., 2021; Silva
et al., 2024). Such challenge offers new possibilities for speech synthesis research as
an alternative means of communication for people with impaired speech functions
due to nervous system diseases like amyotrophic lateral sclerosis (ALS), stroke, etc.
The following is an overview of recent achievements of neurotechnological develop-
ments that may affect the changing forms of communication in human society and a
discussion of possible future changes that may occur.

3.1. Speech synthesis

The attempts to “verbalization of brain activity” are closely related to the devel-
opment of data science and language-generating artificial intelligence (Al) research,
which have evolved dramatically over the past decade or so. A major contribution
to this has been made by the neural decoding technique developed by Kamitani and
his group regarding reproduction of visual information using MRI signals. This tech-
nique analyzes MRI signals in a wide range of brain regions by narrowly separated
voxels and reconstructs what kind of information was received as a whole. They
succeeded not only in reproducing information actually seen, from simple symbols
and figures to photographs of people and landscapes, but also in reproducing visual
information of arbitrary objects that were imagined (Kamitani and Tong, 2005; Hori-
kawa and Kamitani, 2017). Similar research and development have been done with
auditory information. Studies have been conducted on the reproduction of general
auditory information, such as human speech and horse neighs (Santoro et al., 2017)
and music (Bellier et al., 2023), as well as on the reproduction of information from
the activity of neurons to read aloud specific sentences and then convert this informa-
tion into artificial speech (Anumanchipallalli et al, 2019). Written language has also
been studied in recent years, with “hands-free writing”, in which the alphabet is esti-
mated from the brain activity of a subject recalling a writing action and written out on
a computer screen (Willet et al., 2021) and with estimating the meaning of sentences
from brain activity in subjects who read silently a series of sentences presented visu-
ally (Tang et al., 2023). In addition, a technology that analyzes the neural activity of
a subject recalling the “answer” by artificial speech to a question by listening to audio
information of a question has made (Moses et al., 2019), and the one that analyzes
the brain activity of a stroke victim while recalling what he/she wants to say and not
only converts it into artificial speech but also links the mouth movements in the fa-
cial image to create a computer image as if the patient were speaking (Metzger et al.,
2023) were reported .

3.2. Brain-Computer Interface utilizing Avatar Control

BCl is “the procedures and engineering elements involved in detecting, recording,
analyzing, and converting nervous system activity into meaningful information that can
be used to control external devices and computer elements ““ (Fukushi, 2024), and its
research and development have continued for half a century since its concept was pro-
posed in 1973 (Vidal, 1973; Wolpaw et al., 2021). BCI has been expanded to manipu-
late computer cursors (Hochberg et al., 2006), robotic arms (Hochberg et al., 2012),
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avatars on computer screens (Luu et al., 2017)0and humanoids (Chamora et al., 2020).
The aforementioned “hands-free writing” (Willet et al., 2021) and artificial speech link-
ing mouth movements (Metzger et a., 2023) are also part of BCI-operated avatars. The
Cybernetic Avatar (CA) is a research and development of avatar operation technology,
which is being conducted to improve the performance of avatars, to freely control ava-
tars that reflect human intentions in real time in physical and cyber space (virtual reality
space), to give social and economic value to their behavior (Hagita et al., 2024), and
BClI is expected to contribute as a kind of control method for the CA.

3.3. Brain-to-Brain Communication

B-to-B Communication is a procedure of directly extracting brain information
from one’s brain and transmitting it to the other without involving the peripheral ner-
vous system (Vakilipour and Fekrvand, 2024), and its development began in earnest
in the 2010s, and after successful communication between animals of the same spe-
cies (Pais-Vieira et al., 2013) and between humans and animals (Yoo et al., 2013),
applications to humans only began in earnest (Vakilipour and Fekrvand, 2024; Nam
et al., 2021). In 2014, a successful human-to-human B-to-B Communication experi-
ment was reported in which brain information from one subject detected by EEG was
transmitted to the other subject by transcranial magnetic stimulation (TMS)-induced
expression of phosphenes (Grau et al., 2014). Furthermore, B-to-B communication
between humans has reached a level where it is not just about conveying informa-
tion, but where the person receiving the information is able to carry out some kind of
behavioral task based on the information sent by the person sending it. For example,
this includes behavioral tasks such as the movement of the right hand to “click” on a
touch pad (Rao et al., 2014) and the “20 questions” task, in which the participants are
divided into questioners and answerers and must obtain the correct answers (Stocco
et al., 2015). This means that, in addition to the BCI function for transmitting brain
information externally, they have also succeeded in mediating the Computer-Brain
Interface (CBI) function for returning information received from others to the brain.
Such facts indicate that B-to-B Communication is not just about sending and receiv-
ing information but has the potential to be a means of communication for multiple
people to cooperate and accomplish a purposeful mission based on brain informa-
tion. On this basis, the potential for future military applications, such as communica-
tion tool between multiple soldiers, has also been pointed out (Pei and Schalk, 2012;
Maksimenko et al., 2018).

3.4. Future Communication Style with Advanced Neurotechnology

Advanced linguistic communication tools based on neurotechnology indicate
the potential to greatly enhance the feasibility of B-to-B communication in human
society. As I have described so far, speech synthesis, which extracts brain activities
related to inner speech, is now possible, and furthermore, it is theoretically possible
to express them via BCI-controlled CA, or to transmit them directly to the other
party’s brain through B-to-B Communication without expressing them as linguistic
expressions. Considering these circumstances, one can examine the transformative
potential of the forms of communication in human society in the future by providing
step-by-step examples in this section.
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Figure 1 schematically illustrates the expected phased transformation of com-
munication through CAs. The first stage of communication is a relatively simple
form in which an individual manipulates a CA through BCI to reflect his/her inten-
tions and linguistic information on the CA and transmit them to others in the real
world (Step 1 in Figure 1). This is already a rudimentary technology that has been
achieved. The second stage is a form that involves communication between multiple
CAs operated by individuals in either a virtual or real space and a space for commu-
nication specific to CA (CA Communication Space) is established (Step 2 in Figure
1). In the third stage, a single person operates multiple CAs and participates in com-
munication in different spaces (Step 3 in Figure 1). In the fourth stage, it is expected
to be transformed into an M by N form of communication, in which multiple people
operate a certain CA(s) one time (Step 4 in Figure 1).

Figure 1
Examples of step-by-step evolution of communication style using CA controlled
by human brain via BCI
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The transformation does not stop here, as the application of B-to-B Communi-
cation is expected to make the situation more sophisticated and complex. Figure 2
is a schematic diagram of this process. In the fifth stage, one person participates in a
single B-to-B Communication venue (this venue will inevitably be a virtual space)
as shown in Step 5 in Figure 2. And in the sixth stage, one person participates in
multiple spaces through B-to-B communication (Step 6 in Figure 2). What happens
beyond that? As the seventh stage, a form of communication in which a single per-
son participates in one communication space by BCI-controlled CA and the other by
B-to-B Communication in one time is anticipated (Step 7 in Figure 2), which is still
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relatively simple. In the eighth stage, one person could participate in multiple com-
munication spaces by operating multiple CAs in addition to participate in multiple
B-to-B communication spaces at one time. This might be close to the final and ulti-
mate form of the transformation of communication in human society brought about
by neurotechnology that is currently conceivable.

Figure 2
Examples of step-by-step evolution of communication style using CA controlled
by human brain via BCI and B-to-B Communication
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4. Ethical Concerns for Advanced Neurotechnologies

So far, I have discussed the possibility of transforming the forms of communi-
cation in human society through neurotechnology from a technological perspective.
These transformations and their fundamental technologies, such as speech synthesis
and B-to-B communication, have social significance in compensating for and over-
coming communication disorders and securing the rights of people with disabilities
(United Nations General Assembly, 2006). On the other hand, it has been pointed out
that various ethical concerns exist. One of the most prominent concerns is the violation
of “unreachability of the mind” or “freedom of thought” by extracting and inferring in-
ternal language from brain activity. It represents the risk that thoughts and feelings that
should normally remain within the individuals will be expressed and communicated
to others without permission, and there are also concerns that this may be a violation
of “cognitive liberty”. (Rainey et al., 2020; Yildirim-Vranckaert, 2024). As a solution
to these concerns, the idea that information and events derived from the activities of
one’s neural system should be added to the list of protected fundamental human rights
has been proposed, with some researchers proposing a separate rights title, “Neu-
rorights” (Ienca, 2021). In addition to the terms introduced above, many other terms
(e.g., Mental Integrity, Mental Privacy) have already been used to describe respect for
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freedom and protection of rights related to the human mind, thought, and cognition.
This situation has led to a discussion to clarify the interpretation of various terms and
their relationship to neurorights, as well as to debate whether the neurorights should be
recognized as an independent right and its effectiveness. The concept of neurorights or
the right to mental and to ideology differs from country to country and from culture to
culture, and the need to promote international discussion while respecting this diver-
sity has also been pointed out (Herrera-Ferra et al., 2023).

Chandler’s group pointed that more practical implications of the widespread
application and adoption of speech synthesis include “ Testimony: Communication
as Evidence,” “ Consent and Capacity: Communication as Means of Agency and
Participation ““ and *“ Communication as Harm “ (Chandler et al., 2022), which mean
“the impact on communication as testimony and evidence in court,” “the impact on
autonomous decision-making and consent procedures (in clinical practice and re-
search participation),” and “the risk of (and responsibility for) harm to oneself and
others (due to expressed linguistic information)”. These points are coupled with the
technical concern that it may not be possible to distinguish whether the linguistic
information originated from speech synthesis was truly intended to be verbalized by
the individual or kept internal (Rainey et al, 2019). At the moment, as speech syn-
thesis by neurotechnology reported so far relies on brain activities recorded from the
regions associated with speech movements (Anumanchipalli et al., 2019; Metzger et
al., 2023), one can consider that only linguistic information with speech intentions
would be considered to be represented (Chandler et al., 2022). However, there is no
certain technical evidence for this interpretation, and it does not address the con-
cerns associated with the expansion of brain regions targeted for research and devel-
opment and the integration of technologies such as B-to-B Communication that do
not necessarily require information transfer between brain regions related to speech
movements. In the future, the reliability and ethics of the process of converting brain
information into linguistic information will be important factors. Careful language
generation technology development and algorithm design based on shared ethical
and moral values between the individual providing the brain information and the pro-
vider of the technology or service that converts it into linguistic information will be
required (Maslen and Rainey, 2019; van Stuijvenberg et al., 2024).

The fact that the development of speech synthesis has a significant impact on the
development of B-to-B Communication indicates that there are many common ethical
concerns between the two, but there are also ethical concerns that will become more
serious as B-to-B Communication develops and expands. As shown in Figure 2, while
CA control requires BCI only, B-to-B Communication requires two interfaces, BCI
and CBI, to be connected to an individual’s brain. In addition, in the case of commu-
nication from in which CA control and B-to-B communication are mixed, as in Step
6, or in the case of communication by participating in multiple CA spaces and B-to-B
spaces, as in Steps 7 and 8, to what extent can the human brain withstand the simultane-
ous processing of multiple information environments? In other words, how much can
the human brain handle the simultaneous processing of multiple information environ-
ments or can the “I”” personality in each communication space retain its self-identity,
or does it split into different selves that depend on the information environment in that
communication (Lyreskog et al., 2024). This would be a question that depends on the
standards and algorithms of the artificial intelligence in the BCI and CBI used to pro-
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cess the respective information, and at the same time, on the relationships with others
participating in the communication space(s) and their changes. As mentioned above,
given the possibility that B-to-B Communication could be used for military purposes,
there might be a need to reconsider the pros and cons of neurotechnology contribut-
ing to the enforcement of combat actions and the performance of missions that do not
meet one’s wishes, depending on the difference in the position of the communication
partner and one’s own position, and the command structure in the team, as well as re-
considering the scope of responsibility of individual soldiers and the professional eth-
ics based on this (Latheef, 2023). The transformation of communication style brought
about by advances in neurotechnology raises philosophical questions about the dignity
of human mental processes and the identity of the human personality, as well as legal
and ethical issues such as the protection of human rights regarding mental freedom,
the admissibility of evidence, and the assignment of responsibility. Neurotechnology
and neuroethics need to co-evolve, with an awareness of the progress and maturation
of ethical debates in step with the advancement and diffusion of technology.

Conclusion

The characteristics of the elemental technologies encompassed by neurotech-
nology and the applications expected to be implemented in society are diverse, and
the ethical concerns surrounding these applications and the laws and regulations to
be considered must also be diverse. In order to deal with these issues smoothly and
effectively, it is important for all stakeholders involved in neurotechnology to ac-
quire appropriate literacy and to work on improving their literacy in accordance with
technological developments and the emergence of ethical issues. The development
of advanced science and technology sometimes leads people to imagine the future
according to outlandish ideas or overly aggressive bad scenarios, and there might be
a risk of falling into ethical disputes for which no realistic solutions can be found.
In line with the life cycle of products and services that are expected to apply neuro-
technology, country bodies and international organizations would be required to take
strategic measures to improve the ability to acquire detailed literacy according to the
position and role of stakeholders, such as researchers, developers, providers, users,
those who play a mediating role, regulatory authorities, and administrative authori-
ties. In other words, strategic measures for capacity building would be required by
national governments and international organizations. It is essential that whole stake-
holders have a proper understanding of the development of neurotechnology, and
that accurate assessment of technological progress with calm discussions would be
proceeded while incorporating moral and philosophical perspectives.
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In the past few years, neuroscience and its technologies have attracted attention
as commodity with the trade name like “neurotech” or “braintech” that has spread a
variety of benefits and concerns throughout our society. In response, legal and ethi-
cal issues have been identified, and new laws, regulations, and ethical standards are
urgently needed.

Various papers in this volume were written with such global trends in mind.
They raise new ideas, agendas, and challenges, and they refer to various modes of
legal response.

This article closes the book with a brief perspective on this new ‘“neurolaw”
movement.

1. ELSI on the Neuroscience and its Technology

I have long been a ordinary constitutional law scholar with very traditional re-
search style. However, I became involved in the Moonshot Research & Development
Project! by JST (the Japan Science and Technology Agency) starting in 2021. The
project seeks to innovate both theory and technology in neuroscience and brings to-
gether Japan’s leading natural scientists specializing in neuroscience, engineering,
mathematics, and medicine. There, various neurotechnologies are being proposed,
developed, and implemented in society to improve our wellbeing in the near future.
For example, BMI (brain-machine interface) has been successfully applied to the
treatment of ALS and spinal cord injury patients to restore their lost motor functions

! Moonshot Research & Development Project (https://www.jst.go.jp/moonshot/en/index.html) (visited on Feb. 10,
2025).

NEUROLAW: LEGAL IMPACTS OF NEUROTECHNOLOGY 293



by activating compensatory circuits through neurotech, and is already being used
in rehabilitation sites. In addition, our team planned and organized “Brain Pick,” in
which EEG is used to control an avatar on a monitor to play a virtual game. It is like
Olympics where people compete using brain information. Thus, we are committed to
entertainment using neurotech.

On the other hand, beyond wellbeing enhancement and entertainment, there
are also activities that are more candid in their scientific ambitions and interests. The
project which I am a part of calls itself the “Internet of Brains (IoB)”.? As the name
suggests, this group is ultimately aiming for a world in which brains are connected to
brains through technology. In a sense, it is very ambitious and extraordinary project
indeed.

A few years ago, [ was asked to join to do so-called ELSI activities in this proj-
ect, IoB, which has a wide scope ranging from the development of neurotech that
solves specific problems that disturb our wellbeing to the realization of a somewhat
SciFi-like vision of transformation of the human beings and the world.

As such, I have been leading ELSI research in neuroscience technology for
four years. In this paper, I would like to make an epilogue to this book by reviewing
the four years of progress and by writing down what I think about ELSI research in
neurotech.

I would like to propose the following two topics. First, I would like to comment
on the ELSI activities themselves. Second, to briefly comment on the recent interna-
tional framework formation.

2. The Research Activity called ELSI

(1) Problems with the ELSI methodology

First, ELSI is too inclusive. As is well known, ELSI (ethical, legal, and social
implications)® is an academic activity to evaluate and control science and technology
using knowledge and discipline of humanity and social science such as ethics, law,
and social sciences. In recent times, the “E” has been cubed including two more Es as
economics and environmental studies, and the concept has apparently developed to
include not only ethics but also economics and environmental protection.

But how can we confront science and technology with such a complicated per-
spective where many different and distinct disciplines compete? To begin with, each
of the humanistic disciplines listed here has its own unique discipline, and it is very
difficult to integrate them into a single viewpoint.

Despite this, people seem to think that those different disciplines in the human-
social science fields can be easily integrated. It seems that there is an easy way of
thinking that academic knowledge can be integrated as soon as it is put on the table
together. In short, ELSI is (probably) not going very well because of the rampant bias
that discards the individuality of each of the humanities and social sciences. Before
we can go beyond difference between natural science and socio-humanities, we must

2 Internet of Brains (https://brains.link/en) (visited on Feb. 10, 2025).

3 About a definition and a brief history of ELSI research, see the website of the National Human Genome Research
Institute (https://www.genome.gov/10001754/elsi-planning-and-evaluation-history) (visited on Feb.10, 2025).
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integrate difference of disciplines in socio-humanities, which are lumped together
under the name of ELSI.

In order to convert this into an effective perspective on the ELSI, I suggest that
we abandon the conventional easy-going idea of “just gather all the information in
one place,” and narrow the research focus to the following three points, and conduct
them separately.

(2) A Proposal: Three Pillars for a new ELSI
“Effective Design of Normative Control”:

First, the ELSI should focus on “normative control” for neurotech, since ethics
and law are both normative disciplines different from other fields of socio-humani-
ties. One more thing to be added is “scientific norms. This scientific norm is a condi-
tion for science to be established itself as science, and in short, it demands “trust” in
science. In other words, it is an activity to clarify whether the “efficacy” and “ben-
efit” of a neurotech is really experimentally proven. Specifically, it will be important
to verify whether the research supporting neurotech is supported by appropriate evi-
dence.

“Promoting Social Utility’’:

The normative approach is not the only role that social science should play. Ac-
tivities that increase individual or social productivity, reduce social costs, or increase
social utility through neurotech are a social issue separate from normative control.
I suppose those activities to promote social utility are more rational to conduct on
their own.

“Search for Social Acceptance”:

The third point is the search for social acceptance. Outreach activities that ac-
curately and attractively convey the true state of the development of technology to
society are another important aspect of ELSI. It will become increasingly important
for the ELSI to create a unit of activities that can generate acceptance of neurotech by
controlling both excessive anxiety and excessive expectations of new technologies.

(3) From ELSI to RRI, and Outreach

Since the above missions are different from each other, and the academic knowl-
edge to be mobilized is also different, it is reasonable to conduct them separately. In
addition, because the term ELSI is rather misleading and myriad, the above three
pillars should be established under the concept of RRI (responsible research and in-
novation), which has been proposed to replace ELSI.

However, there may be aspects in which it is appropriate to integrate these three
pillars and work together. One such aspect is how to incorporate international trends
to make a global framework of neuroethics and neurolaw into domestic movement
to make national laws and regulatory frameworks, which will be discussed later, and
this will be a great opportunity for neurolaw. The three pillars mentioned above will
work together to encourage domestic administrative and legislative efforts, which
will be particularly compelling in cases where funding is sought. We are entering an
era in which public outreach activities seeking legislation and funding are in strong
demand.
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3. Recent Trends in International Frameworks

In the past few years, various international organizations have proposed frame-
works for regulating and promoting neurotech, including OECD, UNESCO, UNICEF,
IEEE, and the UN Human Rights Council, etc. Many documents, including reports
and recommendations in final/tentative draft form, have been published. I had the op-
portunity to comment on the UN Human Rights Council reports* at the Hybrid Minds
conference in Geneva in 2024.5 In what follows, I would like to list some points
that should be noted for the future of neurolaw, mainly with the UN Human Rights
Council’s report.

First. Interspersed throughout the reports and recommendations are various
concepts of “neurorights” as the basis for normative control. They are, of course,
freedom of thought, mental privacy, personal integrity, and cognitive liberty, etc.
These concepts of rights listed in those reports and recommendations have good rea-
son to be taken up. Many of them already have a substantive basis in the Universal
Declaration of Human Rights and the International Covenants on Human Rights, and
in that sense, they are a globally shared list of rights.

However, the scope of these rights is by no means clear or stably applied. The
UN Human Rights Council is trying to position these rights concepts as actionable
rights, i.e., legally binding normative concepts that can be applied to the legal cases
in court, but it is quite difficult to do so at present. In view of the fact that these inter-
national efforts will be transposed into national laws in the future, it is necessary to
make further efforts to clarify the inherent core, scope, and degree of legally binding
force of these unclear and controversial rights concepts.

Second. Each international document is slightly different in its envisioned nor-
mative control. Some focus on controlling and fostering neurotech businesses in the
marketplace and the neurotech industry on a national scale, others are concerned with
military applications and military use, and still others are concerned with educational
and workplace applications. This trend is welcome from the perspective of carefully
tailoring normative control to the characteristics of the subject. Also discussed at
UNESCO was the widening disparities and strengthening of divisions brought about
by technological colonization.® It is interesting to note that they tried to view this is-
sue in the context of a kind of cultural imperialism. but this concept, like other con-
cepts of rights, is contentious.

Third. Related to the point mentioned above, the right to science may be impor-
tant. This is a rights concept that appears in only one place in the UN Human Rights
Council report,” and is a part of international human rights law that has its basis in the
Universal Declaration of Human Rights and the International Covenants on Human

4 “Impact, opportunities and challenges of neurotechnology with regard to the promotion and protection of all human
rights: report of the Human Rights Council Advisory Committee” (file:///C:/Users/81804/Downloads/A_HRC_57_
61-EN.pdf )(visited on Feb.10, 2025).

5 See, the website of Hybrid Mind Conference, Geneva, 16-18 October 2024 (https://memento.epfl.ch/event/hybrid-
mind-conference-geneva-16-18-october-2024-2/) (visited on Feb.10, 2025).

6 See, page 9 of “First draft of a Recommendation on the Ethics of Neurotechnology (revised version): working docu-
ment as of 27 August 2024 (file:///C:/Users/81804/Downloads/391074eng.pdf) (visited on Feb.10, 2025).

7 See, page 14 of “Impact, opportunities and challenges of neurotechnology with regard to the promotion and protec-
tion of all human rights: report of the Human Rights Council Advisory Committee” (supra note 4).
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Rights. The impact that this right can have on science and technology is significant,
including public access to information, disclosure requests, public participation, en-
suring access for use, and fairness in the allocation of resources. One of the speakers
at Hybrid Minds symposium emphasized the importance of this right to science, and
I agree with that very much. However, this is also controversial because of its high
impact and broader scope.

k ok ok

As the development of neurotech accelerates, the project to envision legal and
ethical controls over it has just begun. However, as is clear from what has been men-
tioned so far, even at this point in time, many proposals have already been made, and
various concepts of rights and regulatory frameworks are dancing on the stage with
unclear and dark settings, without a common understanding.

The new field of jurisprudence, neurolaw, despite its many ambiguities and
conflicts, is an attractive frontier before us.
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